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1. O6o3HaYeHNs U COKpPALLICHUSA
NCIIIx — nHdopMallMOHHAsI CUCTEMA MEPCOHATBHBIX IAHHBIX
K3 — konTponmpyemas 30Ha
H/IB — HenexnapupoBaHHBIE BO3MOKHOCTH
HCJI — HecCaHKIIMOHMPOBAHHBIN TOCTYI
OBII/IH — obecnieuenne 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX
[1/IH — mepcoHanbHBIE JaHHBIE
I10 — nporpammHoe o0ecrieueHue
CBT — cpencTBo BBIUUCIUTENBHOW TEXHUKN
C3U — cpeacTro 3amuThl HHGOpMALIUH
TKYU — texunueckuii kaHan yTeuku HHGOpMaIuu

YBITJIlH — yrpo3sl 6€301acHOCTH IEPCOHATBHBIX JAHHBIX



2. TepMUHBI U onpeieIeHUS

B nacrosiemM 10KyMEHTE UCIIOJIB3YIOTCS CIEAYIONIME TEPMUHBI U UX ONPEAEIICHUA:
biokupoBaHne mNepPCOHANBHBIX [JaHHBIX — BPEMEHHOE IMpeKpaleHue coopa,
CUCTEMATH3allUH, HAKOIUIEHUS, HCIOJb30BaHUSA, PACIPOCTPAHEHUS, IMEPCOHAIBHBIX
JNAHHBIX, B TOM YHUCJIE UX NIEPEAAYUH.
Bupyc (KOMIbIOTEPHBbIH, IPOrPAMMHBII) — HCIOJHIEMBINA MPOrPAMMHBIN KOJ WIIA
MHTEPIPETUPYEMBI Habop WHCTPYKIIH, oOJaaromuii CBOMCTBaMU
HECAaHKIIMOHUPOBAHHOI'O PACHPOCTPAHEHHs] MU caMoBocmpous3BeneHus. Co3qaHHbIE
OyOnIMKaThl KOMIIBIOTEPHOIO BHpYyca HE BCerja COBMNAJalOT C OPUTMHAJIOM, HO
COXPAaHSIOT CIIOCOOHOCTh K JaJbHENIIEMY PacIpOCTPAHEHUIO U
CaMOBOCIIPOU3BE/ICHHUIO.
BpenonocHasi mporpamma — mporpamma, IpeJHa3Ha4YeHHas I OCYILECTBICHHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyNAa U (MJIM) BO3EMCTBUS HA MEPCOHAJIbHBIE JaHHbIC WU
pecypchl HHPOPMAITMOHHOM CUCTEMBI TEPCOHANBHBIX JaHHBIX.
JocTyn B oOmnepanMoOHHYIO Cpeay KOMIbIOTepa (MH(POPMALMOHHON CHCTEMBbI
NMEPCOHAJIBHBIX JAHHBIX) — IIOJIY4YEHHE BO3MOXXHOCTU 3aIlyCKa HA BBIIIOJIHEHHE
IITaTHBIX KOMaHJ, (YHKUUH, HOpOLEAYp OMNEPALMOHHON CUCTEMBl (YHHUYTOXKEHUS,

KOITUPOBAHMSI, IEPEMEIIEHUS U T.I1.), UCIIOIHAEMBIX (PailIoB MPUKIATHBIX TPOTPAMM.

Hoctyn k uHpopMAUMH — BO3MOXHOCTh IIOJy4YeHHS HWHOOPMAUM H €€
UCITIOJIb30BAHMUSI.
3amumaemass  uHopmauus —  uHbOpMANMs,  SABISIOMIASACA — MPEIMETOM

COOCTBEHHOCTH W TIOJJIe)KAIlasi 3alllUTe B COOTBETCTBUU C TPEOOBAaHUSMHU IMPABOBBIX
JOKYMEHTOB WJIM TPeOOBAaHUSMHU, YCTAHABINBAEMBIMU COOCTBEHHHKOM MH(MOPMAIIHH.
NnenTnduxanus — npucBoeHne CyobeKkTaM U 00bEKTaM JOCTyla HACHTU(PHUKaTOpa U
(wn) CcpaBHEHHE TMPEABSIBISIEMOTO HICHTU(HUKATOpA C TEPEeYHEM TPUCBOCHHBIX
UISHTH(PUKATOPOB.

NupopmMaTuBHbIiI  CHTHAJ  —  DJIEKTPUYECKUE  CHUTHAIBL,  AKYCTHYECKHE,
ANIEKTPOMArHUTHBIE W JIpyrue (HU3MYECKHe TMOJsl, MO TMapaMeTpaM KOTOPBIX MOXKET
ObITb  packpbiTa KOH(pUACHIMaNbHAA HHGOpMalUg (MEpCOHANbHbIE JIaHHbIE),

oOpabatbeiBaeMasi B UHPOPMAITMOHHOW CUCTEME MEPCOHANIbHBIX JTaHHBIX.



NudopmanuonHasi cucTeMa MEePCOHATbHBIX JAHHBIX — 3T0 WH(OPMAIMOHHASL
CHUCTeMa, TPEACTAaBIAONmAs CO0OM  COBOKYNHOCTh NEPCOHAIBHBIX  JIaHHBIX,
comepkammxcss B 0a3e JaHHBIX, a TaKke WHOOPMAIIMOHHBIX TEXHOJOTUH W
TEXHUYECKUX CPECTB, MO3BOJISIONIMX OCYIIECTBIATH 00pabOTKY TaKUX MEPCOHATBHBIX
JaHHBIX C HMCIOJB30BAHUEM CPEICTB aBTOMATHU3AIMU WA 0€3 MCIOIb30BAHMS TaKUX
CPEIICTB.

NudopmanuonHble TeXHOJIOTHH — IIPOIECCHI, METOABI TMOWCKa, cOOpa, XpaHCHUS,
00pabOTKH, TPEAOCTABICHHSA, pACIpOCTpaHeHHWs HWHPOpPMAMK U CHOCOOBI
OCYIIIECTBJICHHSI TAKHX MPOIECCOB U METOJIOB.

HcTounuk yrpo3nl 6e30macHOCTH HHpopMannu — CyObEKT JIOCTYIIa, MaTePUATbHBIH
00BbeKT WM (U3NUECKOE SBJICHHUE, SBISIOIIMECS MPUYUHONW BO3HUKHOBEHHS YTPO3BI
6e3omnacHocTy HH(OpMAIUH.

KonTpoaumpyemasi 30Ha — 93TO TIPOCTPAHCTBO, B KOTOPOM  HCKIIOUEHO
HEKOHTPOJUpYeMOe TpeObIBaHWE COTPYJAHUKOB M TIOCETHTENEH omepaTtopa U
MOCTOPOHHUX TPAHCTIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIBHBIX CPEJICTB.
KonduaeHunajJabHOCTh MEPCOHANBHBIX JAHHBIX — 00s3aTENBHOE ISl COOMIOACHUS
OIEepaTOpPOM WJIM HHBIM TMOJYYUBIIUM JIOCTYIl K TEPCOHAIBHBIM JIaHHBIM JIUIIOM
TpeOOBaHWE HE JONyCKaTh MX pacnpocTpaHeHus 0Oe3 corjacus CyOBekTa
NEPCOHATBHBIX JAHHBIX WM HATUYHS MHOTO 3aKOHHOTO OCHOBAHMSI.

MeskceTeBoi 3KpaH — JIOKaIbHOE (OJHOKOMIIOHCHTHOE) WM (PYHKIIMOHAJIBHO-
pacnpeiesieHHOe MpOorpaMMHOE (MpOorpaMMHO-aNmnapaTHOE) CPeACTBO (KOMILIEKC),
peanu3yromiee KOHTPOJb 3a WH(MOpMaIuei, MocTynamme B HWHOOPMAIMOHHYIO
CUCTEMY MEePCOHAIBHBIX TaHHBIX U (W) BBIXOAIIEH U3 HHPOPMAIITMOHHON CUCTEMBI.
Hapymurens 0e30MacHOCTH MEPCOHAJBHBIX JAAHHBIX — (QU3NYECKOE JIHIIO,
CIIy4ailHO WM TpeJHAMEPEHHO COBEpIIAoNIee ACHCTBUS, CIEICTBUEM KOTOPBIX
SBIIICTCSI HApyIIeHWEe OE30MacHOCTH TEPCOHATBHBIX JAaHHBIX NpH HX 00paboTkKe
TEXHHYECKUMU CPEJICTBAMH B HHPOPMAIIMOHHBIX CHCTEMAaX NMEPCOHATBHBIX JaHHBIX.
HenexknapupoBaHnHble BO3MOXKHOCTH — (DYHKIIMOHATBHBIE BO3MOXKHOCTH CPEJICTB
BBIYHCIIUTEILHON TEXHUKH, HE OMHMCAHHBIC WM HE COOTBETCTBYIOIIHME OMHCAHHBIM B

AJOKYMCHTALlUHU, Inpu HCIIOJIBb30BAHHUU KOTOPBIX BO3MOXXHO HapyHmicHuc



KOH(PUICHIIMABHOCTHA,  JOCTYMHOCTH  WJM  LEJIOCTHOCTH  oOpabaThiBaeMOM
uH(pOpMaIH.

HecaHKUMOHMPOBAHHBIN A0CTYNl (HECAHKUMOHMPOBAHHbIC JeHCTBUA) — JOCTYI K
uHopMalMu WIK JEUCTBUS C HMHPOpMaUUel, OCYUIECTBISEMblE C HapyIIEHUEM
YCTaHOBJICHHBIX MpaB U (WJIM) MPaBWI JOCTyNa K WHOOpPMaLUKU UK JEHCTBUM C HEH C
MPUMEHEHUEM IITAaTHBIX CPEACTB HMHGOPMAIIMOHHONW CHUCTEMBl WU CPEJCTB,
AQHAJIOTUYHBIX UM IO CBOUM (PYHKIHOHAIBHOMY MPEIHA3HAUYCHUI0 U TEXHUYECKUM
XapaKTePUCTUKAM.

Hocurtear mndgopmanmum — Qusnyeckoe JMIO WIM MaTepUaJbHBI OOBEKT, B TOM
yuciie pu3nuecKoe 1ojie, B KOTOpOM HH(pOpMAIUs HAXOAUT CBOE OTPAKEHHE B BUE
CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUUYECKUX PEIICHUN U MPOLIECCOB, KOJTNYECTBEHHbIX
XapaKTEPUCTUK (HU3UICCKUX BEIIMUMH.

O0padoTka MepCcOHAJBHBIX AAHHBIX — JEWUCTBUS (Olepaluu) ¢ MEePCOHATBHBIMU
JaHHBIMM, BKJIIOYas cOOp, CHCTeMaTH3allMi0, HAKOIUIEHWE, XpaHEHUEe, yTOYHEHHUE
(oOHOBIIEHHME, WM3MEHEHME), WCIIOJNb30BAHUE, paclmpocTpaHeHue (B TOM 4YHCIe
nepenavy), o0e3nnuruBanue, OJIOKHUPOBAHUE, YHUUTOXEHHE MEPCOHANBHBIX TaHHBIX.
OmnepaTop — rocygapcTBeHHBIM OpraH, MYHULMIAJIBHBIM OpraH, OPUAMYECKOE WIH
dbuzmveckoe MO, OpraHu3ywimue U (WIH) OCYIISCTBIAIONME 00paboTKy
NEPCOHATBHBIX JAHHBIX, @ TAKXKe OIPEACNAIONINe IENU U CcolepkaHue o0pabOTKH
NEPCOHATBHBIX JaHHBIX.

IlepexBatr (uHpoOpMauMH) — HEOpaBOMEpHOE TMOJydeHHe HWHOpMaMH C
HCIIOJIb30BaHUEM TEXHUYECKOTO CPEACTBA, OCYLIECTBIAIONIETO OOHAPYKEHUE, TPUEM U
00paboTKy HH()OPMATHBHBIX CUTHAJIOB.

[lepconanbHbie gaHHBIC — J100ast HHGOPMAIUS, OTHOCAIIAACS K ONPEACICHHOMY WIIH
OTpeJiesIeMOMY Ha OCHOBaHWM TakoW WH(opmaruu ¢uzndeckoMy Uiy (CyOBeKTy
MEPCOHANBHBIX JIAHHBIX), B TOM 4YHCIE ero (amwims, uMs, OTYECTBO, JaTa U MECTO
POXKIEHUS, aipec, CEMEIHOE, COMAIbHOE, UMYILIECTBEHHOE MOJI0KEHNE, 00pa30BaHUeE,
npodeccusi, ToX0obl, Ipyras HHPOPMAIIHSL.

IIo0ouHbIe 3J1€eKTPOMATHHUTHBIE W3JIYYeHUS M HABOJAKH — DJECKTPOMAarHUTHbBIC
M3JIyYEHUsT TEXHUYECKUX CpeACTB 0oO0paboTKM  3amuuiaeMod  HUHQpOpMaIluu,

BO3HHKAKOIHNEC KaK 1moOOYHOE SBJICHUWE W BBI3BAaHHBIC QJICKTPUICCKUMHA CUTHAJIaMU,



NEUCTBYIOIIMMU B  HX DOJEKTPUUECKUX W  MArHUTHBIX IEMNsX, a TaKxke
AJIEKTPOMArHUTHbIE HABOJKM O3THUX CHUTHAJOB Ha TOKOIMPOBOASIIUE JIMHUM,
KOHCTPYKIIMH U 1IENU MTUTAHUS.

Ionb3oBaTe/ib MH(POPMAIMOHHON CHCTEMbI NMEPCOHAJBHBIX JAHHBIX — JHIO,
ydacTBytomee B (YHKIIMOHUPOBAHWU HUHGPOPMAIMOHHON CHUCTEMbl IMEPCOHATBHBIX
JAHHBIX WY UCTIONB3YIOIIee Pe3yabTaThl €€ (DYHKIIMOHUPOBAHUS.

IlpaBuia pasrpaHuveHusi A0CTyNa — COBOKYIMHOCTh IMPaBUJI, PETIAMEHTUPYIOIIUX
mpaBa JOCTyma CyOhEeKTOB AOCTYIAa K 00bEKTaM JOCTYTIA.

IIporpamMHasi 3akjaajgkKa — CKPBITHO BHECEHHBIM B MPOTpaMMHOE OOECIieueHUe
(GYHKIIMOHANIBHBIM  OOBEKT, KOTOPHIA TIPU OMPEACICHHBIX YCIOBUSX CIOCOOCH
o0ecrieunTh HECAaHKIIMOHUPOBAHHOE MporpaMMHOE Bo3zfelcTBue. I[Iporpammuas
3aKjajKka MOXKET OBbITh peaju3oBaHa B BUJIE BPEAOHOCHOW TIPOrpaMMBbl  WIIU
IPOrpaMMHOT0 KOJIa.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/1eliCTBUE —
HECaHKIIMOHUPOBAHHOE BO3/ICHCTBUE HA  PEecypchl aBTOMAaTU3UPOBAHHOM
UH(POPMAIIMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
IpPOrpaMM.

Pecypc wuHpopManMoOHHOW CcHCTEeMblI — UWMEHOBAHHBIM 3JIEMEHT CHCTEMHOTO,
MPUKJIATHOTO WM anmapaTHOro odecnedeHus (GyHKIIMOHUPOBAHUS WH(POPMAITMOHHOMN
CUCTEMBI.

CpencTtBa BBIYHCJIUTENbHOH TEeXHMKH — COBOKYNHOCTh NPOTPaMMHBIX U
TEXHUYECKUX IJIEMEHTOB CHUCTEM OOpaOOTKM MAaHHBIX, CMIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEIbHO WM B COCTaBE JPYTUX CUCTEM.

CyobekT pgocryna (cy0beKT) — JIMII0 UWIM IPOIECC, JCHCTBUS KOTOPOTO
pErIaAMEHTUPYIOTCS NMPAaBUIIAMU Pa3rpaHUUYEHUS JIOCTYTIA.

TexHuueckue cpeacTsa MH(POPMAUMOHHON CHCTEMbl NEPCOHAJBHBIX JAHHBIX —
CpEIICTBAa BBIUMCIUTEIHLHOW TEXHUKH, HHPOPMAITMOHHO-BBIUYNCIUTEIBHBIE KOMIUICKCHI
U CETH, CPEICTBA U CUCTEMBI Mepeaadn, mpruemMa u 00padOTKH MEePCOHAIBHBIX JTaHHBIX
(cpenctBa ¥ CHUCTEMBbI 3BYKO3AaIlUMCH, 3BYKOYCWIEHHUS, 3BYKOBOCIPOU3BEICHUS,
MEPErOBOPHbIE M TEJIEBU3UOHHBIE  YCTPOMCTBA,  CPEACTBA  M3TOTOBJICHUS,

TUPAXKUPOBAHUS JOKYMEHTOB U JIPyrHe TEXHUUYECKUE CpEe/ICTBA OOpabOTKU pPEUYEBOM,



rpaduyueckoi, BU1€0- 1 OYKBEHHO-LIM(PPOBON MH(OpMALUK), TPOrpaMMHbBIE CPEACTBA
(omepalMOHHBIE CHCTEMBbI, CHCTEMbl YIpaBieHUs Oa3aMu JAaHHBIX M T.I.), CPEICTBA
3aIUThl HHPOPMALIHH.

Texnnyeckunii kKaHaJ yTedyku MHGOPMAUM — COBOKYITHOCTh HOCUTEIA MHPOPMALIMU
(cpenctBa 00pabOTKHM), (U3MYECKON Cpenbl pacupoCTpaHeHUs HHOOPMATUBHOTO
CUTHAJIa U CPENICTB, KOTOPBIMU JOOBIBAETCS 3allIaeMas HHHOpMAaLIHSL.

Yrpo3bl 0e30MaCHOCTH MNEPCOHATBHBIX JAaHHBIX — COBOKYINHOCTb YCJIOBUU U
(aKkTOpOB, CO3/AAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIYy4alHOTO,
J0ocTyna K TIepCOHAJbHBIM JAHHBIM, pE3yJbTaTOM KOTOPOTO MOXET CTaTh
YHUUTOXKEHHE, HM3MEHEHHEe, OJOKMPOBAaHHE, KOMUPOBAHUE, PACHpPOCTpPAHEHUE
NEPCOHATBHBIX JAHHBIX, @ TAKXK€ WHBIX HECAHKIMOHUPOBAHHBIX JCUCTBUN MpH HX
00paboTke B HHGOPMAITMOHHON CHCTEME TIEPCOHANIBHBIX JTaHHBIX.

YHUUYTOXKeHHEe TePCOHANBbHBIX JAAHHBIX — JIEHCTBUS, B pe3yjbTaTe KOTOPBIX
HEBO3MOXHO BOCCTAHOBUTBH COJICP)KAHUE MEPCOHANBHBIX JaHHBIX B MH(DOpPMAIMOHHOM
CUCTEME IIEPCOHAIBHBIX JAHHBIX WIA B peE3ylbTaTe KOTOPBIX YHHYTOXKAKOTCA
MaTEPHAJIbHBIE HOCUTEIHU NIEPCOHATIBHBIX JaHHBIX.

Yr1euka (GamumaemMo) WHEPoOpMANMHA MO TEXHHYECKMM  KaHajamM  —
HEKOHTPOJUPYEMOE PACIPOCTpaHEHUE HMHPOpPMALMU OT HOCHUTENs 3allMIaeMOu
uHpopManuu  uyepe3  (U3MYECKYI0  Cpely 10  TEXHHYECKOIo  CpeJlCTBa,
OCYILECTBIISIONIETO NepexBaT HH(HOPMALIUH.

Ya3BUMOCTH — HEKasl ci1aboCTh, KOTOPYI0 MOXKHO HCIOJIB30BaTh ISl HapyIIEHUs
CUCTEMBI UJTU COJIepKalleicst B Hell HH(pOpMAIIHH.

HenocTHOoCTh MHPOPMALMHU — COCTOSIHUE MH(POPMAIUH, IPU KOTOPOM OTCYTCTBYET
a060e ee u3MEHeHue JIMOO W3MEHEHHE OCYIIECTBISETCS TOJBKO MpeJHaMEPEHHO

CY6’BGKT3MI/I, HMCIOIIKMMHU Ha HCTO ITPaBo.



3. HopMaTuBHBIE CCHUIKH

[Ipu dopmupoBanuu Hactosimedr Mopenu yrpo3 Oe3onacHocTd UHMOpMaUU
HCIOJIb30BAIUCH CIIEYIOIINE HOPMATUBHO-TIPABOBBIE IOKYMEHTHI:

— ®enepanbhblil 3akoH 0T 27 uronst 2006 roga Ne 149-03 «O0 nnpopManmoHHbIX
TEXHOJIOTHUSX U O 3allUTe HH(OPMAIUNY;

— ®@epnepanbubiii 3akoH or 27 urong 2006 roga Ne 152-®3  «O nepcoHalbHBIX
JAHHBIX);

— IlocranoBnenue IIpaBuTenbcTBa Poccuiickon denepauuu
ot 1 Hosi6pst 2012 roma Ne 1119 «O6 yrBepxkaeHUN TpeOOBaHUMN K 3aIIUTE MEPCOHATBHBIX
JaHHBIX P UX 00pabOoTKe B MHPOPMALIMOHHBIX CUCTEMAaX NMEPCOHATBHBIX JaHHBIXY;

— bazoBas Mogenp yrpo3 0€30MaCHOCTH TMEPCOHANBHBIX JAHHBIX TMPU UX
0o0paboTke B HMH(POPMALMOHHBIX CHUCTEMAaxX TMEPCOHATBHBIX MJaHHBIX, YTBEpKIACHHAs
3amectuteneM aupekropa @CTIK Poccun 15 derpans 2008 roxa;

— Meroauka omnpeneneHusi aKTyallbHbIX Yyrpo3 Oe30MacHOCTH MEPCOHATbHBIX
JaHHBIX TpU HUX 00paboTke B MHGOPMAIMOHHBIX CHCTEMax MEPCOHAJIBHBIX JaHHBIX,
yTBepxkAeHHas 3aMmectutesieM aupekropa ®CTIOK Poccun 14 despans 2008 roga;

— bank ganHbIX yrpo3 OesomacHoctn  uHbopmamuun < DOCTOK  Poccum

(http://bdu.fstec.ru);



http://bdu.fstec.ru/

4. O0uue MoJI0KEeHUA

Nudopmanmonnas cucrtema nepcoHanbHbix gaHHbix [AIIOY MUK (manee — UC/IH)
npeaHa3HavyeHa s GopMUpOBaHUs, 00paOOTKH, XpaHEHUS U MPEAOCTABICHUS TaHHBIX
o padote ['ATIOY MUK B pamKkax OTHOILIECHH, YKa3aHHbIX B DeepanbHOM 3aKOHE OT
09.02.2009 Ne 8-®3 «OO0 obecnedyeHHM IOCTYNa K HHPOPMALUM O JEATEIBHOCTU
rOCYJapCTBEHHBIX OPTaHOB M OPraHOB MECTHOT'O CaMOYTIPABICHUS.

B cootrBerctBum ¢ aktom kinaccupukanuu HCIIJIlH u mo pesynabraram aHanuza
ucxoaubix naHHbiXx MCIIJIH nMeeT 4 ypoBEHb 3alIMIIEHHOCTH MEPCOHAIBHBIX JAHHBIX
(Y3 4).

B UCII/Ia moryT oOpabaThIBaThCsl CIEAYIOIINE TIEPCOHATBHBIC TAHHBIC:

dbaMuIus, UMs1, OTYECTBO;

MECTO, TOJI, 1aTa POXKICHUS,

ajJipec MPOKUBAHUS;

aJIpec NEKTPOHHOU MOYTHI;

cBezieHus: 00 0Opa3oBaHNY;

CBEJICHUS O TPYJIOBOH ESITEIbHOCTH;

CBEJICHUS O TPYJIOBOM CTaXe;

TenepOHHBINA HOMED;

ceMeiHOe MOJI0KEHHUE;

JaHHBIE O Harpajax, MeJassaX, MOOIPEHUSIX, TOYETHBIX 3BAHUSIX;

B coorBerctBuu co cratheir 19 ®enepanbHoro 3akoHa ot 27 uwons 2006 rona
Ne 152-®3  «O mepconanbHbIXx  JgaHHBIX», omepatop WCII[ln mnpu  o6paboTke
nepcoHaIbHBIX AaHHBIX (najnee - [1/{H) 00s3aH mpuHUMATh MPABOBBIC, OPTraHU3AIIOHHbBIE
U TEeXHUYECKME Mepbl win obecneunBarh WX mpuHAtHe maiua 3amutel [I[Ja ot
HEMPAaBOMEPHOTO WJIM CIy4alHOTO JOCTyna K HHM, YHHYTOXCHHUS, W3MEHEHUS,
OJIOKUpOBaHUs, TpeJOoCTaBleHus, pacnpoctpanenus [IJ[H, a Takke OT HHBIX
HEMPAaBOMEpPHBIX JeicTBUid B oTHomeHun I[IJIn. Meponpusdaruss mno oOecreyeHuro
6e3onacHoctu [1/1n npu ux obpadborke B MCIIIH BkItOUaOT B ceOs onpeaesieHne yrpos
6e3onacHoctu [1/1H mpu ux o6pabotke u popmupoBanre Mojenn yrpos.

Mogens  yrpo3  COIEpXKUT  JaHHbIE 1O  yrpo3aM,  CBA3aHHBIM  C
HECAHKIMOHUPOBAHHBIM, B TOM uuciie ciydaiHbiM, aoctynom B WCIIIH ¢ uensio
W3MCHEHHS, HEMPABOMEPHOTO pacHpoCTpaHEHUsT WH(OpPMAIMU WM JCCTPYKTUBHBIX
BozneictBuii Ha oneMeHTl MCII/IH u oOpabateiBaeMbiX B HHX WH(MOpPMAIu C
WCIIOJIb30BAaHUEM TPOTPAMMHBIX M MPOTPAMMHO-ANMAPATHBIX CPEACTB C  IEJBIO
VHUYTOXEHUS WM OJJOKUPOBAHMS 3ATUIIAeMO HHPOpMAITHH.

B Mogenu yrpo3 mnpeacraBlieHa OILEHKAa MCXOAHOTO YPOBHS 3alllUIIEHHOCTH
3amuinaeMoi nHpopMaluu, a TakXKe aHajau3 yrpo3 0€30nacHOCTH MH(popMaInu.

AHanu3 yrpo3 6e301nacHoCTH HHPOPMAIUU BKIIOYAET:

OMHCaHue yrpos;



OLICHKY BEPOSITHOCTH BO3HUKHOBEHHUS YIPO3;

OLICHKY PEAIN3yEMOCTH YIpO3;

OLICHKY ONIaCHOCTH yTPO3;

ONPENEIICHUE AKTYAIbHOCTH YIPO3.

K wundopmanmmonnsim pecypcam HCIIIH ocymecTBiasieTcss yJaleHHbIA JOCTYM
COTPYAHHUKOB JPYIMX OPTraHU3aLMI 110 HE3AINUIIEHHOMY KaHAIIy CBSI3H.

Mopenb yrpo3 MOKET OBbITh IEPECMOTPEHA:

no pemenuto Biaanensna WMCIIIH Ha OCHOBE NEPUOIMYECKH MPOBOAUMBIX UM
aHanM3a M OUEHKM Yrpo3 O0e30MacHOCTH 3alluiiaeMoi HHQPOPMAlUU C Y4eTOM
ocobenHocTtel u (vnm) usmenenuit nanHoun CII/H;

B ciyudae monepHusauuu UCIIH;

B ciyyae uzMeHnenus macmraba UCIIJIH unu 3HauumocTn o6pabatbiBaeMoil B Hel
uHpOpMaLINH;

N0 pe3yibTaTaM MEpPONPUITHI MO KOHTPOJIO 3a BBINOJIHEHHEM TpeOOBaHUU K
oOecreueHunto 6e30nmacHOCTH 3amuiaemMon nuopmanuu npu e€ oopadortke B UCIIH;

B cllyuae BO3HUKHOBEHHsS (OOHapy>XeHHs]) HOBBIX YSI3BUMOCTEM U  yrpos
6e3omnacHocTy H(pOpMAaIUY;

B cllyuae OOHapy>K€HUsT HOBBIX YIpO3 BHECEHHbIX B OaHK JaHHBIX YIrpo3
oe3omacHoctu nHpopmaiuu, chopmupoBanubiii DCTIK Poccun (http://bdu.fstec.ru);

U3MEHEHUs TpeOoBaHUM 3aKkoHOAaTeNbcTBa Poccuiickoit dexeparuu B o0jacTu
3alUThl MH(OPMAalUK, HOPMAaTUBHO-NPABOBBIX AaKTOB M METOAMYECKHX JOKYMEHTOB,
PEryIUPYIOLIUX 3aUTY HH(OPMALIUK.



http://bdu.fstec.ru/

5. Onucanme HH(poOpMaALIMOHHO CHCTEMbI " 0Cco0eHHOCTEH eé
(pyHKIHOHUPOBAHUA

NCIIIH BriaroyaeT B ceOsl COBOKYITHOCTh CoJieprKallelicsa B 0a3e NaHHbIX MH(OpMauu U
oOecrieynBaOIUX €€ 00padOTKy ¢ TMOMOIIbI0 HH(DOPMAIMOHHBIX TEXHOJIOTUH U
TEXHUUYECKUX CPEACTB, COOTBETCTBYIOUIUX JIEUCTBYIOIEMY 3aKOHOAATEIIbCTRY.
HUCIIJn oOecnieunBaeT (popMuUpOBaHHE, aABTOMATU3UPOBAaHHYIO  00pabOTKY,
XpaHEHHE U MPEOCTaBICHUE TaHHBIX 0 aestensbHoctu ['AIIOY MUK.
NCIIIn conepxur:
uHdopmanuio o aestenbHocTH [TAIIOY MUK;
uHCcTpyKumu 1o padote ¢ UCIIH;
uH(OpMAIIHIO O IJIAaHUPYEMbIX nepepbiBax B padore UCII/H;
UHYI0 MH(OpMAIUIO, pa3MeIlleHHe KOTOPOl He MPOTUBOPEUYUT 3aKOHOJATEIbCTBY
Poccuiickoit @enepannm.

[Tapametrprer UCITIH, conepxaimue [1/IH, onpenenstomue ypoBeHs 3auuiieHHocty [11x
puBeeHbI B Ta0uIe 1.
Tabmuna 1

INoaxnrouenue YC x ceTam o0Iiero
IIOJIb30BaHMS U (MJTH) CETSIM MexayHapoaHoro | MMeercs
nH()OPMAIIMOHHOTO OOMEHa

PexxuM pasrpanuueHus mpas JoCTyma

110JIb30BaTEIIEH He nmeercs

Kareropus [1/]H, o6pabdarsiBaembix B IC OO6menocTyHbIE
Kareropuu cyonextoB I1/H, 06padaTeiBaeMbix B| CyOBEKTHI,

NC HE SIBIISIIOTCS COTPYJIHUKAMHU
O6bem [1/1H, obpabaTeiBaembix B UC Menee 100 000 cyObexTOB
Tun yrpos ¥Yrpo3sl 3-ro TUNA

VYposens 3amnumensocty 111, o6pabarpiBae-

MbIx B UCIT/IH 4

3anannbie Xxapaktepuctuku 6e3onacHoctd [1J{a | LlemocTHOCTB, JOCTYTHOCTH

B coorBeTcTBHMM ¢ aKTOM KiIacCH(MUKAIMM W WCXOAS U3 BBINICYKA3aHHBIX
xapakrepuctuk, B UCII/In yctanoBieH 4 ypoBenb 3amuuieHHocty [11x (Y34).

Omnpenenenue ypoBHs ucxoanou 3amuieHHoctd UCIH.

ITon ypoBHEM HCXOJHOM 3AIIMIIEHHOCTH MOHMMAaETCs OOOOIICHHBIM IMOKa3aTesb,
3aBUCAIINN OT TEXHUYECKHUX U dKCIUTyaTalmoHHbIX Xapakrepuctuk UCII/IH.

Yposenb ucxoanoit 3amumieHnoctu UCII/IH onpeneneH 3kCrnepTHBIM METOAOM B
COOTBETCTBUM ¢ «MeETOAMKON OIpeleieHus] aKTyalbHBIX yIrpo3 0€30MacHOCTH
MEPCOHANBLHBIX TAHHBIX TPU X 00pab0oTKe B MHMOOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX
naHHbIX» (manee — Metonuka), yrBepxaennor 14.02.2008 r. 3amectureneM IuUpeKTOpa
OCTOK Poccun.



JIns onpeneneHrs ypoOBHS MCXOJHOW 3aIIMIIEHHOCTH MPOU3BOJMUTCS OLICHKA ATUX
XAPAaKTEPUCTUK IO TPEM KAadyeCTBEHHBIM THoOKa3zaTessiM: «Bpicoknit», «CpemHuin» Hu
«Huszkniy.

B cootBetrcTBUM ¢ METOAUKON YPOBEHD 3aIUIIIEHHOCTH OIIPEAECIIACTCS CIIENYIOIUM
oOpazom:

1. UIC[IIn umeer «Bbicokuil» ypoBEeHb HCXOJHOM 3alIMIIEHHOCTH, €CIH HE
Menee 70% xapakrepuctuk MC coOTBETCTBYIOT YpOBHIO «BbICOKHIl» (CyMMHpYIOTCS
MOJIOKUTENIbHBIE PEUICHUS 10 MEPBOMY CTOJIOIY, COOTBETCTBYIOIIEMY BBICOKOMY YPOBHIO
3alMIIEHHOCTH), @ OCTaJbHbIE — YPOBHIO « CpeHUI»;

2. UCIIIn umeer «CpenHuid» ypOBEHb MCXOJHOW 3alIMILEHHOCTH, €CIH HE
BBINIOJIHSIFOTCSL  ycinoBusi mo mNyHKTY | m He menee 70% xapakrepuctuk HMCIIH
COOTBETCTBYIOT YPOBHIO HE HUXkeE «Cpeqnuii», a octayibHble — « HU3koMy» ypoBHIO;

3. UCITn wumeer «Hu3kuil» ypoBE€Hb HCXOJHOM 3alUMIIEHHOCTH, €CIH He
BBIIIOJIHSIETCS YCJIOBUS 1O MyHKTaM | u 2.

1.1.1. [Ipu cocTaBieHUU NEPEUHs aKTyaJlbHBIX yrpo3 6e3zonacHocTH [1/IH kaxxmoit
CTENEHH  MCXOJHOM  3al[MUIEHHOCTH  CTaBUTCA B COOTBETCTBHE  YHMCJIOBOMU
ko3pdunmrent(Y1), a UMEHHO:

BBICOKHHN — Y 1= 0;

cpennuit — Y1=5;

Hu3ku — Y11= 10.

1.1.2. Texunueckue U OKCIuTyatanioHHble  xapaktepuctukun  WCII/IH,
olpeseNstone ypoBeHb ucxoanon 3amumennoctu UCIT/IH, npuBeneHs! B Tadbaue 2.

Tabmuma 2

YpoBeHb 3aIUIIEHHOCTH
Breicokuii | Cpennuii \ Huskui

XapakTepucTuKa

1. TeppuropuanbHOe pa3MeIICHUE

pacnpenenennas UCIIH, koTopas 0XBaTbIBacT
HECKOJIbKO 00J1acTeil, KpaeB, OKPYIOB WJIH - - +
TrOCYJIapCTBO B 1IEJIOM;

2. Hamuuwne COCIUMHCHUA C CCTAMU O6IH€F0 ITOJIB30BaHUL

HUCII[IH, umeromass OQHOTOYEUYHBIM BBIXOJ B

- + -
CceTh OOIIET0 MOJIL30BAHUS

3. Berpoennsle (JieranbHbIC) OTIEPALUU C 3aMUCIMU 0a3 JaHHBIX

YTCHUEC, IIOUCK; | + ‘ - ‘ -

4. Pazrpannyenue 10cTyna K JaHHBIM

HCII/JIH ¢ OTKPBITBIM JOCTYIIOM | - | - | +
5. Hannuue coequuenuii ¢ 6azamu naHHbIX HHBIX C

NCII/H, B KOTOpOU HCIIOJIB3YETCS

onHa 0a3a [1Jn, npuHaaiexaias opraHu3aluu + - -

— Biagenbiy gannou UCIIIx

6. YpoBeHb 00001enus (o0e3nnunBanust) [/

ncC, B KOTOpOH MIPEAOCTaBISAEMBIE
MOJB30BATENII0  JAaHHBIE  HE  SIBISIOTCS




00€3/IMYEHHBIMU (T.e. MPUCYTCTBYET
uH(opmarus, MO3BOJISFOIIIAs
uaeHTuguuuponats cyobekra [1/1H)

7. O0beM JaHHBIX, KOTOPBIC MPEIOCTABISIOTCS CTOPOHHUM Toib3oBatessim MC 6e3
npeaBapUTEIHLHON 00paboTKU

NCIIIH, npenocTaBisionias BClo 0a3y JaHHBIX
¢ I1/1H;

1.2. Cootnomenue xapakrepuctuk HMC, COOTBETCTBYIOIIMX Pa3HbIM YPOBHSIM
3aIUIIEHHOCTH, ONpe/IeJICHHbIE HA OCHOBAHUM JTAHHBIX TAOIUIIBI 3!
28.5% xapaktepuctuk UC COOTBETCTBYIOT 8b1COKOMY YPOBHIO 3aIIUILICHHOCTH;
14.3% xapakrepuctuk UC COOTBETCTBYIOT cpedHem)y YPOBHIO 3alUIIIEHHOCTH;
57.2% xapakrepuctuk MC COOTBETCTBYIOT HU3KOMY YPOBHIO 3aIIUIIIEHHOCTH.
1.3. Ypoenbr wucxonnout 3amuiieHHoctd  WC: muzkuii.  Taxkum  oOpasowm,
kod(duimenT ucxoaHou 3amuiiennoctu Y1 = 10.
1.4. Bzaumogpeiicteue WCII[IH ¢ apyrumu MHQOPMALMOHHBIMU CHUCTEMAMU HE
peAIoiaraeTcs.



6. Bo3moskHoCTH HapymuTesel (MoaeJ b HAPYLIUTeJIs1)

Mopaenb HapymuTensl IpeicTaBiseT coO0i aOCTPAKTHOE ONMMCAHWE HApYLIUTENeH
MH(QOPMAIIMOHHOW OE30MacCHOCTH KaK MCTOYHUKOB YIpo3 OE30MacHOCTH, a TaKkKe
MPEANOJIOKEHUS 00 HX BO3MOXHOCTSX, KOTOPhIE MOTYT OBITh HWCIOJIB30BaHbI JIJIs
pa3pabOTKH U MPOBEICHUS aTaK, U OTPAaHUYEHUAX HA ITH BO3MOXKHOCTH.

Lensto mocTpoeHuss Mopaenu HapylwuTelss ABIAETCA  ONPENCIICHUE  THUIla
BO3MOXHOTO HapylmuTedass 0e30MacHOCTH MEPCOHANBHBIX AaHHBIX MPU UX 00paboTKe B
NCII/H.

B kadecTtBe O0OBEKTOB arak paccMaTpUBAlOTCS 3aimiuinaemass uHdopMmaius,
conyTcTBytomas wuHbpopmaiusa, nporpammuoe obecnedenue WCIIIH, TexHUYeckue
cpeactsa UCII/IH, nomenieHre, B KOTOPOM PaCIIOIOKEHbl TEXHUYECKHUE CPE/ICTBA.

B 3aBucMMOCTH OT HMEIOIIMXCS MpaB JOCTYNA HAPYUIUTEIU MOTYT HMETh
JETUTUMHBIN  (U3UYECKUM (HEMOCPEJCTBEHHBIM) W (WJIM) JIOTUYECKUH JOCTYyIN K
KOMITOHEHTaM HH(GOPMAIMOHHONW CHUCTEeMBbl U (WJIHM) COAEpKalleicss B HUX HMHGOpPMAILUU
WJIM HE UMETh TAKOT0 JI0CTYyMa.

C yyeToMm Hajmu4us MpaB JOCTYIAa U BO3MOXKHOCTEH MO JOCTYyNy K WHGOPMAIUU U
(W) K KOMIOHEHTaM MH(OPMAIIMOHHOW CHUCTEMBI PACIIOJIOKEHHBIX B KOHTPOJIUPYEMOUH
30He (nanee — K3) HapymuTeau noapas3aeistoTcs Ha ABa TUTIA:

BHEIIIHUE HapymwuTenu (Tun 1) — nauma, He uMeroIIre npaa (PU3NIECcKoro JI0CTyna
K TEXHHYECKUM CPeJCTBaM MH(OPMAIIMOHHOW CUCTEMBI, €€ OTJEIbHBIM KOMIIOHCHTAM U
peanu3yromre yrpo3bl 0€30MacHOCTH HH(OpMAlMM U3-3a TpaHHI] HWHOOPMAIMOHHON
CUCTEMBI;

BHyTpeHHue Hapymutenu (tumn II) — nuna, vMeromue mpaBo MOCTOSTHHOTO WIIH
Pa30BOTO JOCTYIA K TEXHUYECKUM CPEJICTBAM MH(GOPMAIIMOHHON CUCTEMBI, €€ OTACIbHBIM
KOMIIOHEHTaM.

IIpy mocTpoeHUM MOJEIN HApPYLIUTENS] TPUHUMAIINCH CIEAYIOIINE OTPAHUYEHUS U
MPENOJIOKEHUS O XapaKTepe NECHCTBUM HAPYIIUTEIICH:

HecaHKIMOHupoBaHHbIH noctyn (mamee — HCJI) mokeT OBITH CIEICTBHEM Kak
CIy4alHBIX, TaK U NMPEIHAMEPECHHBIX JCUCTBHM;

HapYILIUTENb, IUIAHUPYS aTAKU, CKPHIBAET CBOU HECAHKIIMOHUPOBAHHBIE ACHCTBUS
OT JIUII, KOHTPOJMPYIOUIUX COOIOICHIE Mep 0€30MaCHOCTH;

npoBeacHUE pPadboT 1Mo pa3paboTKe, CO3AaHUI0 CIIOCOOOB W CPEJACTB aTak B
OpraHu3anuaX, CHEIUATM3UPYIOMUXCS B o0jacTu paspabotku u anamusa [10, C3U u
CK3MU, ne sBusieTcs 1menecooOpa3HbIM ISl HAPYIIUTENEH ¢ Y4ETOM BBICOKOW CTOMMOCTH
pa3pabOTKH M CO3JaHUsl CIIOCOOOB M CPEJACTB aTaK, KOTOPHIA B UTOTE€ MOXKET HAHECTU
He3HAauUTeNIbHbIE HeraTuBHble mocienctBus kak mius MCIT[H u copepkamielicss B Hel
uHdopmarmu, Tak u s cyorexkros [1/1H.

B tabnuie 3 npeacrasiaeHbl moTeHIMaababie HapymuTeau UCITIH.



Tabmuna 3

Tun Hapymurens
~—| Bo3Mo:KHBIe HeJu (MOTUBALMSA) peau3alum yrpo3 YcioBHoe
Cy0bekT . Buyrpennmii
Buemmnnii (1) () 0e3omacHOCTH HH(pOpPMALHMH o003HaYeHHE
CrenunanbHbIe CITyKObI + Juckpenuranus WIM JeCTaOuIn3anus AesITEIbHOCTH Hapvimrens |
MHOCTPaHHBIX F'OCYJIapCTB opraHa rocyJJapCTBEHHOM BJIacTH cyObekTa PO Py
[IpyunHEeHHEe  WMMYIIECTBEHHOTO  yiiepba  myTem
[IpecTymnHbie (xakepckue) + MOLICHHMYECTBA MM MHBIM MPECTYMHBIM HYTEM. | yr o o
TPYMIIbI BrisiBieHHE YSI3BUMOCTEM C LEIBI0 MX JaJIbHEHIIEH py
MPOJIAXKHU U TIOJTyYeHUs] PUHAHCOBOM BBITOJIBI
WUneonornueckne  WAM  TOJUTHYECKHE  MOTHBEHIL
[IpyunHEeHHEe  WMMYIIECTBEHHOrO  yiiepba  myTem
duznyeckoe IUI0, HE MOIIICHHUYECTBA WJIM HWHBIM TPECTYNMHBIM IyTEM.
SIBJISIFOIIIEECS CITY>KallluM + - JIrobombITCTBO WM JKelaHue  caMmopeanusauuu | Hapymwurens 3
I'ATIOY MUK (moaTBepIKIACHUE CcTaTyca).
BrisiBneHne ysA3BUMOCTEN C LEJNBIO HUX JAJbHEHIIECH
IPOJAXKU U MOJIy4eHHs] PUHAHCOBOW BBITOIbI
Buenpenne — 1ONONHUTENBHBIX  (YHKIIMOHAIBHBIX
BO3MOXXHOCTEH B MporpaMMHOE OOecredyeHue WiIn
Pazpaborunku UCII/IH u porp
IIPOrPaMMHO-TEXHMUYECKUE  CpElICTBa  Ha  JTare
IPOrPaMMHOTO
pa3paboTKH.
o0ecrieyeHusl + - Hapymmrens 4
[IpuunHeHre UMyIIECTBEHHOTO yiepba myteM oOMaHa
(obecmeunBaronue
WIH 3JI0yTIOTpeOIeHHS T0BEPUEM.
TEXHUYECKYIO MOAIEPKKY)
Henpennamepennsie, HEOCTOPOKHBIE WIH
HEKBAJIM(DUIIMPOBAHHBIC NEHCTBUS
JIuua, umeromue [IpuunHeHre UMYIIECTBEHHOTO yiepba myTeM oOMaHa
CaHKIIMOHUPOBAHHBIN WIn 370YTIOTpeOIeHUS JIOBEPUEM.
JOCTYII K CEpBEpaM Ha Henpennamepennsie, HEOCTOPOKHBIE W
KOTOPBIX pa3MelieHa HEKBaJIU(UIIMPOBAHHbBIC IEHCTBUS
PHIX P - + Puvp Hapymwurens 5

NCII/H, HO He MMeroIIHe
JocTyna K uHbopManuu
(oOcmy>xuBarOIUN
nepcoHai (oxpasa,




pabOTHUKHU
aJIMHHHCTPATUBHO-
X035IUCTBEHHBIX CITYK0))

Anmvunuctparop UCITIH

[IpyynHeHne  WMYIIECTBEHHOTO  ymiepda  MmyTeM
MOIIICHHUYECTBA WJIM HWHBIM TPECTYNHBIM ITyTEM.
JIto0OMBITCTBO ~ WJIM  JKEJIaHUE  caMOpealiu3alluu
(moaTBepIKICHUE CTaTyca).

Mectb 3a paHee cOBepIlICHHbIE ACHCTBUs. BblsiBiieHHE
YSA3BUMOCTEH C LEIbI0 HMX JaJbHEUIIEH MOpOJaXud M
MOJTyYeHUS ¢brHaHCOBOM BBITO/IBI.
HenpennamepeHnsie, HEOCTOPOKHBIE W
HeKBaJTU(UIIMPOBAHHBIC IEHCTBUS

Hapymmrens 6

AJIMUHUCTPATOP
0€e30I1aCHOCTH

[IpyunHEeHHEe  WMMYIIECTBEHHOrO  yiiepba  myTem
MOILIEHHUYECTBA WJIM UHBIM IIPECTYIHBIM Iy TEM.
MecTb 3a paHee COBEpILICHHBIE ICVCTBUA.

BrisiBneHne ysa3BUMOCTEM C LENBIKO WX JaJbHEUIIEH
NpPOJIaXH W TOJyYeHHS (UHAHCOBOW  BBITOJIBI.
Henpennamepenusie, HEOCTOPOKHBIE 150307
HeKBaJIU(OUIIMPOBAHHBIC IEHCTBUS

Hapymurens 7

beiBIMe paboTHUKH
(TIosTb30BaTENH )

[IpyurHeHHe  UMYIIECTBEHHOrO  ymiepba  myTem
MOIIIEHHUYECTBA WJIM UHBIM TIPECTYITHBIM ITyTEM.
MecThb 3a paHee COBEPIIICHHbIE IeHCTBHUS

Hapymurens 8




B kauectBe HapymuTeneit nandpopmanuonnoit 6ezonacuoctu UCIIIH numeer
CMBIC]I pPacCMAaTpUBaTh MCKIIOYUTENBHO CYOBEKTOB, NEPEYUCICHHBIX BBIIIE,
JNEUCTBYIOIIMX JIMOO CaMOCTOSITENIBHO, TMOO BCTYNUBIUMX B CTOBOP MEXKIY COOOM.
Mogens HapymmTens uapopmarmonHoit 6esomnacHoct UCIIIH cTtpoutest ucxoas
U3 KOHKPETHBIX KaTeropuil CyOBEKTOB, HMX KBalIM(PUKALUWM, MOTEHUHUAIa U
MOTHUBALUU JEUCTBUM.

Bo3moxkHOCTH Kakoro Hapymurtens (CyObeKkTa) MO pean3allid Yrpo3
Oe3onacHocT MHGOPMAIMU XapaKTEPU3YIOTCS ero mnoTeHuuanoMm. lloreHmman
HApyIIUTENsl ONPEAEsAeTCS KOMIETEHTHOCThIO, pecypcaMM U MOTHUBALIMEH,
TpeOyeMbIMHU JIJIs peanu3aiuu yrpo3 6esomnacHoctu uHdpopmanuu B UCI/IH.

B 3aBucumocTu OT mnoTeHIMana, TpedyeMoro Jyisi pealu3aldud yrpo3
Oe3omacHocTd  3amuiiaemMoi  umH(opmaruu, oOpabateiBaemort B WCII/IH,
HapyIIUTEIN MOPa3ACIAIOTCA Ha!

HapylmuTens, oOnagaronuM  0a30BbIM  (HU3KUM) TOTEHIHUAIOM -
BO3MOKHOCTHU YPOBHSI OJIHOTO YEJIOBEKA, MOJIPa3yMEBAETCs, YTO MJId peaau3aluu
aTak MOTYT MCIOJIb30BaTh MH(OPMAIIUIO TOJIBKO U3 OOIIEAOCTYITHBIX HCTOYHUKOB,
a TaKkKe MOryT mpuoOpeTaTh W HUCMOJB30BaTh CICIHAIBHBIE CPEJICTBA
AKCIUTyaTalluy ysI3BUMOCTEH Ha OECIJIaTHOM OCHOBE, HaXOASIIUEeCs B CBOOOTHOM

JOCTYTIC;
HapylIUTeNIs,  OOJajalolUM  YCHWJICHHBIM  0a30BbIM  (CpeaHHM)
MOTEHIIMAIOM -  BO3MOXHOCTH  YPOBHS  TPYIIBl  JIMI/OpraHU3allny,

noJpa3yMeBaeTcsi, 4YTO HMMEIT BO3MOXKHOCTb  MPOBOJUTH aHAIU3  KOJa
MPUKJIATHOTO TMPOTPAMMHOTO OOECTICUCHHS, CaMOCTOSITEIbHO HAXOIUTh B HEM
ySI3BUMOCTH M MCIIOJIB30BaTh MX, a TaKKe MOTYT pa3padaThiBaTh M HCIIOJIL30BaTh
CIIelIMaIbHbIC CPEJICTBA IKCILTyaTallMu YSI3BUMOCTEN;

HapyIINUTENsA, OOJAaJaloIIMM BBICOKMM TIOTCHIIMAJIOM - BO3MOXXHOCTHU
YPOBHS TPEANPHUATHS/TPYIIIBI TPEANPUATHNA/TOCYIapCTBa, MPEATIONAraeTcs, 4To
UMEIOT BO3MOXHOCTh pa3padaThiBaTh W HCIIOJNB30BATh CHEIUMAIBHBIE CpPEICTBA
AKCIUTyaTalluM YSI3BUMOCTEH, a TakK€ MOTYT BHOCHUTH 3aKJIagKU B MPOrpaMMHO-
TEXHUYECKOE OOECIEUEHHE CUCTEMBI, IPOBOJUTH CIEUHUATIbHBIE UCCIEIOBAHUS U
MPUMEHSTh CHEIHAIN3UPOBAHHBIE CpPEJICTBA IPOHUKHOBEHUS U JAOOBIBAHUS
uHbOopMaITIH.

Bo3MoXHBIE MOTEHUMANbl HApPYIIUTENE W  COOTBETCTBYIOUIME UM
BO3MOKHOCTH MPUBEAECHBI B TpritoxkeHuu Ne 1.

Xapaktep W o0beM wuHGOpPMALMU, XpaHUMOM U o0OpadaThiBaeMOil B
NCII/[In, sBnseTcss HENOCTATOYHBIM JIJIS BO3MOXKHONW MOTHBAIIMU CIEAYIOIIUX
HapylIUTelIe K pealu3alud yYrpo3 pa3jIdyHOro TuNa (HAmpUMEp, YTEUKHU
nH(OPMAITH IO TEXHUYECKUM KaHaJlaM YTeUYKH MH(GOPMAIIHH ):

1) BHCIIHMH HAPYIIMTETh C BBICOKUM TIOTEHIIMAIIOM - CIIeIHaTbHbBIE
CITy’kObI ”THOCTPAHHBIX TOCYJAApCTB (HapymuTens 1);
2) BHEIIHUW HApYIIUTEIb CO CPEAHUM TOTSHI[MAIIOM - TPECTYITHbIE

(xakepckue) rpynnbl (HapylmuTens 2);
3) BHYTpEHHUI HapyIIMTEIb C BBICOKMM TOTEHIHMaToM. Hapymmrenn
JAHHOW KATErOpUHM HE paccMaTpUBAIOTCSA B HAcTosimied Mopaenu yrpos, Tak Kak



Mpeanojaraercsa, 4Yro JaHHAas KaTeropuss BHYTPEHHHUX HapylIUTeNedl umeer
BO3MOXHOCTH YPOBHS NPEANPUATUSA/TPYIIBI TPEANPUATHI/TOCYAAPCTBA, KOTOPbIE
o0OnanaroT OoJbIIUM (UHAHCUPOBAHUEM, BBICOKMM MOTEHIIMATIOM, 3HAHUSMHU U
HaBbIKAMHM ISl pealu3aluu  yrpo3 Oe3omacHOCTH (Hampumep, MPOBOJIUTH
CHeluanbHble MCCIEIOBaHUS M MPUMEHATh CHEIUAIN3UPOBaHHBIE CpPENCTBa
NPOHUKHOBEHUS M JOOBIBAHUS HH()OPMAITHH).
Ucxons u3 npunoxkenus Ne 1, nacrtosimeld Moaenu yrpos, akTyalbHbIMU
HapYUIUTENSIMU SBJISIOTCS
1) BHEIHMI  HAPYIIUTENb €  YCWICHHBIM  0a30BBIM  (CpPEIHUM)
NOTEHIIUATIOM:
paspabotuuku UCII/IH 1 nmporpaMMHOTo obecrnedeHus - HapylmuTesb 4.
2) BHEITHUIA HAPYIIUTEIb C 0230BBIM (HU3KHM ) TIOTCHIIUATIOM:
¢uznueckoe JHIO, HE SABIAIONICECS CIYXKalllUM MHUHUCTEPCTBA —
HapyLIUTENb 3;
ObIBIIME paOOTHUKH (TI0JIb30BATENN) - HAPYIIUTENb 8.
3) BHYTpECHHHMI HApyIIUTEIb C YCWICHHBIM 0a30BbIM (CpEIHUM)
NOTEHIIUATIOM:
agmunuctparop UCII/IH - HapymuTens 6;
aMUHUCTPATOp 0€30MACHOCTH - HAPYIIUTEID 7.
4) BHyTPCHHUI HAPYIIUTEh C 0a30BbIM (HMU3KHM) MOTCHI[UAIOM
JMLIA, UMEIOIINE CAaHKIIMOHUPOBAHHBIN JOCTYI K pab0YuM MecTaM

noJib3oBaresieit (00CTyKUBAIOUIUI TIEPCOHAN) - HAPYUIUTENb 5;



/. AHaim3 yrpo3 Oe3omacHocTH HH(popMauuu, oOpadaTbiBaeMoil B
UCIIn

B MUCII[ln TpeOyercs oOecneuyuTh JOCTYIHOCTb M LIEJIIOCTHOCTb
3aluInaeMon nHhopMaIuu.

B coorBerctBum ¢ HopmaruBHbBIMH JokyMeHTamu @OCTOK Poccun
BO3MOXHO BO3HUKHOBEHHUE WIH YMBILICHHAS peanuzanus
HECAaHKIIMOHUPOBAHHOTO JA0CTYyNa K HH(OpMAIUH.

IIpu o6pabotke unpopmammu B HCII[AH 3a cuer peanuzauuu TKYU
BO3HUKHOBEHHUE Yrpo3 0€30MacHOCTH HH(POPMAIIUU HEBO3MOXKHO.

VYTrpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K HHPOPMALIHH.

VYTrpo3bl HEMOCPEACTBEHHOTO AocTyna K nHdopmauu. Bo3aMoxxkHbie yrpo3sl
HENOCPECTBEHHOT 0 JOCTyNa!

yrpo3bl, HANpPABJICHHbIE Ha BBINOJIHEHUE HECAHKIMOHUPOBAHHOTO
J0CTyna C MPUMEHEHUEM CTAHIAPTHBIX (YHKIUN (YHUYTOXEHUE, IMepeMelIeHuE,
dopmatupoBanue Hocutenaedl MHGOPMALMK MU T.M.) MPUKIATHOW MPOTPaMMBbl, C
NpUMEHEHHEM CIeIMaNbHBIX MporpaMm s ocymiectBieruss HC/I;

yrpo3bl BHEAPEHUSI BPEJOHOCHBIX MTPOTrPaMM.

VYrpo3bl ynageHHoro noctyna. Bo3MokHbIE yrpo3bl yAAJIEHHOTO JOCTyIA:

peanuzanus 0TKaza B 00CITYKUBaHUU;

yIrpO3bl BHEIPEHUS BPEOHOCHBIX TPOTPaMM.

AHanu3 BO3MOXKHBIX yTPO3.

B kauecTBe HCXOJHOTO TEpPEYHS BO3MOXKHBIX YA3BUMOCTEH U YIrpo3
6e3omacHOoCcTH MHGOPMAIIMKM HCIIOJIB3YyeTcsl OaHK MaHHBIX YIpo3 O€30MacHOCTH
undopmanuu, chopmupoBanHbeii DCTIK Poccum (http://bdu.fstec.ru/).

VYrpo3bl yreukn HHGOPMAIUK 110 TEXHHYECKUM KaHallaM XapaKTepHU3YIOTCS
BBICOKOW CTOMMOCTBIO 00O0pYIOBaHUS, HEOOXOIMMOTO JUIsl MX pealu3aluu, |
BbICOKOW KBanupukanuenn Hapymurens. Lemn m 3amaun UCIIH, xapakTtep u
o0beM 3ammuiraeMoil MHpopMamuu, xpaHuMod u obOpabareiBaemoit B MCII/IH,
SBJISIFOTCSL HEJJOCTATOUYHBIMM ISl MOTHMBALIMU HAPYIIUTENS K peaju3aluu yrpos,
CBSI3aHHBIX C TEXHUYECKMMHU KaHAllaMHU yTeuku uHpopMmanuu. Mcxonas u3 3Toro,
YIpo3bl CBSA3aHHBIC C YTEUKOW MH(POPMAIUM MO TEXHUYECKUM KaHallaM SBIISIOTCS
HEaKTyaJIbHBIMH.

Texnonoruu, He npumenumsie B UCII/IH:

BUPTYyaIU3aLINS;

OCCIIPOBOTHOM JTOCTYII,

MOOMJIbHBIE TEXHUYECKHE CPEICTBA;
IPUI-CUCTEMA;

CYNIEPKOMITBIOTED;

TUIIEPBU30D;

XpaHWINILA OONBIINX TAHHBIX;
00J1aYHBIC TEXHOJIOTHH,

MTPOMBITIICHHBIE POOOTHI;
WSDL-unTepdeiic;



yTeuka HMHQOpMalUMHU C HENOAKIYEHHBIX K cethu HMHTepHeT
KOMITIbIOTEPOB;
OJIHOpA30BbIE APOJIH;
ACY TII;
cranku UIIY.
[lepedyeHb BO3MOXKHBIX Yrpo3 0€30MacHOCTH MH(OpPMAUU U ONpeaeieHHe
ux aktyansHocTd B UCIIJIH npeacTaBiex B npuiioxxeHuu Ne 3.
[lo xaxxgomy BUAY Yrpo3bl, 3KCHEPTHBIM IyTEM (ONPOC CHELHAIUCTOB)
OIpeJiesieHa OMacHOCTh (yIiepO) B COOTBETCTBHH C MpaBUjiaMu B Tabiuiie 4.
Tabnuua 4
[IpaBuna onpenenenus onacHoctu (yuiepoa)
yrpo3bl 0€30MacHOCTH MHGOPMALIUH

OmnacHocTh yrpo3sl

Huskas Cpennsis Bricokas

Peanuzanus yrpo3bl

Peanmaum{ YI'PO3BI MOKCET PeaHI/IBaIII/ISI YI'PO3bI
MOJKCT ITPUBCCTU K

NPUBECTH K MOJKET MPUBECTH K

3HAYUTEITbHBIM
HE3HAYUTEITHHBIM HETaTUBHBIM

HETaTUBHBIM
HETaTUBHBIM ITOCJICJICTBHUSM | IIOCJICICTBHUSAM JIJIs

TIOCTICICTBHSIM JIJISI
JUIsL CyOBEKTOB CyOBEKTOB

CyOBEKTOB
HEepPCOHANBHBIX JTaHHBIX HIepCOHAIBHBIX JaHHBIX

IMCPCOHAJIBHBIX TAHHBIX

BEPOATHOCTh peanu3aluu yrpo3sl (B BuAe BepOalbHON Tpajanuu
nmokasareisi O 4YacToTe (BEpOSTHOCTH) pealM3alil yrpo3bl 0€30MacHOCTH
uHpOpMAIlMK ¥ COOTBETCTBYIOIETO 4MCIoBOoro koddduimenta Y2) B
COOTBETCTBHH C MpaBUIaMu B TabmuIe 5.

Tabmuna 5
[IpaBuna onpeaeaeHust 4aCTOTHI (BEPOSTHOCTH)
peanu3aiuy yrpo3bl 0€301acHOCTH HH(POpMAITUN

BepositHocTsh (Y2)
MasnoBeposiTHO 0
Huzkas 2
Cpennsis 5
Bricokas 10

1.4.1. Pe3ynbpTaThl U3y4E€HUS] BEPOSITHOCTH PEATU3AIMU YIPO3 U OMACHOCTH
yIrpo3 IpUBEACHBI B puitokeHun Ne 3.

1.4.2. C y4eToM MOJYYEHHBIX YHCIOBBIX Kod(hduiumentoB Y1 u Y2 mo
KOKJIOMY BHIY yrpo3bl 0€30MacHOCTH WH(MOpPMAIMU pPACCUMTAH YHCIOBOM
kodhdumment peamuzyemoctd yrpo3sl Y mo Qopmyne (1) u ompenmeneHa
BepOaJIbHAsT WHTEPIPETAIUs PEaTu3yeMOCTH KOHKPETHON YTrpO3bl 0€30MacHOCTH

nH(pOpMaIIKU B COOTBETCTBUU C (hopMysiaMu B TabauIe 6.
Y = (Y1+Y2)/20



TabOmnuia 6
BepOanbHast uHTEpIIpeTaIUs OTPECICHUS
peain3yeMOCTH yTpo3bl 0€30MMaCHOCTH HH(HOPMATIHH

3Ha4yeHune YMcJI0BOro ko3 uumnenTa

Bo3moKkHOCTH peau3anuu yrpos3bl
peau3yeMocTH yrpo3sl Y

0<Y<03 Huskas

0,3<Y=<0,6 Cpennss

0,6 <Y <0,8 Bricokas
Y>0,8 OueHb BHICOKASA

1.4.3. [Ipu onpeneneHun CTENEHU OMACHOCTH Yrpo3 yTeUKU MHOOpMauu
N0 TEXHUYECKHM KaHaldaM CBSI3M yUWUTBHIBAJIUCH TPAHUIIBI KOHTPOIUPYEMOUN 30HBI
(K3) u pa3menieHne TeXHUUECKUX CPECTB.

1.4.4. OnpesenieHa akTyaJlbHOCTh YIrpo3 0€30MacHOCTH WHGpOpMAaIU Ha
ocHOBaHUU K03 duIimeHTa peanuzyemMoct yrpo3bl (Y) U mokaszaTesisi OMacHOCTH
yrpo3bl MO KaXKIOMY €€ BHIYy, CHIelaH BBIBOJ 00 aKTyaabHOCTH YIpO3 B
COOTBETCTBHH C MTpaBHJIaMy B TabmuIe 7.

Tabmuma 7
[IpaBuna onpeneneHus aKTyaaTbHOCTH
yrpo3bl 6€30MacHOCTH WH(HOPMAaIIUN

Bo3Mo:xxHOCTH OmnacHocTh yrpo3sl
pe;?:;;ﬂ““ Huskasi Cpennsist Bricokas
Huskas Heaxkryanbnas HeaxryanbHas AKTyanbHas
Cpennsisi Heaxkryanbnas AKTyaJIbHast AKTyanbHas
Bbicokasn AKTyaJIbHast AKTyaJIbHast AKTyanbHas
OueHb BBICOKAA AKTyasibHast AKTyaJIbHas AKTyanbHas

8. AKTyajibHbIE YIPO3bl

B pesynprare NpoBEACHHBIX MEPONPHUATUN 110 AHAINU3Y U BBISBICHUIO

aKTyaJIbHBIX yTpo3 0€30MacHOCTH HWH(OpMaIMK, CBEICHHM, COICPIKAIIUXCS B
UCTIdn, wu cTtpykTypHO-(QyHKIHOHAIbHEIX ocobOenHocteit WCII[H, Obuto
YCTaHOBJIEHO 3KCHEPTHBIM MYTEM, YTO YIpO3bl 1-ro TUNA U 2-TO THUIA HE ABJISIOTCA
akTyanbHbIMU. Tak Kak, peanuzauust yrpo3 B manHou MCIIJIH, cBsI3aHHBIX C
HaJUYUEM HEIOKYMEHTHUPOBAHHBIX (HEICKIAapUPOBAHHBIX) BO3MOXKHOCTEH B
CUCTEMHOM U  TPUKIAJHOM  MOPOrPaMMHOM  OOECIIEUYEHUM  CUMUTAETCS
MaJoBeposiTHOM, BBUAY 00padoTku B MCII/IH nabopmanmu, umeroneil MEHbIITYIO

LEHHOCTh (WM CTOMMOCTB), Y€M 3aTpaTbl Ha €€ TOJIydeHHEe, a TaKxKe
ucnons3oBanuss B MCIIJlH JUUEH3MOHHOTO CHUCTEMHOrO  MPOTPaMMHOTO
obecricueHUs, cepTUGUIIMPOBAHHOTO MIPOTPaMMHOI0 obecricueHus,

cepTU(UIIMPOBAHHOTO CPEACTBA AHTUBUPYCHOM 3aIUTHI.
BoisBieHHble akTyalbHble Yrpo3bl Oe3onacHoctd uHopmaruu B UCITH
OTHOCSAITCSI K Yyrpo3aM 3-ro THUIIA: Yrpo3bl, HE CBA3aHHBIE C HAIUYUEM



HEJJOKyMEHTHPOBAaHHBIX (HEIEKIapUPOBAHHBIX) BO3MOXHOCTEH B CHCTEMHOM H
MPUKIaJHOM [IPOrpaMMHOM oOecrieueHuu, ucnoiszyemom B UCIT/H.

Taxkum o0pa3om, coriiacHO NMpuiaokeHuto Ne 3, mpuUBEJAECHHON B HACTOSIIEH
Mogenun yrpo3 Obuto BbisiBIEHO 120 akTyalbHBIX Yrpo3 O€30MacCHOCTH.
AxrtyansHble yrpo3sl Oe3zonmacHoctu uHGpopmanuu B WCIIJIH npuBeneHsl B
Tabnuue 8.

Tabnuna 8
AxTtyanbHble yrpo3bl 6e3onacHocty nHdopmanuu B UCI/IH
Ne | Vrposa
Tun yrpo3s
n/n yrp
1. | Yrpo3a Bo3zaelcTBUS Ha IPOTPaMMBbI C BBICOKUMHU
MPUBUIIETUSIMU VYrpo3sl 3-ro Thna

2. VYTrpo3a BOCCTAaHOBICHUS ayTeHTH(HUKAITMOHHON MH(MOPMaITUHA
p yr uran (bopman VYrpo3sl 3-ro THna

3. VYTrpo3a BOCCTaHOBJICHUS IIPEJIBI et ya3sumoii sepcun BIOS
p PEABLAYIICH Y P Yrpo3sl 3-To THIA

4. | Yrpo3za AecTpyKTUBHOTO U3MEHEHHUS KOH(MUTYpaluu/ cpebl
OKpPYKEHHUS MTPOrpaMMm ¥Yrpo3sl 3-ro THNA

5. | Yrpo3a 1ecTpyKTHBHOTO HCIIOJB30BaHUS ACKIAPUPOBAHHOTO
¢dbynkunonana BIOS ¥Yrpo3sl 3-ro Thna

6. | Yrpo3a AMUTENbHOTO yAepKaHUs BbIUMCIUTEIbHBIX PECYPCOB
M0JIb30BaTEISIMU VYrpo3sl 3-ro TUMa

7. | Yrpo3a goctyna K JOKaJdbHBIM (aitiam cepBepa Mpu MOMOITH
URL Yrpo3sl 3-ro Tumna

8. | Yrposa gocryna/nepexBara/uzmenenust HT TP cookies VIposs: 3-To Tana

9. VYrpo3a 3arpy3ky HEIITATHOH OIIEpallMOHHON CUCTEMBI
p py3 pall Yrpo3sl 3-ro THNa

10. | ¥Yrpo3a 3apaxenusst DNS-kema Vrposst 3-ro Tama

11. | Yrpo3a u30bITOYHOTO BbIACTICHUS ONEPATUBHOMN MaMsITH
¥Yrpo3sl 3-ro Thna

12. | Yrpo3a u3sMeHeHHs KOMIIOHEHTOB CUCTEMBbI
¥Yrpo3sl 3-ro Thna

13. | Yrpo3sa uckaxenuss XML-cxembl
¥Yrpo3sl 3-ro Thna

14. | Yrpo3a uckaxkeHus BBOAUMOUN U BBIBOJUMOMN Ha
nepudepuiinpie yCTpOHCTBa HHPOPMALIUH VYrposel 3-T0 THIA

15. | Yrpo3a ucnosib30BaHus albTEPHATUBHBIX MMyTEeH TOCTyMA K
pecypcam ¥Yrpo3sl 3-ro THna

16. | Yrpo3sa ucnonb3oBaHust HHGOpMAITUH
uaeHTUPHUKAIIN/ayTeHTUUKAIINHY, 3aJaHHON TI0 YMOJTYaHHUIO VYrpossl 3-To Thna

17. ero3a HCIIOJIb30BAHUA MEXaHNU3MOB aBTOPU3AlIUN JJIL YI‘I‘_)OSLI 3-ro Tumna




e | Yrposa Tun yrpo3s
n/n yrp
MOBBIIICHUS TPUBUIICT U
18. | Yrpo3a ucnonp30BaHus MOAACIBHBIX HU(POBBIX MOAMUCEH
BIOS Yrpo3ssl 3-To THMA
19. | Yrpo3a ucrnoisib30BaHus CIIa00CTEH TPOTOKOJIOB
CETEBOT0/IIOKATBHOTO 0OMEHa JTAHHBIMH VYrpo3sl 3-ro THna
20. | Yrpo3a uccrienoBaHusl MEXaHU3MOB paObOTHI IPOTPAMMBI
P A p porp Yrpo3ssl 3-To THMA
21. | Yrpo3sa ucciaenoBaHus IPUIIOKEHUS depe3 OTYETH 00 oImoKax
Yrpo3ssl 3-To THMA
22. | Yrpo3a MeKCalTOBOTO CKPUIITHHTA
Yrpo3ssl 3-To THMA
23. | Yrpo3a MeXCcalTOBOH MOAIEITKU 3ampoca
p aa P Yrpo3sl 3-To THA
24. | Yrpo3a Ha €HUSI U30JiALMU cpeabl ucnognenus BIOS
p pyi 1M Cpent Yrpo3sl 3-To THIA
25. | Yrpo3a HapymeHHs IETOCTHOCTH JaHHBIX K3IIa
p pyi B a Yrpo3sl 3-To THA
26. | Yrpo3a HEeBO3MOXHOCTH BOCCTAaHOBJICHHSI CECCHU paOOTHI Ha
[I5BM npu BbIBOI€ U3 TPOMEKYTOUYHBIX COCTOSIHUN MUTAHUSA Yrposst 3-ro THmna
27. | Yrpo3a HEBO3MOXHOCTH YIIPABJICHUS ITpaBaMH TOJIb30BaTEICH
BIOS Yrpo3el 3-ro Tumna
28. | Yrpo3a HEKOHTPOJIUPYEMOIO POCTa YKCia 3ape3epPBUPOBAHHBIX
BBIYUCIIATENBHBIX PECYPCOB Yrposst 3-ro THmna
29. | Yrpo3a HEKOPPEKTHOTO 3aJaHus CTPYKTYPbI JAHHBIX
TpaH3aKIUK Yrpo3sl 3-ro Tumna
30. | Yrpo3a HEKOPPEKTHOTO UCIIOJIB30BAHUS IIPO3PAYHOTO IPOKCHU-
cepBepa 3a cuéT IUIaruHOB Opay3epa Yrposst 3-ro tumna
31. | Yrpo3a HEKOPPEKTHOTO UCTIOIB30BaHUs (DyHKIIMOHAIA
MIPOTPaMMHOTO U aIllapaTHOr0 00SCIICUCHHS Yrposst 3-ro Tuma
32. | Yrpo3a HEIpaBOMEPHOTO 03HAKOMJICHHS C 3alUIAeMOil
HH(I)OpMaHHeﬁ ¥Yrpo3sl 3-ro Thna
33. | Yrpo3a HenmpaBOMEPHOTO/HEKOPPEKTHOTO HUCIOJIL30BAHUS
uHTepdeiica B3auMOIeHCTBHS € PUIIOKEHUEM YTpos3sl 3-ro THIA
34. | Yrpo3a HepaBOMEPHBIX JICUCTBUN B KaHaIaX CBS3H
¥Yrpo3sl 3-ro THna
35. | Yrpo3a HecCaHKIIMOHUPOBAHHOTO BOCCTAHOBIICHUS YAAIEHHOM
3anuIaeMon nHdopMaruu Yrpo3sl 3-ro THIa
36. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO BBIKIIOUEHHS MM 00X0/a Vrpo3sl 3-ro Tuna




Ne | Vrposa Tun yrpo3s
n/n yrp
MexaHu3Ma 3aluThl oT 3anucu B BIOS
37. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO JIOCTYIIA K
ayTeHTU(HUKATMOHHOW HH(POPMALIUU YTposst 3-ro Tuma
38. | Yrpo3a HeCaHKIIMOHUPOBAHHOTO W3MEHEHHS
ayTeHTU(HUKATMOHHOW HHPOPMALIUU YTposst 3-ro Tuma
39. | Yrpo3a HeCaHKIIMOHMPOBAHHOTO MCIOIb30BAHUS
MpUBUIETUPOBaHHBIX QyHKIMH BIOS Yrpossl 3-ro THma
40. | Yrpo3a HECAHKIIMOHUPOBAHHOTO KOITMPOBAHWS 3aIUIIAEMOM
nHpopmanuu VYrpo3sl 3-ro THna
41. | Yrpo3a HECaHKIIHOHUPOBAHHOTO PEIAKTHUPOBAHUS peecTpa
p 1 p pel P peectp Yrpo3sl 3-To THIA
42. | Yrpo3a HECaHKITHOHUPOBAHHOTO CO3/[aHUS YIETHOW 3aITUCH
MOJIH30BATEIS Yrpo3sr 3-To THMA
43. | Yrpo3a HECAHKIIMOHUPOBAHHOTO YAAJICHUS 3alTUIIAeMOt
nHpopmanuu VYrpo3sl 3-ro Thna
44. | Yrpo3a HECAaHKIIHOHUPOBAHHOTO aBjeHus Oypepom
P 1 p yip ybep Yrpo3el 3-ro Tumna
45. | Yrpo3a HECAHKIIHOHUPOBAHHOTO aBJICHHSI yKa3aTelsiMu
p 1 p yrip YK Yrpo3el 3-ro Tumna
46. | Yrpo3a oOHapyKE€HUsI OTKPBITHIX TOPTOB U UACHTH(DUKAIIIHI
MIPUBSI3aHHBIX K HEMY CETEBBIX CITYKO Yrpossl 3-ro Tuna
47. | Yrpo3a oOHapy>KeHHUs XOCTOB
p Pyx Yrpo3sl 3-ro Tumna
48. | Yrpo3a 06x0/a HEKOPPEKTHO HACTPOCHHBIX MEXaHU3MOB
aYTeHTI/I(bI/IKaI_[I/II/I YFpOSBI 3-ro Tna
49. | Yrpo3a onocpe0BaHHOTO YIIPABIEHUS TPYIION IporpaMm
Yyepe3 COBMECTHO HCIIOJIb3yEMBbIE TAHHBIE Yrpo3sl 3-ro THIa
50. | Yrpo3sa onpeneneHus TUIIOB 0ObEKTOB 3aIlIUTHI
P pel m ¥Yrpo3sl 3-ro Thna
51. | Yrpo3sa onpeneneHus TONOIOTHU BBIYUCIUTEIBHON CETH
¥Yrpo3sl 3-ro Thna
52. | Yrpo3a OTKIIOYeHHS] KOHTPOJIBHBIX TATYUKOB
¥Yrpo3sl 3-ro THna
53. | Yrpo3sa nepebopa Bcex HACTPOEK U NMapaMeTPOB MPUITOKEHHS
p peoop p p pOB Tp VYrpo3sl 3-ro Tumna
54. | Yrpo3sa nepenadyu JaHHBIX M0 CKPBITHIM KaHaTaM
P PEAATH A p Yrpo3sl 3-To THMNA
55. | VYrpo3sa nepe3arpy3ku anmapaTHbIX U IPOTpaMMHO-aIapaTHBIX

CpCACTB BBIYHCIUTEILHON TEXHUKU

Yrpo3sl 3-To THNA




Yrpo3za

Tun yrpo3s
n/n yrp
56. | Yrpo3a nepenoaHeHus MeTOYUCICHHBIX TIEPEMEHHBIX
Yrpo3ssl 3-To THMNA
57. | Yrpo3a nepexBara BBOJAMMOM U BBIBOJAUMOM Ha nepudepuiinbie
yCTpoiicTBa MH(OpMaLKH YTposst 3-ro Tuma
58. | Yrpo3sa nepexsara JaHHBIX, IEPEIABAEMBIX 110
BBIYMCIIUTEIILHON CETH Yrpo3sl 3-To THIIA
59. | Yrpo3sa nepexsara NpUBIICTHPOBAHHOTO MTOTOKA
Yrpo3ssl 3-To THMA
60. | Yrpo3a nmepexBara mpUBIICTHPOBAHHOTO ITpoIiecca
p p p P pol VYrpo3sl 3-ro THna
61. | Yrpo3a moBpexJIeHUs] CHCTEMHOTO peecTpa
p POKA peectp VYrpo3sl 3-ro THna
62. | Yrpo3a MoBBHIIICHUS TIPUBUIICT U
Yrpo3sl 3-To TUNA
63. | Yrposa moxdopa maposs BIOS
p Abopa fap Yrpo3sl 3-To THIA
64. | Yrpo3a mojienku 3ammcei sKypHaia perucTpaiii COOBITHI
p e yp p Tpant Yrpo3sl 3-To THA
65. | Yrpo3a moaMeHbl pe3epBHOM KOIMHU MPOTPAMMHOTO
obecneuenus BIOS Yrpossl 3-ro Trna
66. | Yrpo3a noaMeHbl COAEPKUMOTO CETEBBIX PECYPCOB
p a1 sep peeyp Yrpo3el 3-ro Tumna
67. | Yrpo3a noaMeHsl CyObeKTa CeTeBOTO AOCTyIa
P A Y flocTyn Yrpo3el 3-ro Tumna
68. | Yrposa nomydeHus npeaBapuTeIbHON HHPOpMAIUU 00
00BEKTE 3alUThHI Yrpossl 3-ro Trna
69. | Yrpo3sa npeojosieHus: (U3NYECKOMN 3aIIUTHI
p peoi b m Yrpo3sl 3-ro Tumna
70. | Yrpo3a npuBeAeHUs CUCTEMBI B COCTOSTHUE «OTKa3 B
00CTyKUBaHUN Yrpos3sl 3-ro THIA
71. | Yrpo3a nporpaMMHOTO BBIBEACHUS U3 CTPOS CPEICTB
XpaHeHus1, 00paboTKu U (MWJIK) BBOAA/BBIBOAA/TIEpEaaYn
P » 00P (i) BBOA JlrTiepea VYrpo3sl 3-ro Thna
nHpopMaruu
72. | Yrpo3sa nporpammHoro copoca mnapois BIOS
p porp p p VYrpo3sl 3-ro Tumna
73. | Yrpo3sa nporycka MpoBepKH IEIOCTHOCTH MPOTPAMMHOTO
obecrnieueHus VYrpo3sl 3-ro TUMa
74. | Yrpo3a c60s1 00pabOTKH cCrielnanbHbIM 00pa30M U3MEHEHHBIX
¢aitnon VYrpo3ssl 3-To Tuna
75. | Yrpo3sa c6os npouecca ooHoBieHust BIOS
Yrpo3sl 3-To THNA
76. | Yrpo3sa ynaneHus ayTeHTU(GHUKAITMOHHOW HHPOPMALIUU

Yrpo3sl 3-To Tuna




Yrpo3za

Tun yrpos
n/n yrp
77. | Yrpo3a ycusieHus: BO3ACUCTBUS HAa BEIYUCIUTEIbHbBIE PECYPCHI
MOJIb30BAaTEIICH MPU MOMOLIYA CTOPOHHUX CEPBEPOB VYrpo3sl 3-ro THna
78. | Yrpo3a ycTaHOBKH YSI3BUMBIX BEPCHII OOHOBIICHUS
nporpammHOTO obecneueHuss BIOS Yrpossl 3-ro THma
79. | Yrpo3a yrparhl BEIYHCIUTEIBHBIX PECYPCOB
po3a yIp pecyp VYrpo3sl 3-ro Thna
80. | Yrpo3sa yrpaTsl HOCUTENCH HHPOPMAITIH
po3a y1p (popman VYrpo3sl 3-ro THna
81. | Yrpo3sa ¢puznueckoro BEIBEICHHS U3 CTPOSI CPEJCTB XPAHEHHS,
00paboTKy U (MIM) BBOJA/BbIBOJa/Iepesaur HHpopMauu YTposst 3-ro THma
82. | Yrpo3sa popmarupoBaHusi HOCUTENEH HHPOPMAITIH
posa op p (opman VYrpo3sl 3-ro Thna
83. | Yrpo3sa «dpopcupoBaHHOTO BeO-Opay3nHTa»
p (openp pays Yrpo3sl 3-To THIA
84. | Yrpo3a xuIieHus CpeacTB XpaHeHHs, 00paObOTKH 1 (WIIN)
BBO/1a/BBIBOIa/TIEpeiady HHPOPMALMH Yrpo3sl 3-ro THIa
85. | Yrpo3sa skcruryararuu nupoBOi MOIIHCH TPOTPAMMHOTO
Ko/1a Yrpo3el 3-ro Tumna
86. | Yrpo3sa nepexBara NCKIIOUCHHUSI/CUTHANIA U3
MIPUBHIICTUPOBAHHOTO OJI0Ka (DYHKITUIT Yrpossl 3-ro Trna
87. | Yrpo3sa «kpaxu» y4€THOM 3alUCH TOCTYIA K CETEBBIM
cepBHCaM Yrpo3sl 3-ro Tumna
88. | Yrpo3a HaiMuusa MEXaHU3MOB pa3pabOTIMKa
Yrpo3sl 3-ro Tumna
89. | Yrpo3sa HenpaBoMepHOro muppoBanus nHopMauu
p p P bp (opman Yrpo3sl 3-ro Tumna
90. | Yrpo3a cKpbITHOTO BKJIFOUEHUS BBIUMCIUTEIHLHOTO YCTPOCTBA
B cocTaB 00T-ceTn Yrpossl 3-ro Trna
91. | Yrpo3sa pacnpocTpaHeHUs «IIOYTOBBIX YePBEii»
Po3a pactipoctp p ¥Yrpo3sl 3-ro Thna
92. | Yrposa «cmama» BeO-cepBepa
p pBEp VYrpo3sl 3-ro Thna
93. | VYrpo3sa «bapmuHra
p (ap VYrpo3sl 3-ro Tumna
94. | Yrpo3a HapylIeHHs TEXHOJIOTHYECKOT0/IIPOU3BOJICTBEHHOTO
nporiecca U3-3a BpEMEHHBIX 33JIep>KeK, BHOCUMBIX CPEJICTBOM
pol p JIEPHCK, pea VYrpo3sl 3-ro Tumna
3aIUTHI
95. | Yrpo3a HenoATBEepkKAEHHOTO BBOJIA TAaHHBIX OTIEPAaTOPOM B
CUCTEMY, CBSI3aHHYIO ¢ 0€30TTaCHOCTHIO Yrpossi 3-ro Thma
96. | Yrpo3a HeCaHKIIMOHMPOBAHHOTO UCIOJIb30BAHUS CUCTEMHBIX U Vrpossl 3-ro TUna




e | Yrposa Tun yrpo3s
n/n
CETEBBIX YTHIIUT
97. | Yrpo3a HeCaHKIIMOHUPOBAHHOW MOAU(DHUKAIINH 3alUIIIAeMON
UHpOpMALUH Yrpo3ssl 3-To THMA
98. | Yrpo3sa oTka3za moACUCTEMBI 0OeCTIeUeHHs TEMIIEPATYPHOTO
pexumMa Yrpo3ssl 3-To THMA
99. | VYrpo3a ¢u3uveckoro ycrapeBaHus ammapaTHBIX KOMIIOHEHTOB
Yrpo3ssl 3-To THMA
100. | Yrpo3a HecaHKIIMOHUPOBAHHOTO M3MEHEHUS ITapaMeTPOB
HACTPOWKH CPEJICTB 3aLUTHI HH(OPMALIUU VYrpo3sl 3-ro THna
101. | Yrpo3a HECaHKITMOHHUPOBAHHOTO BO3JICHCTBUS HA CPEJICTBO
3aIATHI I/IH(l)OpMaIII/II/I YFPOSI)I 3-ro THIa
102. | Yrpo3a mogMeHbI IPOrpaMMHOTO 00eCTIeUeHUs
Yrpo3sl 3-To TUNA
103. | Yrpo3a MacKupOBaHUS ACHCTBUI BPEIOHOCHOTO KOJIa
P p a pel a Yrpo3sl 3-To TUNA
104. | Yrpo3a BHEeIpEHUS BPEIOHOCHOTO KOJIa 32 CUYET IMOCEIICHUS
3apaXEHHBIX CalTOB B ceTu MIHTepHET Yrposst 3-ro THmna
105. | Yrpo3za xumieHus: ayreHTu(PUKanOHHON HH(OPMAITIH U3
BpEeMEHHBIX (aitioB cookie Yrposst 3-ro THmna
106. | Yrpo3a CKpBITHOM perucTparyii BpeI0HOCHONW MpOorpaMMOi
YYETHBIX 3alUCEN aIMUHUCTPATOPOB Yrposst 3-ro THmna
107. | Yrpo3a yTeuku moJib30BaTEIbCKUX JAHHBIX TIPH
WCIO0JIb30BAHNU (DYHKIIMIM aBTOMATHYECKOTO 3all0JIHEHUS
B Yrpo3sl 3-ro Tumna
ayTeHTH(UKAIIMOHHOW HH(pOopMaluu B Opaysepe
108. | Yrpo3a HeCaHKIIMOHHUPOBAHHOTO U3MEHEHUsI BPEIOHOCHOM
MPOrpaMMOl 3HAaYEHUN TapaMeTPOB MPOrPAMMHUPYEMBIX
porp P p porp Py VYrpo3sl 3-ro Thna
JIOTUYECKUX KOHTPOJUIEPOB
109. | Yrpo3za napymieHnus paboThl KOMIbIOTEpPA U OJIOKUPOBAHUS
OCTyIa K €T0 JIaHHBIM H3-32 HEKOPPEKTHON PadOThI
AoCTyI a PP p ¥Yrpo3sl 3-ro Tumna
YCTaHOBJICHHBIX Ha HEM CPEJICTB 3allIUTHI
110. | Yrpo3a HeneneBoro Croib30BaHUs BEIUUCIUTEIBHBIX
pPECYpCOB CPEACTBA BBIYUCIUTEIBHON TEXHUKU YTpos3sl 3-ro THIA
111. | Yrpo3a HECaHKIIMOHHPOBAHHOTO JOCTYMA K 3alUIIIaeMON
NaMsITH gpa Iporeccopa YTposst 3-ro THIa
112. | Yrpo3a ucnosib30BaHusl HEMPOBEPEHHBIX MOJIb30BATEIHCKUX

JAHHBIX MPU POPMHUPOBAHUH KOH(UTypallMOHHOTO aiina,

Yrpo3sl 3-To THNA




Yrpo3za

Tun yrpos
n/n yrp
HCIOJIB3yEeMOT0 MTPOTPaMMHBIM 00ecrieueHueM
aJIMUHUCTPUPOBAHUS HH(POPMALMOHHBIX CUCTEM
113. | Yrpo3a nmepexsara aBJICHUSI UHPOPMALIMOHHOMN CUCTEMOM
p p yip popmar VYrpo3sl 3-ro Thna
114. | Yrpo3sl BeIsSIBIIEHUS WX 110100pa napoJiei
p soopa fap VYrpo3sl 3-ro Thna
115. | Yrpo3za c60si CHCTEMBI 2IEKTPOCHAOKE-HHS
Yrpo3ssl 3-To THTA
116. | Yrpo3a Ucrob30BaHus HE YITEHHBIX OTUYXKIaeMBIX
HOCHUTeNEH HHPOPMALIH VYTrpo3sl 3-ro THna
117. | Yrpo3a BbIBOJIA U3 CTPOSI aBTOMATHU3UPOBaHHbBIE paboune
MecTa, cepBepa MM KaHaJbl CBA3U VYrpossl 3-T0 THIIA
118. | Yrpo3a HECaHKITMOHHUPOBAHHOTO OTKJIFOUCHUS CPEIICTB
AHTUBUPYCHOMU 3aIllUThl HH(OPMALIUU Yrpo3sl 3-ro THIa
119. | Yrpo3a yrpathl, KpaKd HOCHUTENNeH HH(DOPMAITUN COJICPIKAIIIIX
KIJIFOYH 3JI€KTPOHHOM IO AIHCH Yrpo3sl 3-ro THIa
120. | Yrpo3a HEaHTPOTIOTEHHO-TO (CTUXUMHOTO) XapaKTepa,

HampuMep yJapbl MOJHUH, MTOKapbl, HABOJHEHUS U T.II.

Yrpo3sl 3-ro Tumna




[Tpunoxenue Ne 1

K MOJICIH yTpo3 6e30macHOCTH HH()OPMAIIUK TIPH ee
obpaborke B UCI1/In

'ATIOY MUK

Bo3moxHbIE IIOTCHII M AJIbI HapyHIHTeJIeﬁ U COOTBCTCTBYIOIIUC UM BO3MOKHOCTH

IIpeanoJio:kenusi 06 UMEKIUXCS

Hpe)IHOJ'lO?KeHI/Iﬂ 0 BO3MOKHbBIX
crnocodax peajm3danuu yrpos

Tun IMoTrenuuan BepositHoCTB
CyobekT . BO3MOKHOCTSIX 10 peajiu3auum yrpo3 0e30macHOCTH
HAPYIIMTEJIsl | HAPYIIUTeJ el HAPYUIUTES
0e3onacHocTH HH(OPMALIUH uHpopManuu/000CHOBaHHE
OTCYTCTBHS peaju3aluu yrpo3
O0mamaror BCEMU BO3MOYXHOCTSAMHA
Hapymurenae ¢ 0a30BbIM U CPeAHHUM
MOTEeHILIUaJaMHU.
Moryt ocyiecTBUTh HECAHKIIMOHUPOBAHHBIN
JOCTYNl K WH(OPMALIMOHHOW CHUCTEME M3 CETH
yn Gop Xapaktrep u o00beM uH()OpMaIUH,
CBSI3W OOIIEro TOJIb30BaHUS W (WJIM) CETAM . .
XpaHUMOW W  oOpabaThiBacMOl B
MEXIYHApOJAHOTO HH(OpPMALIMOHHOTO OOMeHa
UCIIIx, saBaseTcs HeI0CTaTOYHBIM IS
(He3amMIIEHHBIX OPTaHU3alIMOHHBIMU MEPAMU). .
BO3MOXHOW MOTHUBAllUU HAPYIIUTENs
HMeroT BO3MOXXHOCTh MOJYYUTHh JOCTYI K .
CrennanbHble JTAHHOM KaTEropuH K peaju3aliuy yrpo3
CUCTEMHOMY U TMPHUKJIAJHOMY MPOTrPpaMMHOMY
CITYKOBI . . (Hanpumep, Ha yTeuKy MH(OpPMAIUU TI0
Buemrnuit Bricokuit | obGecnieueHmuto, TEJIEKOMMYHHUKAITHIOHHOMY He akryanpHO
WHOCTPaHHBIX TEXHUYECKUM KaHajtam yTeUKH
000py/lIOBaHHUIO M  JAPYrUM  IPOrPaMMHO-
rocyapcTB uHpopMmarun).
TEXHUYECKUM cpelicTBam HUCIIOu TS
Bbicokasi CTOMMOCTh U CJIOKHOCTB
peIHAMEPEHHOTO BHECEHHUS B HEE 3aKIaJoK U
, MOJATOTOBKU pealln3allii BOZMOKHOCTH.
ySI3BUMOCTEH.
Moryr  monmyuuth  uHPOpMamui 00

YA3BUMOCTAX HH(I)OpMElI.[HOHHOfI CUCTCMBbI IIYTEM
MMPOBCACHUA CIICHUAJIBHBIX HCCIIeIOBaHUM (B
TOM qucie C MIpUBJICYCHHUEM
CIICIUAJIM3UPOBAHHBIX HAYUHBIX OpFaHI/ISaHHﬁ) C
HCIIOJIB30BAHUEM CIICHUAJIBHO pa3pa60TaHHBIX




TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB.

Moryr  camMOCTOSITEIbHO  CO3J1aBaTh M
MPUMEHATD CIICIIAANIHHEIC TEXHUYECCKHUE
cpencTBa Juis 0ObIBaHWsS WHMOpPMAMU W3
UCIIAu (Bo3meiicTBus Ha WHGOPMAIUIO WA
TEXHUYECKUE CPEJICTBA), PaCIPOCTPAHSIOIICICS
B BHJIe (PU3WYECKUX TIOJICH WU SIBJICHUH.

[Ipectymnubie
(xakepckue)

TPYIIIbI

Buennuit

Cpenuniit

O0mamaror BCEMH BO3MOYKHOCTSAMHU
HapymuTesnei ¢ 6a30BbIM IMOTEHITHATIOM.

MoryT OCymecTBUTh HECAaHKITHOHUPOBAHHBIN
JIOCTYn K WH(GOPMAIIMOHHON CHCTEME W3 CETH
CBA3M OOLIEro TMoJb30BaHUS W (WJIM) CETSIM
MEeXAYHapOAHOr0 HH(OPMAIMOHHOTO OOMEHa.

Moryr  monmyuuts  uHpoOpmarmioo 00
ySI3BUMOCTSIX MH(DOPMALIMOHHOM CHUCTEMBI C
UCIIOJIb30BAaHUEM CHEIHABbHBIX TEXHUYECKUX U
IPOrPaMMHBIX CPEJCTB.

HmeroT BO3MOKHOCTH CO3[aHUSI METOAOB U
CPEICTB  peanu3aluu yrpo3 0e30MacHOCTH
uHbOpMallMK W pealu3aluu  yrpo3  C
OPUMEHEHUEM  CHEIHAIbHO  pa3paboTaHHBIX
TEXHUYECKUX U MPOTPAMMHBIX CPEJICTB, B TOM
quclie obecreunBaronInx CKPBITHOE
MPOHUKHOBEHHUE B MH(OPMALIMOHHYIO CUCTEMY U
BO3/ICIICTBUE HA HEe.

Moryt OBITH OCBEOMIIEHBI O Mepax 3al[UThI
uHpopmanuu, npumensemsix B UCIT/IH.

Moryr  noayuuth  uHbopMmamui 00
YSA3BUMOCTSAX HH(POPMALMOHHOM CHUCTEMBI WU
e€ OTHeNbHBIX KOMIIOHEHTOB (IIPOrpaMMHOE
obecrieueHue) nyTeM IIPOBEJICHNS, c
UCIOJIb30BAHUEM HMEIONIMXCSI B CBOOOJIHOM

Xapaktrep u o00beM uH(OpMaIUH,
XpaHuMOWl W oOpabarpiBaeMOl B
UCTIIn, saBaseTcs HeI0CTaTOYHBIM IS
BO3MOXHOW MOTHBAlMU HAPYIIUTENS
JTAHHOM KaTeropuH K peaiu3aliy yrpos
(Hanmpumep, Ha yTeuKy uH(OpPMAIUU 10
TEXHUYECKUM KaHajiam yTeUYKU
uHpopMmarun).

Bbicokasi CTOMMOCTh U CJIOKHOCTB
MOJATOTOBKU peali3allii BOZMOKHOCTH.

OcymiecTBisieTcss  perucTpauus U
y4eT JEHCTBUM MOJIb30BaTEIICH.

He akryanbsHo




JOCTYIIe MPOTPAMMHBIX CPEICTB, aHAIW3a KoJa
npukiagHoro 1O u oTAenbHBIX MPOrpaMMHBIX
KOMIIOHEHT obOuecucremMuoro 110.

Moryr  nmomyuuth — uHpoOpMmamuio 00
YSI3BUMOCTSIX OTIENBHBIX KOMITOHEHTOB
(mporpamMmmMHOM obecrieueHun)

WH(POPMAITMOHHON CHUCTEMBI, OMyOIMKOBAHHBIX
B OOIIIEIOCTYITHBIX HCTOYHUKAX.

HecaHK1IIMOHMpPOBAaHHBIN JIOCTYII
yepe3 AJIEMEHThl  MH(QOpPMaIMOHHON
unppactpykrypst MCII/IH, xoTOpHIE B
IIPOLIECCE CBOETr0 JKU3HEHHOTO IIMKIIA
(MoepHU3aIMH, COTIPOBOKICHHS,
PEMOHTA, YTUJIN3AM1) OKa3bIBAIOTCS 3a
npeieaMyu KOHTPOJIUPYEMOM 30HBI.

HecaHKIIMOHMPOBAaHHBIA JOCTYNl H
(wnm) BO3ACHCTBUA Ha OOBEKTH Ha

Nwmerot BO3MOYXHOCTh MOJIY4YHUTh
MIPUKIIATHOM YPOBHE (cucrembl
uHbOpMALMIO O  METOJax U CpeICTBax
YIPABJICHUS 0azamu JTAHHBIX,
dusndeckoe JuUIo, peanu3anuu yrpo3 0e30macHOCTH WH(OopManuu
. Opaysepbl, web-nipunoxxeHus, UHbIE
HE SIBJISTFOIIUICS . . (KOMITBIOTEPHBIX ~ aTak), OIyOJUKOBAaHHBIX B
Buemnnit Huzkuii MPUKIAIHBIE TPOTPAaMMBI  OOIIETO0 | | AKTyaJIbHO
CITyXKaIluM 00IIE0CTYMHBIX UCTOYHUKAX.
CIEIMAIbHOTO HAa3HAUYCHHUS).
MHHHCTEPCTBA He ucknroueHo, 4To MOXKET CaMOCTOSITEIIBHO . .
BosgeiictBus Ha MOJb30BaTeNeEH,
CO3/1aBaTb METOABl M CpEACTBA peaTu3alUU
. aIMUHUCTPATOPOB 0€301acHOCTH,
yrpo3 Ha OCHOBE MIOJTy4€HHOU u3 .
aIMUHHCTPATOPOB  MH(POPMAIIOHHOM
00IIeI0CTYMHBIX UICTOYHUKOB MHPOPMAITIH. .
. | cuCTeMBI WIn 00CTyKUBAIOLTNI
Mosket npuoOpecTu T0CTYIHOE B CBOOOJHOM HEDCOHA
npogaxe [1O, HeoOxomumoe ISl peaau3aluu p ) .
ATAKI HecankiimonupoBaHHbIN JOCTYI
' yepe3 aBTOMATH3UPOBAaHHBIE paboune
MeCTa, NOJKIIIOUEHHbIE K CETSM CBA3MU
00IIIero TMoJIb30BaHUusI M (WJIM) CETAM
MEXyHaApOJAHOTO  MH(OPMAIIMOHHOTO
oOMeHa.
PazpaboTtunku Obnanator BCEMU BO3MO>KHOCTSIMU HecaHKIMOHUPOBaHHBI JOCTYNl K
NCI/Ix Buemnunit Cpennnit HapyumTesnei ¢ 6a30BbIM MOTEHIIMATIOM. uHpOpMaLuu c UCIIOJIb30BAHUEM | AKTYyaJIbHO
(oGecrieunBaronue MoryT ObITh OCBEIOMJICHBI O Mepax 3aIlIMUThl | CIIEIHATbHBIX POTrpaMMHBIX




TEXHUYECKYIO
MIOJIEPXKKY)

uHpopmanuu, npumensiembix B UCIT/IH.

Moryr  monyuuth  uHpOpMamI©O 00
YSA3BUMOCTSIX MH(POPMALMOHHOW CHCTEMBI HIIN
e€ OTHEeNbHBIX KOMIIOHEHTOB (IIPOTPaMMHOE
obecrnieueHue) yTeM IIPOBE/ICHUS, c
UCTIOJIb30BAHUEM HMEIONINXCSI B CBOOOIHOM
JOCTyIe TPOTPAMMHBIX CPEJICTB, aHAJIM3a KOJa
npukinagaoro 1O M OTAenbHBIX TMPOTPAMMHBIX
KOMITOHEHT oOuiecucremMHoro I10.

OcBennoMIIeHbI 0 CTPYKTYpPHO-
(GYHKITMOHATBHBIX XapaKTepUCTHKAX "
O0COOEHHOCTSIX (YHKIIMOHUPOBAHUS

MH(}OPMAIIMOHHON CHUCTEMBI.

BO3JICHCTBUI IIOCPEACTBOM
IIPOTPaMMHBIX BUPYCOB, BPEIOHOCHBIX
IIporpamMM,  aIrOPUTMUYECKUX WM

IIPOrPaMMHBIX 3aKJIaJ0K.
HecaHKIIMOHMPOBAHHBIA JOCTYIl H
(wn) BO3ACHCTBUA Ha OOBEKTHI Ha
MPUKIIATHOM YpOBHE (cucrembl
yIpaBJICHUS Oazamu JTAHHBIX,
Opay3epbl, Web-TIpUTIOKEHHS, UHBIC
MPUKIAJHBIE TPOrpaMMbl OOIIEro M
CHEIMAIbHOTO Ha3HAUYEHHUS).
BoszneiicTBue Ha agMUHUCTPATOPOB
0e30MacHOCTH, aJIMMHHUCTPATOPOB
MH(OPMALMOHHON CUCTEMBI.
Bo3zgeiictBue Ha mHDOpMAITMOHHYIO
cucteMy (CHCTEMHOE U MPHUKIAIHOE
porpaMMHOE OOECIeYeHHE) 3a CYeT
HenpeIHaMEePEeHHbIX/TIpeIHaMEePEHHbIX

JICUCTBUMA,  TIOBJICKIIMX  BHEJIPEHUE
3aKJIQJI0K M YSI3BUMOCTEH.
Jlnna, uMmerorue Moryt MOJyYUTh uHdopmaIuio 00 HecaHKLEHOHHp OBAHHBIN
CaHKIIMOHUPOBAH- YSI3BUMOCTSIX OTIENbHBIX KOMIIOHEHTOB (bmnqvecm/m AOCTYI a ()
HBIH JIOCTYIT K (IIpOTpaMMEOM oBecrieueHHHm) BO3JICCTBHE Ha aBTOMATHU3UPOBAHHBIC

pabouuM MecTam
MOJIb30BATEICH 1
cepBepaM Ha
KOTOPBIX
pa3melieHa
UCII/H, HO HE
UMeEIOIINE A0CTYyIa
K uHpopManuu
(oOcmyxuBarOIIUN
nepcoHan (oxpaHa,

Buyrpennui

Huskuit

UH(POPMAIIMOHHON CHUCTEMBI, OIyOJIMKOBAHHBIX
B OOIIEIOCTYITHBIX UCTOYHHKAX.

Nmerot BO3MOXHOCTb MOJIYYUTh
UHPOpPMALIMIO O  METoJaX U  CPeICTBax
peanuzanuu yrpo3 0e30macHoCTH WHGOpMaIUU
(KOMMIBIOTEPHBIX ~ aTakK), OMYyONMKOBaHHBIX B
00IIeIOCTYIMTHBIX UCTOYHUKAX.

MoryT caMOCTOSITENILHO CO3/1aBaTh METOIbI U
CpeICTBa peaju3alid yrpo3 Ha  OCHOBE
MOJIyYEHHOW W3 OOIIEAOCTYIMHBIX HCTOYHHUKOB

paboune MecTa, MOJKIIOYCHHBIE K
CeTSIM CBSI3M OOIIETO TMOJIb30BaHUI W
(vm) CeTsM MEXTyHapOIHOTO
nH(popMaImoHHOro 0OMEHa.
HecaHKIIMOHUPOBAHHBIN

buznueckuit JOCTYII u (nnn)
BO3CUCTBUS Ha JIVHUM,
(xaHaIBI) CBsI3H, TEXHUYECKHE
CpelCTBa, MAaIIHHbBIE HOCHTEHN
UH(pOpMaIINH.

AKTyanbHO




paboOTHUKH UH(pOpMAIINH.
aJIMUHHCTPATHBHO-
XO3SMICTBEHHBIX
ciryx0))
HecaHKIIMOHMPOBAHHBIA JOCTYIl H
(wnu) BO3ACHCTBUA Ha OOBEKTHI Ha
MPUKIIATHOM YpPOBHE (cucrembl
yIpaBJICHUS Oazamu JTAHHBIX,
Opay3epbl, Web-TIpUTIOKEHHS, UHBIC
NPUKIAJHBIE TIPOTPAMMBI  OOIEro U
O0mamaror BCEMHU BO3MOKHOCTSIMU | CIICIIMATLHOTO HA3HAUCHUS).
HapymuTenei ¢ 6a30BbIM IMOTEHITHATIOM. BosneiictBue Ha MHPOPMAMOHHYIO
MoryT OBITh OCBEIOMJICHBI O Mepax 3alllUThl | CHCTEMY (CHCTEMHOE U MPHKIAIHOE
nHpopmanuu, npumensemsix B UCI1/IH. IporpaMMHOe oOecredeHne) 3a CHeT
Moryr  monyuuth  uHbOpMamHMioo 00 | HEMpeaHAMEpPEHHBIX/TIPEeHAMEPEHHBIX
YSI3BUMOCTSIX WMH(OPMALIMOHHONW CHCTEMbl WIIM | JEMCTBUIM  MOBJIEKIIMX  BHEJIPEHHE
e€ OTAENbHBIX KOMIIOHEHTOB (IIPOrpaMMHOE | BpEIOHOCHOTO  KOJa, 3aKJIaJoK U
AZIMHHHCTPATOD } } obecrieueHne) yTeM MPOBEICHUS, C | ysSI3BUMOCTEH. §
VICTITn Buyrpennuit |  Cpennuit UCIIOJIb30BAHUEM HUMEIOUIUXCS B CBOOOJHOM HecankimoHupoBaHHbBId JOCTYNl K | AKTyaJIbHO

JIOCTYIIE MPOTPAMMHBIX CPEJICTB, aHaJIM3a KOJa
npukiaagHoro IO W oTAenbHBIX MPOTPAMMHBIX
KOMIIOHEHT obOmecucremMuoro 110.

OcBenomIiieHsl 0 CTPYKTYpHO-
(byHKIIMOHATBHBIX XapaKTePUCTHKAX u
0COOCHHOCTSIX (YHKIIMOHUPOBAHHUS

UH(GOPMAITMOHHON CUCTEMBI.

nHpopManuu U (WIKM) BO3JACHCTBUS Ha
HEe C WCIOJIb30BAaHUEM CIICIHaTbHBIX

MPOTPAMMHBIX BO3CHCTBUI
MOCPEJICTBOM IPOTPAMMHBIX BHPYCOB,
BPEIOHOCHBIX porpamm,

AJITOPUTMHUUYCCKUX WM IIPOTPAMMHBIX
3aKJIaao0K.

Bo3gedcTBuss Ha IOJB30BaTelIeH,
aIMUHUCTPATOPOB 0€e301IacHOCTH,
aIMUHHCTPATOPOB  MH(OPMAIIMOHHOM
CHCTEMBI.

BoszaeiictBus Ha JINHWH,
(xaHaIBI) CBsI3H, TEXHUYECKHE
CpEeJICTBa, MAaIIUHHBIC HOCHUTEIIN




uH(popMaLUU.
HecaHKIIMOHMPOBAHHBIA JOCTYIl H
(wn) BO3ICHCTBHS HAa OOBEKTHI HAa

oOliecucTeMHoM  ypoBHe  (0a3oBbIE
CHUCTEMBbI BBOJa-BbIBO/JA,
OIlepallOHHBIE

CUCTEMBI).

AJIMUHUCTpPATOP
0€301acHOCTH

Buyrpennuii

Cpenuunii

O0mamaror BCEMU BO3MOYXHOCTSAMHA
Hapymwuresei ¢ 6a30BbIM IMOTSHIIHAIOM.

Moryt OBITH OCBEJOMJIEHBI O Mepax 3alUThI
nHpopmaruu, npumensieMbix B UCIT/IH.

Moryr  monmyuuTs  wHpOpMaIMioo 00
YSI3BUMOCTSIX MH(OPMALMOHHONW CHCTEMbI WIIU
e€ OTAENbHBIX KOMIIOHEHTOB (IIPOrpaMMHOE
obecrieueHue) yTeM MIPOBEICHUS, c
UCIIOJIb30BAHUEM HUMEIOUIUXCS B CBOOOJHOM
JOCTYyIIe MPOTPaMMHBIX CPEACTB, aHAIU3a KoJa
npukiagHoro 1O M oTaenbHBIX NPOrpamMHBIX
KOMITOHEHT obuiecuctemMHoro [10.

OCBG,Z[OMJ'ICHLI (6] CTPYKTYPHO-
Q)YHKHI/IOHEIHBHBIX XapPaKTCPHUCTUKAX n
0COOEHHOCTAX (I)YHKL[I/IOHI/IpOBaHI/ISI

UH(POPMALIMOHHOM CUCTEMBI.

HecaHKIIMOHMPOBAaHHBIA JOCTYNl H
(wnu) BO3ACHCTBUA Ha OOBEKTHI Ha

TIPUKITATHOM YpOBHE (cucteMbl
yIpaBJICHUS Oazamu JTAHHBIX,
Opay3epsl, Web-IpUTIOKECHHS, WHBIC
MPHUKJIAIHBIC TIPOTPaMMBI  OOIIET0 H
CIIENIUATTLHOTO Ha3HAYCHMS).

Bo3neiictBusa Ha JINHUH,
(kKaHaJIbI) CBSI3H, TEXHUYECKHE
CpEeJCTBa, MaIlIMHHbIE HOCHTEIHN
nHpopManum.

HecankunoHupoBaHHBIA JTOCTYNT H
(wim) BO3ACHCTBUA Ha OOBEKTHI Ha

oOmecucTeMHOM  ypoBHe  (0Oa30BbIe
CHUCTEMBI BBOJIa-BBIBOJIA,
OTIepaIlMOHHBIC
CHCTEMBI).

BosneiictBuss Ha pa3pabOTYMKOB,
aJIMUHUCTPATOPOB  MH(DOPMAITMOHHON
CHUCTEMBI.

BoszneiictBue Ha MH(DOPMAILMOHHYIO
cuUcTeMy (CHCTEMHOE U TMPHUKIAIHOE
mporpaMMHOe oOecredyeHne) 3a CcYer
HenpeIHaMEPEeHHBIX/TIpeTHaMEPEHHBIX
JICUCTBUM,  IOBJICEKIIMX  BHEJIPEHHUE
BPEIOHOCHOTO  KOJA, 3aKJIaJOK U

AKTyaJIbHO




YS3BUMOCTEHN.

briBIINE paOOTHUKY
(monp30BaTENN)

Buemnaunit

Huskuit

MoryT nony4uTb HHYOPMAIHIO 00 YI3BUMOCTIX

OTJICIIBHBIX KOMITOHEHTOB (mporpaMMHOM
obecrieueHnr) WHGOPMAITMOHHON  CHCTEMBI,
OTMyOJIMKOBAHHBIX B 00IIeI0CTYITHBIX
HCTOYHUKAX.

HNMeroT BO3MOKHOCTD MOTYyYUTh HH(HOPMAITHIO O
METOJaX U CPEeACTBAaX pealu3alud  yrpos
6e3omacHOCTH UHGpOpMaluu (KOMIIBIOTEPHBIX

aTak), OIMYOJMKOBAaHHBIX B OOIIEIOCTYITHBIX
HWCTOYHHUKAX.

Morytr caMOCTOSITENTFHO CO37aBaTh METOIbl U
CpeICTBAa peaju3aluyd yrpo3 Ha  OCHOBE

MOJTy4YeHHOW W3 OOIIEAOCTYITHBIX HCTOYHHKOB
nHpopMaIuu.

HecaHK1IIMOHMPOBaHHBIN JIOCTYII
yepe3 AJEMEHTHl  MH()OPMAIMOHHON
unppactpykrypst MCII/IH, xoTOpHIE B
IIPOLIECCE CBOEr0 JKU3HEHHOTO IIMKIIA
(MoepHU3aIMH, COTIPOBOXACHUS,
PEMOHTA, YTUIN3ALM1) OKa3bIBAIOTCS 3a
npeieaMyu KOHTPOJIUPYEMOM 30HBI.

Bo3nelictBuss Ha moJBb30BaTeNEH,
aMUHHCTPATOPOB  MH(POPMAIIMOHHON
CHUCTEMBI WIN 00CTyKUBAIOLIUIT
nepcoHal.

AKTyanbHO




[Tpunoxenue Ne 2

K MOJIe/IH yrpo3 Ge3omacHocTn nH(OopMaIuu npu ee
obpadorke B UCI1[IH
I'ATIOY MUK

Ananus YTOUYHCHHBIX BO3MO>KHOCTEH HaPYHIHTCHCﬁ W HAIIPABJICHUA dATAK

.. AKTYyaJIbHOCTh
YTOo4YHEHHBIE BO3MOKHOCTH
HapyIIUTeIeil 1 HANPaBJIEHUs aTaK HCTOIb30Ba NI
Ne Py P (mpuMeHeHus ) ObocHoBaHue
(CoOTBETCTBYIOLIME AKTYAJIbHbIE
AJIs HOCTPOEHUS U
yYIpo3sbl)
peaju3anum aTak
OObeKTUBHBIE TPENOCHUIKH JIISl peaTu3al[ii YTPO3bl CYILECTBYIOT:
— oOcmyKuBaronui TepcoHaI u JINIIA, o0ecreunBaroIe
dbynakmonupoanue UCII/IH;
— BoO3JzeHcTBHE Ha mojk3oBarenei IC umm o0cmyKUBaromuii epcoHar,
— 0a3bl BUPYCHBIX CUTHATYp PEryIsIpHO HE OOHOBIISIIOTCS.
HO MPUHATHI MEPHI M0 00eCHeYeHNI0 0€30aCHOCTH UHPOPMALIUU:
— B TIOMELIEHUSX, B KOTOPBHIX MPOUCXOTUT 00paboTKa 3alMIAeMOM
[IpoBenenue atakd MpU HAXOXKJICHUU B ’ p P p
1.1 . AKTyallbHO uH(pOpPMaIMY, HEBO3MOXHO HAX0XIEHUE TOCTOPOHHUX JIMIL;
npeenax KOHTPOIUPYEeMOM 30HbI o
— OTBETCTBEHHBIM 3a  obOecriedyeHre  O€30MacCHOCTH  HH(OPMAIHH,
aamunauctpatopsl C HazHayaroTcst U3 yrciia 0co00 J0BEPEHHBIX JIHII;
— paborta nons3zoBareneit UC pernameHTHpOBaHa;
— HCTOJB3YIOTCS CePTHUPHUIIMPOBAHHBIE CPEJICTBA AaHTUBUPYCHOM 3aIIIUTHI;
— mpoBoauTcs oOydyeHue moib3oBareneir MC mepam mo olecrneueHUro
0e30macHOCTH MH(pOPMALMK U TPEAYNPEKICHHE 00 OTBETCTBEHHOCTH 3a UX
HEcOOJII0/ICHHUE.
[TomydeHne B pamMKax MpeaoCTaBICHHBIX OTCyTCTBYIOT 0OBEKTUBHBIE IPEANOCHUIKH [T OCYLECTBIEHUS YTPO3bI:
MIOJIHOMOYMH, a Takke B pe3yibTare — paOota nomnb3oBarenei C pernameHTHpoBaHa;
1.2 | mabmoneHuit cienyromeid nHpopMaluu: HeakryansHo — mpoBoauTcsi oOydeHue mnonb3oBateneit MC mepam 1o obecnedyeHUro

CBEJICHUM O (bI/I3I/I‘leCKI/IX MEpax 3alIuThl
O6’LCKTOB, B KOTOPBIX Ppa3sMCIICHEL

Oe3omacHOCTH WHGOPMAIIMK U TPEAYIPEXKICHHE 00 OTBETCTBEHHOCTH 3a HMX
HECOOIIIONEHHE;




YTouHEéHHBIE BO3MOKHOCTH

AKTYyaJIbHOCTh

. HCII0JIb30BAHMS
No HApYHIIMTeJell M HATIPABJIEHUS aTaK T OGoCHOBAHIE
(COOTBeTCTBYIOIIME AKTYaJIbHbIE
JJIS1 IOCTPOEHUS U
yYIpo3sbl)
peau3alnum aTaK
pecypchbl UHOOPMAITMOHHOM CUCTEMBI; — CcBeleHUsT O (UBMYECKUX Mepax 3alluThl OOBEKTOB, B KOTOPBIX
CBEICHMH O Mepax MO 00ecleyeHUIo pasmeniera MC, 1ocTymHbI OTpaHUYEHHOMY KPYT'Y COTPYTHUKOB
KOHTPOJIMPYEMOW  30HBI OOBEKTOB, B
KOTOPBIX pa3MeleHbl pecypchl
MH(OPMALIMOHHON CUCTEMBI;
CBEICHMI O Mepax IO pa3rpaHUYEHUIO
JOCTyIIa B TIOMEIICHHS, B KOTOPBIX
HaXOIATCSA CBT, Ha KOTOPBIX
peanuzoBanbl CK3U u CO
OObeKTUBHBIE TPENNOCHUIKH JIISl peaTn3al[ii YTPO3bl CYILECTBYIOT:
PEMOHT, OOCITY’)KMBaHHE U COMPOBOXKACHNUE MPOTPAMMHBIX, TEXHUUYECKUX U
nporpammHo-TexHuyeckux cpeacre MUC, B Tom wyucine C3U, Moxer
BBIITOJIHATHCS HE JIOBEPEHHBIMU JIMIIAMM;
HO MPUHATHI MEPHI MO 0OecredeHn0 0€30MacCHOCTH HH(POPMAIHIH:
OTBETCTBEHHbII  3a  oOecnedeHue  OezomacHOCTH  WHMOpMaLUH,
Ucnonp3oBanne mraTHbIX cpeacts UC, aamunuctpatopsl C HazHayaroTcs U3 unciaa 0co00 TOBEPEHHBIX JIMII,
OTPaHUYEHHOE MepaMHu, pabota nons3oBateneit C pernameHTHpoBaHa;
peaIM30BaHHBIMU B MH(OPMAIIMOHHOM npoBoauTcs oOydeHue mnousib3oBareneii MMC wmepam 1o oGecrneueHuro
1.3 |cucreme, B KOTOpPOH HCHOJIb3yeTCS AKTyanpHO 0e3omacHOCTH MH(OPMAIMK U TPEAYNpeKIeHHe 00 OTBETCTBEHHOCTH 3a UX
CK3U, u HapaBJICHHBIMU Ha HECOOIIOIEHNE;
MpeAOTBPAILIEHUE u IIpECeUYCHHE [IPOrpaMMHBIE, TEXHUYECKUE, TPOrPaMMHO-TEXHUYECKUE CPEJCTBA, B TOM

HCCAaHKIIMOHHUPOBAaHHBIX HeﬁCTBHﬁ

gucie u C3U, MUC HacTpoeHbl B COOTBETCTBUU C IMOJUTUKON OOecredeHus
0e301macHOCTH HH(GOPMAITUY;
UCTIOJIL3YIOTCS CepTU(DUIIMPOBAHHBIE CPEICTBA AHTUBUPYCHOM 3aIIUTHI;
nonb3oBareaun MC He uMET BO3MOXKHOCTU 3alycKa CTOPOHHErO WIIH
YCTaHOBKH, U3MEHEHHUSI HACTPOEK MMEIOIIErocs MpOrpaMMHOTO 00ecredeHus
0e3 KOHTpOJISi CO CTOPOHBI OTBETCTBEHHOTO 3a olecredeHue Oe30MacHOCTH
uHpOpMaluu




YTouHEéHHBIE BO3MOKHOCTH

AKTYyaJIbHOCTD

HApYIIMTE/Ieii M1 HAPaBJIeHUs aTakK HENOIR30BattA
Ne Py P (mpuMeHeHU) O6ocHoBanme
(COOTBETCTBYWOIIIUE AKTYAJIbHbIE
JJIS1 IOCTPOEHUS U
yYIpo3sbl)
peaju3anum aTak
Co3manue cmoco0OB, IOJrOTOBKA U
MPOBEACHUE aTak C MPUBJICYCHUEM .
He ocymectBnsiercs 06paboTka CBEIEHUN, COCTABIISIIONINX TOCYAapCTBEHHYIO
CITCIIMATMCTOB B 00JIACTH HCITOJIb30BaHUS . .
TauHYy, 4 TAKXKC HHBIX CBCIACHUHU, KOTOPBIC MOTYT NPECACTABIIATE MHTCPEC IJIA
4.1 | nns peanu3anuu aTak HeakryansHo
peann3anuy BO3MOKHOCTH.
HCOAOKYMCHTHUPOBAHHBIX
o Bricokast cTOUMOCTB U CIIOKHOCTD MOATOTOBKH pCain3alliii BO3MOXHOCTHU
(HEeneKIIapupOBAHHBIX) BO3MOYXHOCTEN
cucrtemuoro 110
Bo3MoxHOCTD pacmoyiaraTh CBEACHHUSIMU, .
. He ocymecTBasiercss 06paboTKa CBEJCHUH, COCTABIISIOMINX TOCYIapCTBEHHYIO
COJICPXKAITUMUCA B  KOHCTPYKTOPCKOM . .
4.2 Heaxryanbno TaliHy, a TaK)K€ WHBIX CBEJCHUH, KOTOPhIE MOTYT IPEICTaBIATh MHTEPEC IS
JOKYMEHTAIlMX  Ha  ammapaTHble |
peann3aiuy BO3MOXKHOCTH
MporpaMmMHbIe KOMIOHEHTHI CD
. He ocymecTBasiercss 06paboTKa CBECHUH, COCTABIISIONMINX TOCYIapCTBEHHYIO
Bo03MOXHOCTE BO3I€iicTBOBATh Ha JIIO0BIE - P . . ’ 1 yAap
4.3 Heakryanbno TaliHy, a TaK)K€ WHBIX CBEJCHUH, KOTOPbIE MOTYT IPEICTaBIATh MHTEPEC IS

koMmioHeHTsl CK3U1 u CO

pcajim3anii BO3SMOXHOCTHU




[Tepeyenb BO3MOKHBIX yrpo3 0e30macHOCTH HH(POpMAILK U onpenesienne ux aktyanbHoctu B UCITIH
IF'AIIOY MUK

[Tpunoxenue Ne 3
K MOJIENH yrpo3 6e30macHOCTH HHBOPMALHH TIPU €€
obpadorke B UCIIIn

'AIIOY MUK
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Yrpo3s! u3 bdu.fstec.ru
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
BHEIPEHUs M 3aIlyCKa BPEJIOHOCHOI'O
KOZIa OT MMEHHM JIOBEPEHHOr0 Iporecca
Ha JIOOOM M3 PECYPCHBIX LIEHTPOB
IPUJ-CUCTEMBI U €r0 aBTOMaTuueckoro | BremrHwmit
VYrpoza pacnpocTpaHeHHss Ha BCE Y3Jbl I'PHA- | HapyLIMTEIb CO
ABTOMAaTH4YeCKOr0 | CHCTEMBI. CPEIHUM
Pecypcubie
pacnpoctpanenus | JlanHas yrposa 00yCIIOBIICHA | TOTEHIATIOM, Heaxryans- | TexHomorus HE
VBU.1 . LEHTPBI TPU- 10 0 0.5 cpenHsis HU3Kast
BPEOHOCHOTO crnabocTamMu TEXHOJIOIMU rpud- | BuyrpenHuit CHCTEMBL Hasi HPUMEHSETCS
KOZa B  TpUI- | BBIYUCIEGHHI — BBICOKMM YPOBHEM | HApYLIHTENb CO
cucreme aBTOMAaTH3ALUH pH MaJol | CpeaHUM
aIMHHUCTPUPYEMOCTH T'PHUA-CUCTEMBL. | MOTEHLUAIOM

Peanuzanust maHHON Yrpo3bl BO3MOXKHA
IPY YCIIOBHM HAIWYMS y HapyIIUTENs
MPUBUJIETHI JIETAIBHOTO TOJIB30BATENIS
I'PUI-CUCTEMBI




YBU.2

Yrposa
arperupoBaHus
JTAaHHBIX,
repeaBaeMbIX B
TPUI-CHCTEME

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
PacKphITHS HapyIIHUTeIeM
3amyImaeMoll  MHGOpPMAamuH  IIyTEM
BEISIBIICHHMSI 3aJCHCTBOBAaHHBIX B €€
00paboTKke y3710B, cOOpa, aHamm3a H
0000IICHHS JIAHHBIX,
NIEPEXBAThIBAEMBIX B CETH IepeAadu
JTaHHBIX TPUA-CUCTEMBI.
Jannas yrposa o0ycioBneHa
¢11a60CTHI0 TEXHOJIOTMH rpun-
BBIUUCICHMA  —  HCIOIb30BaHUEM
He3alUIIEHHbBIX KaHaJIOB ceTu
HHuTepHeT Kak TPaHCHOPTHOH CeTH
TPUA-CUCTEMBI.

Peanuzanust naHHON yrpo3bl BO3MOXHA
IIpU YCIOBUU HAJIUYUA Yy HAPYIIUTENS:
- CWJI U CpEACTB, JOCTaTOYHBIX IS
KOMIIEHCALlUU ype3BbIUaliHON
pacnpenen€HHOCTH rpua-3a1aHui
MEeXIy y3I1aMH TPUA-CUCTEMBI;
- TPUBWIETHH, JOCTaTOYHBIX  JUIS
nepexsata TpaduKa CeTH Iepenadyu
JaHHBIX MEXIy dJeMeHTaMHu (y3IaMu)
TPUL-CUCTEMBL

Bremnani
HapyuuTenb co
CpeTHUM
TOTEHI[AATIOM

CereBoit
TpapuK

10

0.5

cpenHss

HHU3Kas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HC

YBU.3

VYrpo3a  ananuza
KpuITorpaguyec-
KUX aJITOPUTMOB U
UX peau3aluu

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
BBISIBJICHUS crabbIx MecT B
KPUNTOrpaMueCKuX alropuTMax MWK
yA3BUMOCTEH B pealu3ylolleM HX
MPOrpaMMHOM obecriedeH H.
HanuHast yrposa o0ycioBneHa
cnaboctamu KpPHUITOrpapUIecKuX
QITOPUTMOB, a TaKKe OIIMOKaMu B
IIPOrpaMMHOM Koze
KpHUIITOrpaMuecKuX  CPEeACTB,  HX
CONPSHKEHUH € CHCTEMOM  WiH
rnapamMeTpax ux HACTPOUKH.
Peanuzamust  yrpo3sl  BO3MOXKHa B
clydyae  HAJIMYUS Y  HapyMTeNs
CBEICHMII 00 NPUMEHSIEMBIX B CUCTEME
CpecTBax i poBaHus,
pEeaNn30BaHHBIX B HHUX alrOpHTMax
umpoBaHUs W MapaMerpax — Hx
HAaCTPONKH

Buenauit
HapyIIUTENb CO
CpeIHIM
MOTEHILIHATIOM

Meranannsie,
CHUCTEMHOE
MPOrpaMMHOE
obecrieueHne

10

0.5

cpeaHss

HHU3Kasa

Heaxryansna

Texuomorust
MIPUMEHSIETCS

HE




YBI.4

Yrposa
anmnaparHoro
cOpoca
BIOS

apoJist

Yrpo3a 3akimodaeTcs B BO3MOXKHOCTH
cOpoca mapoineif, yCTaHOBICHHBIX B
BIOS/UEFI 6e3 TIPOXOKICHUS
MPOIIeIyphl aBTOPU3AIlMA B CHCTEME
myTéM 00EeCTOYMBAHUS MHKPOCXEMBI
BIOS (cpéma akkymynsTopa) WIH
YCTAHOBKH IEPEMBIYKH B  IITATHOM
MecTe Ha CHCTEMHOM iaTe
(mepexiroueHne «WIKAMIIEPay).
Jannas yrposa o0ycioBneHa
YSI3BUMOCTSIMH HEKOTOPBIX CHCTEMHBIX
(MaTepUHCKHX) IUIAT — HAJTHYUEM
MEXaHM3MOB  ammapaTtHoro cOpoca
raporneii, YCTaHOBJIEHHBIX B
BIOS/UEFI.

Peanusaryis gaHHOH Yrpo3bl BO3MOXKHA
NPU YCIIOBHU HAIWYHS y HapyIIHTENs
(U3MYECKOTro JIOCTyNa K CHCTEMHOMY
0JIOKY KOMITBIOTEpa

Buyrpennuit
HapyLIUTENb
HU3KUM
TIOTEHIIMAJIOM

C

Muxponporpa
MMHO€E U
anmaparHoe
obecrieueHue
BIOS/UEFI

10

0.5

cpenHss

HHU3Kas

HeakryanpHa
s

ITorenmuan
HapyIINTENs
HEJIOCTaTOYCH

YBU.5

VYrposa BHeIpeHUs

BPEIOHOCHOTO
koxa B BIOS

VYrpo3a 3akiaroyaeTcs B BO3MOXKHOCTH
3acraButb  BIOS/UEFI  BBIONHATH
BPEIOHOCHBIH ~ KOA  IPU  KAXKIOM
3aIycKe KOMITbIOTEPA, BHEAPUB €ro B
BIOS/UEFI myTéM 3aMEHBI
MUKPOCXEMBI BIOS/UEFI Wiu
OOHOBJICHUS MIPOrpaMMHOT0
obecnieuennss BIOS/UEFI nHa Bepcwuro,
yXKe COIEPIKAlLyl0 BPEIOHOCHBIH KOJI.
HanuHast yrposa o0ycioBieHa
cnabocTsIMH TEXHOJIOTHH KOHTpPOJIA 3a
O0OHOBIICHUEM MIPOrpaMMHOTO
obecrieuenuss BIOS/UEFI u 3ameHoit
qurcera BIOS/UEFIL.
Peanuzanust naHHON yrpo3bl BO3MOXHA
B XOIE IPOBEICHHSA pPEMOHTa WU
00CITy)KBaHUS KOMIIBIOTEPA

Buyrpennuii
HapyIIUTEIb
BBICOKUM
MOTEHLMAIOM

C

Muxkponporpa
MMHOE 1
anmnapaTHoe
obecreueHne

BIOS/UEFI

10

0.5

cpeaHss

HHU3Kasa

Heaxryansna

IToTeniuan
HapYIIUTEIs
HEJIOCTaTOYEH




YBU.6

VYrposa BHenpeHHs
KOZIa MJIM JTAHHBIX

VYrpoza 3akiodaeTcsi B BO3MOXKHOCTU
BHEJIPCHHUS HapyIIUTEIeM B
JIICKPETUTHPYEMYEO
nHpopmarmorHyo cucreMy win loT-
YCTPOMCTBO  BPEIOHOCHOTO  KOja,
KOTOPBI MOXXET OBITh B JalbHEHIIIEM
3aIyILeH «BPYYHYIO» M0JIb30BATEISIMHY,
ABTOMATWYECKA TIPH  BBITIOJIHCHUU
OIPEAEIEHHOTO YCIOBUS (HACTYIUICHHS
onpeenEHHON JaThI, BXOJa
MIOJTB30BATENS B CHCTEMY M T.II.) WU C
HCII0JIB30BAHUEM
ayTeHTH(UKAMOHHBIX JTAaHHBIX,
3aJIaHHBIX <TI0 YMOIYaHHUIO», a TAKXKE B
BO3MOYKHOCTH HECAHKIIHOHUPOBAHHOT O
BHEJIPEHUs] HApYIIUTENIEM HEKOTOPBIX
COOCTBEHHBIX JTAHHBIX JUT 00paOOTKH B

JMCKPEAUTUPYEMYIO

UH(DOPMALOHHYIO cHuCTEMY,
(aKTH4YeCKH OCYIIECTBUB HE3aKOHHOE
UCIIOJIb30BaHHE qyXKUX
BBIYHCITUTENBHBIX pecypcos, u

OoxkupoBaHus pabOTHI yCTpOiicTBa NpH
BBINIOJTHEHHH  OIPEJIETICHHBIX KOMaHI.

JaHHast yrposa o0ycioBiieHa:
- HAIUYHEM ysI3BUMOCTEH
IIPOrpaMMHOT0 obecrieyeHus;

— cnabocTsIMH  Mep aHTUBUPYCHOM
3aIUTHl W pasrpaHUYEHHs JOCTYIa,
— HayuuueM OTKpbIToro Telnet-ropra
Ha loT-ycrpoiictBe (tompko st IoT-
YCTPOMCTB).

Peanuzarust faHHOM Yrpo3bl BO3MOXKHA!

- B ciydae paboTbt
JMCKPEAUTUPYEMOr'0  I10JIB30BATENS  C
¢aitnamu, MOCTYMAIOIUMU u3
HEJJOBEPEHHBIX HCTOYHHUKOB;
— IpY HAJMYUM Yy HEro INPUBHICTHI
YCTAHOBKH IPOrpaMMHOT0
obecreueHus,

— B Clly4ae HeM3MEHEHHBIX BIIAJIEIIbLEM
yueTHbIX  JaHHbIX  loT-ycrpoiicTBa
(3aBOJCKUX MApOJIsl U JIOTHHA)

Bremnnii
HapyLIUTENb
HHU3KHAM
TOTEHI[UATIOM

C

CucremHoe
NpOrpaMMHOE
obecrieuenue,

NPHKITATHOS
NpOrpaMMHOE
obecrieuenue,

CETEBOE
HporpaMMHOe
obecrieueHne

10

0.5

cpenHss

HHU3Kasa

Heaxryansna
s

ITorenmuan
HapyLIUTENs
HEJIOCTaTOYCH




YBU.7

Yrposa
BO3JICHCTBUS  Ha
MIPOrPaMMBI ¢
BBICOKMMH
MTPUBUJICTHSMHU

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

MOBBIIICHHUST ~ HApYyIIUTEIEeM  CBOHX
MPUBWIETHH B JUCKPEIUTHPOBAHHON
cucteMe  (TIOMydeHWs]  NPHUBUICTHH
JMCKPETUTHPOBAHHBIX IIporpaMm)
MyTéM  HCIIONB30BAaHMS OMIMOOK B
IporpamMmax u BBITIOJTHEHUS
TIPOU3BOIEHOTO KoJa c nx
TIPUBHIIET HSMH.

Jannas yrposa o0ycioBiieHa
caboCcTAMM  MeXaHM3Ma  IPOBEPKH

BXOAHBIX JTaHHBIX W KOMaH]/], a TaK»X¢C

Mep MO pasTpaHUYEHUIO JIOCTYIA.
Peanmusarust JaHHON Yrpo3bl BO3MOXKHA
pu YCITOBUSIX
—  oOmamaHWsT  JTUCKPEAUTHPYEMOH
TIPOrpaMMOn MOBBIIIEHHBIMH
TIPUBHIICTHSMH B CUCTEME;

— OCYIIECTBIECHHS JUCKPEIUTUPYEMOH
MPOrpamMMoii puéMa BXOJHBIX JAHHBIX
OT JpYrHX TMporpaMM WIH  OT
TI0JIb30BATEIIS;

— HapyluTellb HMEET BO3MOXHOCTb
OCYLIECTBIIATH Iepeliayy HaHHBIX K
JIMCKPEAUTUPYEMOI porpamMmme

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpEeTHIM
TIOTEHIHAJIOM

Wudopmarmo
HHas CHCTeMa,
BUPTYaJIbHAs
MalliHa,
CEeTEeBOC
TPOrpaMMHOE
obecrieueHue,
ceTeBoi

Tpapuk

10

0.6

cpenHss

cpenHss

aKTYyaJIbHasA




YBU.8

Yrposa
BOCCT@HOBJICHHUS
ayTeHTH(UKAINOH
HoI nHpopmarym

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
noxbopa (HampuMmep, IyTEM IIOJHOrO
nepebopa wiM nepedopa Mo CIOBapIO)
ayTeHTHOUKAIMOHHOH  uH(opMarmn
JUCKPEIUTUPYEMOH y4ETHOH 3amucu

TOJIb30BATEIIS B CHCTEME.
HMauHast yrposa o0ycioBieHa
3HAYUTEIbHO  MEHBIIUM  O00BEMOM
JAHHBIX XeI-KozIa

ayTCHTU(UKAIIMOHHON HHPOPMALIUH 110
CpaBHEHMIO C HeW caMoi, 4TO

orpenenseT IiBa CIIC/ICTBUS:
— BpemMs Tmogbopa B OCHOBHOM
orpeenseTcs HE 00BEMOM

ayTeHTH(UKAMOHHOW nHpopMarmy, a
00bEMOM  JaHHBIX €€  XEelI-Koja;
- BOCCTaHOBJICHHAST
ayreHTH(QUKAlMOHHAas  uH(bOpMaIys
MOXKET HE COBIAJaTh C UCXOMHOH (TIpH
MIPUMEHEHNH HEKOTOPBIX aJrOpPUTMOB
JUISL HECKOJIBKMX HAOOpPOB HMCXOIHBIX
JaHHBIX ~ MOTYT  OBITh  IONYYEHBI
OJIMHAKOBBIE PE3YNIBTATBhl — XEII-KOJIBI).
Peanuzanust naHHON yrpo3bl BO3MOXKHA
c TIOMOUIBIO CHeLUANIBHBIX
MPOrpaMMHBIX CPEICTB, a TaKXke B
HEKOTOPBIX CIIydasiX — «BPYUHYIO».

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremMHoe
MPOrpaMMHOE
obecrieueHue,
MHUKpOTporpa

MMHOE
obecrieueHue,
y4ETHBIE
JTAaHHEIE
TOJTb30BATEIS

10

0.6

cpenHss

cpenHss

AxTyanbHas




YBU.9

Yrposa
BOCCTAHOBJICHUS
MpeAbITyIen
YS3BUMOH  BepcHn
BIOS

er03a 3aKJII0YacTCd B BO3MOXKHOCTHU

OCYIIIECTBIICHHS BBIHY)KJICHHOT'O
nepexona Ha HCIIOIB30BaHUE
BIOS/UEFI, conepxarnei yi3BUMOCTH.
Jlannas yrposa o0yciioBieHa
C1abOCTSIMH TEXHOJIOTHI KOHTPOJIS 32
OOHOBIICHHEM TIPOrPaMMHOTO
oOecrieueHus BIOS/UEFI.
Ilpy  WCHONB30BAaHWK  TEXHOJOTUH

obnosienust BIOS/UEFI  Bo3MOXHO
BO3HHKHOBEHHE CIEIYIOIEH CHTyaluu
(ycnoBus, XapaKTepU3yHoILHe
CHTYaIIIO yKa3aHsbl B
XPOHOJIOIMYECKOM TOpsIJIKe):
— Ha KOMIIBIOTEpPE  YCTaHOBJICHA
Hekotopast Bepcusi BIOS/UEFI, s
KOTOpPOl Ha MOMeHT e€ paboThl He
U3BECTHBI Y3BUMOCTH;
— B CHIIy HEKOTOPBIX OOCTOSITENIBCTB
BIOS/UEFI  npoxoauTt  mpouenypy
OOHOBJICHUSI, COXpaHss TPH  3TOM
npenpiymyto Bepcuto BIOS/UEFI Ha
ciydai «OTKaTa» CHCTEMBE;
- MyOIMKYIOTCS JIaHHBIC 0
CYIIECTBOBaHUH ysI3BUMOCTEH B
npeppinymeid  Bepcun  BIOS/UEFI;
— HPOUCXOIUT COOH B paboTe CHCTEMBI,
B pe3yabTare 4Yero TeKkymias (HoBas)

Bepcus BIOS/UEFI CTaHOBUTCS
HepaboTOCIIOCOOHOM (Hampumep,
HapylaeTcs ed LIEJIOCTHOCTbD);
- I10JIb30BaTEb OCYIIECTBIISIET
LITATHYIO HPOLEIYPY BOCCTAHOBICHHS
paboTocrocodHOCTH CHCTEMBI -
NPOBOUT ~ «OTKAaT»  CHCTEMBl K
MPeABLIYIEMY paboTocrocobHOMY

COCTOSAHUIO.

Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

Muxponporpa
MMHO€E
obecrieueHne
BIOS/UEFI

10

0.6

cpenHss

cpenHss

AkTyanbHas




YBU.10

Yrpo3a  BbIXOza
mporecca 3a
MIPEeIEIBI
BHPTYaJIbHON
MallIuHbI

VYrposa 3akimodaeTcss B BO3MOXKHOCTU
3allycKa BPEJOHOCHOH  IporpaMmoin
CcOOCTBEHHOTO THIIEpBHU30pa,
(GYHKUMOHMPYIOIIETO 10 YPOBHIO
JIOTUYECKOTO  B3aUMOJEHCTBUS  HIKE
KOMIIPOMETHPYEMOT'0 THIIEPBU30pA.
Jannas yrposa o0ycioBiieHa
YSA3BUMOCTSIMH IIPOrpaMMHOT0
obecredeHust THIIEpBHU30pa,
peanu3yromero GbyHKIHIO
H30JIMPOBAaHHOI IPOrpaMMHOM cpeibl
it QYHKIMOHUPYIOIIUX B HEH
mporpaMM, a TaKke clIabocTsIMu
MHCTPYKIMI aNIapaTHONH MOIICPIKKH
BUPTYaIIH3aIiH Ha YpOBHE
poreccopa.

Peanuzanus qaHHOH yrpo3sl MPHBOAUT
HE  TONBKO K  KOMIIPOMETalluH
THIEPBU30pa, HO M 3allylIeHHBIX B
CO3JaHHOM WM BHPTYalbHOH cpefe
CPEJICTB 3alllUThl, a, CIEJOBATENbHO, K
nux HECIOCOOHOCTH BBITIOIHSATh
(byHKIMM GE30MaCHOCTH B OTHOIICHUU
BPEIOHOCHBIX IIPOrpamm,
(GYHKIMOHUPYIOIMX TI0J] yIpaBIeHHEM
COOCTBEHHOT0 I'MIIEPBU30pa.

Bremnnit
HapyIIUTENIb CO
CpEeTHAM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpEeTHAM
TIOTEHIHAJIOM

Wudopmarmo
HHasl CHCTEeMa,
CETEBOM y3ell,
HOCHTEIb
nH(popMaImy,
O00BEKTHI
(haitnoBoit
CHCTEMBI,
y4ETHBIE
JTaHHBIE
TIOJTBE30BATEIIS
, obpa3
BUPTYaIbHOI
MaIHHBI

10

0.5

cpenHsis

HHU3Kas

Heaxryansna

TexHomorus
MIPUMEHSIETCS

HE

YBU.11

VYrpoza
JIeaBTOpU3aLUN
CaHKIIMOHUPOBAHH
oro KJIMEHTa
OeCIpOBOAHOM
ceTH

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
aBTOMATH4ECKOT0 Pa3pblBa COCMHEHUS
OecripOBOIHOH ~ TOYKM  JIOCTyma ¢
CaHKIIMOHUPOBAHHBIM KIIMEHTOM
0eCrpoBOIHOI ceTu.
HanuHast yrposa o0ycioBieHa
cnabocTbl0  TEXHOJIOTMH  CETEeBOro
B3aMMOJICHCTBUA 10  OECIPOBOAHBIM
KaHaJaM Iepe/lady JaHHBIX — CBEACHUS
o  MAC-agpecax  6ecrnpoBOIHBIX
KJIMEHTOB JIOCTYIIHBI BCEM Y4aCTHHKaM
CETEBOTO B3aUMOJIEHCTBHUSL.
Peanuzanust maHHON Yrpo3bl BO3MOXKHA
pu YCIIOBUH IO/IKITIOUESHUS
HapyluTeJieM K OecpoBOJHOH ceTu
yerpoiictBa, MAC-agpec  KOTOporo
OyzmeT mMomHOCTBIO coBmazath ¢ MAC-
azpecom JTCKPEIUTUPYEMOT O
CaHKIIMOHUPOBAHHOTO KIIMECHTA

Buemnuit
HapyLIUTEeNIb €
HHU3KUM
TIOTEHLIHAIIOM,
Buyrpennuit
HapyLIUTEeNIb €
HHU3KUM
MOTEHLMAIOM

CerteBoil y3en

10

0.5

CpenHss

HHU3Kasa

Heaxryanbna

Texuomorust
MIPUMEHSIETCS

HE




er03a 3aKJII0YacTCd B BO3MOXKHOCTHU

JECTPYKTHBHOTO [POrpaMMHOI0
BO3/ICHCTBUSL Ha JAMCKPEIUTHPYEMOE
A N PEANTHPY CucremHoe
NPWIOKEHHE MYTEM  OCYIIECTBICHUS
. pOrpaMMHOE
MaHUIYJSIUA C HCIOJIBb3YEMBIMH UM
. obecrieueHue,
KOHOQUIypallMOHHBIMK ~ (aiimaMu  win
HPHKIIaJTHOS
OnbIMoTeKaMu.
HpOrpaMMHOE
HMauHnast yrposa o0ycioBiieHa
obecrieueHue,
VYrpoza crabocTsamMu Mep KOHTPOJIS ceTeBoOe
JECTPYKTUBHOTO LEJIOCTHOCTH KOH(HUTypannoHHbIX | BHyTpeHHHI HpOrpaMMHoe
HU3MEHECHHUS ailioB WIH OMONMOTEeK, | HAPYLIIMTENh C
YBU.12 ¢ ? Py obecrieueHwe, 10 0.6 cpenHsas | cpelHsa |AKTyalbHas
koH(puUryparmu/ HCIIONTB3YEeMbIX NPHIOKCHUSAMH. | HU3KAM MHKDOIDOIDA
cpenbl OKpyxeHusi | Peanu3saist [aHHON yrpo3bl BO3MOXKHA | MOTEHIHATIOM BE)Mng p
porpamMmm B Clydae HJIMYHUs Y HAPYLIUTENS MpaB
porp v ¥ HAPYIIUTEIL TP obecrieueHwe,
OCYILIECTBJICHHS 3alicH B (hailiioBbIe
MeTaJlaHHBbIE,
00BEKTHI, CBSI3aHHBIC c
KOHOUryparyeil/cpeiodl  OKpyXKeHHs OGLeKTEL
P YK (haitnoBoit
MPOrpamMMBbI, WITH BO3MOJKHOCTH
CHCTEMBI,
TMepeHarpaBiIeHHsI 3aIpocoB cecr
JMCKPEAUTUPYEMOIl  MPOrpaMMbl ~ OT peectp
3aIMIIEHHBIX (aiJIOBBIX OOBEKTOB K
JIOKHBIM
VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH
HEIPaBOMEPHOT0 HCHOJIb30BaHUS
JeKJIapUPOBAHHOTO GbyHKIMOHANIA
BIOS/UEFI JUTSL HapyIICHUs
LEJIOCTHOCTH MH(OPMaLUH, XpaHUMOI
Ha BHEIIHUX HOCHTENAX HH()OPMaLUK U
B ONEPaTHBHOM  3allOMUHAIOLIEM
ycTpoiicTBe KOMIIBIOTEpA.
VYrpoza aHHas 032 o0ycnoBieHa N
P A yrp Y Buyrpennuit Muxponporpa
JeCTPYKTUBHOTO YA3BUMOCTSIMU nporpammuoro | S MMHOE
VYBU.13 HCIIOJIb30BaHUS obecredeHus BIOS/UEFI, Py 10 0.6 cpenusisi | cpenHsisi |AKTyaibHas
JIeK/IapUPOBAHHOTO | NPEAHASHAYEHHOTO IS TECTUPOBAHHA | o i obecnieucine
PP P P NOTeHIHAnIOM BIOS/UEFI
¢yukuponana BIOS | u 00CITy)KHBaHHs KOMIBIOTEpa
(cpemctB  MPOBEPKM  LIEJIOCTHOCTH

[aMATH, HPOrPaMMHOTO 00eCreUeHHs
yrnpasneHus RAID-xonTpomiepom u
T.IL).

Peanuzanuu gaHHOM yrpo3sl MOXKET
€roco0CcTBOBaTh BO3MOYKHOCTh
obnoBnenusi Hekotopbix BIOS/UEFI
0e3 MPOXOXKJIECHNS ayTeHTH()UKALINH




YBI.14

Yrposa
JUTHTEIIEHOTO
yIepKaHus
BBIYHCITUTETBHBIX
pecypcoB
MTOJTH30BATEIIIMHU

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
OTpaHUYCHUS HAPYIIUTEIEM JOCTYIa
KOHEYHBIX MOJIb30BaTEIICH K
BBIYHCITUTEIIFHOMY pPECcypcy 3a CYéT
MPUHYJUTEIBHOTO yICPKaHUSI €ro B
3arpy’>KCHHOM COCTOSIHUM MyTéM
OCYIIIECTBJIICHUSI WM  MHOTOKPaTHOTO
BBITIOJTHCHHS OIPEICNIEHHBIX
JIECTPYKTHBHBIX JIeHCTBUM WIN
IKCIUTyaTalluH YSI3BUMOCTEH TPOrpamm,
pacIpeensionX  BBIYACIUTEIBHBIC
pecypcsl MEXTY 3a7a4aMu.
Jannas yrposa o0ycioBieHa
crabocTamu MEXaHU3MOB
0aJIaHCHPOBKH Harpysku "
pacnpeneneHust BBIYUCITUTEIBHBIX
pecypcos.

Peamuszamss  yrpo3sl  BO3MOXKHA B
ciydae, eClii y HapyIIUTeNIs MMEeeTCs
BO3MOXXHOCTD JienaTh 3ampockl,
KOTOpbIE B COBOKYITHOCTH TPeOYIOT
OoJbllle BPEMEHHU Ha BBITIOJIHEHHUE, YeM
3aI1pochl MOJb30BATENSA

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

Wudopmarmo
HHasl CHCTEMA,
CETEBOM y3ell,
HOCHTEJb
nH(popMaImy,
CHCTEMHOE
MPOrpaMMHOE
obecrieueHue,
CEeTEeBOC
MPOrpaMMHOE
obecrieueHue,
ceTeBou

Tpaduk

10

0.75

Bricokas

HHU3Kas

AxTyanbHas

YBU.15

VYrposa mocryna k
3aIIHIIAEMbIM
Gaiinam c
HCIOJIB30BAHHEM
00XOHOrO MyTH

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
MOJTy4eHUs HApYLIUTENEM JAOCTymna K
CKPBITHIM/3aIIUIIACMBIM KaTaJloram
wi GaiaM MOCpPEeaCTBOM Pa3IUYHBIX
BO3IEHCTBUII Ha (ailloByr0 cucremy
(mobGaBneHue JIOTIOJTHUTEIIBHBIX
CHMBOJIOB B yKa3aHUM IyTH K (aiimy;
oOpaienue K (aiinam, KOTOpbIe SIBHO
HE YyKa3aHbl B OKHE IPUIIOKECHHUS).
HanuHast yrposa o0ycioBieHa
crnabocTamMu MeXaHHU3Ma
pasrpaHu4eHHsi JIoCTyra K OOBeKTam
(aitnoBoit CHCTEMBL.
Peanuzanust maHHON Yrpo3bl BO3MOXKHA
pu YCIOBHSX:
— HauM4Me Yy HapyLIUTeNs IpaB
JOCTyra K  HEKOTOPBIM  0ObeKTam
(aitnoBoit CHCTEMBI;
— OTCYTCTBHE TIPOBEPKH BBOJHMMBIX
TI0JIb30BATEIEM JIAHHBIX;
— HaIMYMe Yy JAUCKPEAUTHUPYEMOM
TIPOTrPaMMBI CITHIIKOM BBICOKHX
MpUBWIETHH  JocTyma K  (aiinam,
00paboTKa KOTOPBIX HE

Buemnuit
HapyLIUTEb
HHU3KUM
TIOTEHLIHAIIOM,
Buyrpennuit
HapyLIUTEb
HHU3KUM
MOTEHLUAIOM

C

C

OOBEKTHI
(aitnoBoit
CHCTEMBI

10

0.5

CpenHss

HHU3Kasa

Heaxryanbna

IloTeniuan
HAPYIIUTEIs
HEJOCTaTOYEH




npeanojaaracTes ¢ eé TIOMOIIBHO

YBU.16

VYrposa pocryna k
JIOKQJIBHBIM

¢aitlam  cepBepa
npu nomommu URL

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
nepegadu HapyLIUTEIIEM
JTUCKPETUTHUPYEMOMY Opaysepy
3ampoca Ha JOCTym K (aiiimoBoit
cucreme nomnb3oBatens Bmecro URL-
3ampoca. [Ipu 3Tom Gpay3ep BBIIONIHHUT
9TOT 3allpoc ¢ IpaBaMH, KOTOPbIMU OH
ObLT HaJIeNEH TIPH 3aIlycke, U IepenacT
JlaHHblE, IIOJIydCHHBIE B pe3ylbTaTe

BBITIOJTHEHUSI 9TOH orepanuy,
HapyIHTEIIO.
Januast yrposa o0ycnoBieHa

cmabocTsIMH ~ MEXaHM3Ma  IPOBEPKH
BBOAMMBIX IOJIb30BATENIEM 3aIPOCOB,
KOTOpBIII HE JeNaeT pasinuuuil Mexmy
3anpocaMd Ha JocTyn K (aiinoBoit
cHCTEME u URL-3anpocamu.
Peanuzanus 1aHHOH yrpo3bl BO3MOXHA
B Cllydae HaIU4YMs Yy HapyIIHUTENs
NPUBWIIETHH Ha OTHPABKY 3alpocoB
Opayszepy, (QyHKIMOHWpYIOIIEMY B
JMCKPEAUTUPYEMOI CHCTEME.

Bremnani
HapyuuTenb co
CpeTHUM
TOTEHI[AATIOM

CeteBoe
MPOrpaMMHOE
obecrieuenue

10

0.6

cpenHss

cpenHsis

AxTyanbHas




YBU.17

Yrposa
JIoCTyTa/Iepexsar
a/M3MEeHEHUS
HTTP cookies

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
OCYILIECTBIICHHS HapyIIUTelIeM
HECaHKIIMOHUPOBAHHOIO  JIOCTyHa K
3ammmaeMoil MHpopMarmy (y4ETHBIM
3aIHCAM T0JIb30BaTEICH,
cepTudUKaTaM ¥ T.I.), coIeprKamencs
B cookies-haiimax, BO BpeMs HX
XpaHCeHHs WIH Tepeadyd, B PEKHME
YTCHUS (packpbiTie
KOH(DHICHIIMATFHOCTH) WJIM  3aIliCH
(BHECeHHE M3MEHEHHMIT JUlsl pean3anin
yIpO3bI MOIMEHBI JIOBEPEHHOTO
TTOTH30BATEIIS).

HMaunast yrposa o0ycnoBiieHa
CTaboCTSIMH  MEp  3alMThl  cookies-
(bailioB:  OTCYTCTBHEM  NPOBEPKH
BBOAMUMBIX  JaHHBIX CO  CTOPOHBI
ceTeBOH  CIyXObl,  HCHOJB3YIOIIEH
cookies-(aiiiel, a Takke OTCYICTBHEM
mudpoBaHus INpU nepenade cookies-
¢aiinos.

Peasnu3zaiyiss JaHHON Yrpo3bl BO3MOXKHA
pH YCIOBHSX OCYIIECTBIICHUS
HapyLIUTeIeM YCIEIIHOT O
HECaHKIIMOHUPOBAHHOIO  JIOCTyHa K
cookies-daiinam u OTCYTCTBUH
MPOBEPKM LIEJIOCTHOCTH HX 3HA4YCHUH
CO  CTOPOHBI  JUCKPEAUTHPYEMOIrO
TIPUIIOXKEHHS

Bremnni
HapyLIUTENlb
HHU3KUM
TOTEHI[AATIOM

C

IIpuxnanxoe
MPOrpaMMHOE
obecrieueHue,
ceTeBoe
MPOrpaMMHOE
obecrieueHue

10

0.75

Bricokas

Cpennsist

AxTyanbHas

YBU.18

VYrpoza 3arpy3ku
HEIITaTHON
OTePaLMOHHON
CHCTEMBI

VYrposa 3akinodaeTcs B BO3MOXKHOCTH
MOIMEHbl HapyIIUTEIEM 3arpyxaeMon
OIepaLuoOHHON CHUCTEMBI nyTéM
HECaHKLIMOHUPOBAHHOT O
nepexondurypupobanus B8 BIOS/UEFI
IIyTH JocTyna K  3arpy34uKy
OepaLuoOHHON CHCTEMBL.
HNanuast yrposa o0ycioBieHa
crnabocTamMu TEXHOJIOr i
pas3rpaHUYeHHs JOCTYIIA K yIPABICHUIO
BIOS/UEFI.

Peanuzanust maHHON Yrpo3bl BOZMOXKHA
npH YCIIOBHH JOCTYITHOCTH
HApYIIUTEIIO CIEIYIOIEro Mnapamerpa
nacrpoiiku BIOS/UEFI -  ykasanus
HCTOYHUKA 3arpy3Kd ONEpalOHHON
CHCTEMBI

Buyrpennuit
HapyLIUTEb
HHU3KUM
MOTEHLAIOM

C

Muxpomnporpa
MMHO€
obecreueHne
BIOS/UEFI

10

0.6

CpenHss

CpenHss

AxTyanbHast




YBU.19

Yrposa 3apaxxeHust
DNS-kema

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
TepeHanpaBICHAS HapYIIATEIIEM
CETEBOrO Tpaduka yepe3 COOCTBEHHBIN
CeTeBOM y3e1 MyTEM OMOCpPEIOBAaHHOIO
M3MEHEHHUs TaOuIl COOTBETCTBUS IP- 1
JIOMEHHBIX WMEH, XpaHuMbIX B DNS-
cepBepe, 3a CUET TeHepaly JIABUHBI
BO3MOXKHBIX OTBETOB Ha 3ampoc DNS-
cepBepa JIETAIBHOMY IOJIB30BATEINIO
I 3a cuér 9KCILTyaTalluH
YSI3BUMOCTEH DNS-cepgepa.
Jannas yrposa o0ycioBieHa
CTa0OCTSIMH  MEXaHHU3MOB  TIPOBEPKH
MOJUTMHHOCTH ~ CYOBEKTOB ~ CETEBOT'O
B3aMMOJICHCTBHSI, a TaKKe
YSI3BUMOCTSAMU DNS-cepsepa,
MO3BOJIAIOIIMMH HAIPSIMYIO 3aMEHUTH
DNS-kemr DNS-cepgepa.
Peanusanys gaHHOW Yrpo3bl BO3MOXKHA
B Clyyae HaNW4Ms Yy HapyIUTENIs
TIPUBHJIETHH, JIOCTaTOYHBIX JUIS
OTHpaBKH CETEBBIX 3ampocoB k DNS-

cepBepy

Bremnani
HapyLIUTeNlb
HHU3KUM
TOTEHI[AATIOM

C

CereBoii y3em,
CETEBOE
MPOrpaMMHOE
obecrieueHue,
ceTeBoi

Tpapuk

10

0.6

cpenHss

cpenHsis

AxTyanbHas

YBU.20

VYrpoza
370yIOTPeOIICHUS
BO3MO)KHOCTSIMH,
IPeI0CTABIICHHBIM
U moTpebuTensMm
00JIauHbBIX YCIyT

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
OCYILIECTBIICHUS norpedureseMm
o0NauHbIX  ycuyr  (Hapymurenem)
pacchUIKN crama,
HECaHKIIMOHUPOBAHHOIO  JIOCTyHa K
BUPTYaJIbHBIM ~ MalllMHaM  JPYrHX
norpedureneil 00MaYHBIX YCIyr WIN
OCYILIECTBIICHUS JPYTUX
JeCTPYKTHBHBIX POrpaMMHBIX
BO3CUCTBUI Ha Pa3lIUYHbIE CUCTEMBI C
IIOMOIIBIO  APEHIOBaHHBIX PECYPCOB
00J1a4HOr0 cepBepa.
JaHHast yrpo3a OOyC/IOBJIEHA TEM, YTO
MOTpeOuTeNlb O0NAYHBIX YCIYT MOXKET
yCTaHaBJIMBATh co0OcTBEHHOE
IPOrpaMMHOe obecneyeHue Ha
00a4YHbII cepaep.
Peanuzanust naHHON Yrpo3bl BO3MOXKHA
nyréM ~ YCTAaHOBKM M 3aIllycka
norpedureneM  OONAYHBIX  YCIYT
BPEIOHOCHOTO MPOrpaMMHOT0
obecrieyeHuss Ha OOJa4HBIA cepsep.
VYenemnas peanuszanys JaHHOW yrpo3bl
norpeduteneM  OONAYHBIX  YCIYT
OKa3bIBaCT HETaTHBHOC BIMSHHE Ha
peIyTalMi0  MOCTaBIIMKA  OOJAYHbBIX

Buyrpennuit
HapyLIUTEb
HHU3KUM
MOTEHLMAIOM

C

Oo6naynas
cHCTEMA,
BUPTYyaIbHAS
MalivHa

10

0.5

CpenHss

Huzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




yeryr

YBU.21

Yrposa
37I0yIOTpeOIICHNS
JIOBEpHEM
noTpeouTenei
00JIa4YHBIX yCIIyT

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
HapYLICHUS (cyuaitHo WK
HAaMEPEHHO) 3aIIUIIEHHOCTH
HHPOPMAITUH MTOTPeOUTENeH 00IauHbIX
YCIYr BHYTPCHHHMH HapyIIHTEISIMH
ITOCTABIIUKA 00JTaYHBIX YCIIYT.
JaHHast yrpo3a OOYyCIIOBJICHA TEM, YTO
3HAYMTENbHAS 4acTh ¢byHKIMT
OesomacHOCTH TmiepeBeicHa B cdepy
OTBETCTBEHHOCTH MOCTABIIHKA
00IaYHBIX yCIyr, a TaKKe
HEBO3MOKHOCTBIO TPHHSITHS
norpedurenieM OO0NaYHBIX YCIyr Mep
3aIUTHl  OT JAEHCTBUI COTPYIHHUKOB
TTOCTaBIIUKA 00JTagHBIX YCITyT.
Peasnu3zaiuiss JaHHON Yrpo3bl BO3MOXKHA
MpPU YCIIOBUH TOTO, YTO MOTPEOUTENH
00JIa4YHBIX YCIYr HE BXOMST B COCTaB
OpraHu3alIyy, OCYILECTBIISFOLICH
OKa3aHWE JAHHBIX OOJIAYHBIX YCIYT
(T.e. mOTpeOWTENH  NIEHCTBHUTEIBHO
nepenan IOCTaBIIMKY COOCTBEHHYIO
UHGOPMALMIO VIS OCYLIECTBICHUS €&
00paboTKH)

Bremnanit
HapyLIUTENlb
HHU3KUM
TOTEHI[AATIOM

C

Oo6naynast
crcTeMa

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE

YBU.22

VYrpoza
HU30BITOYHOTO
BBIJICJICHUS
OMEepPaTUBHOMN
aMATH

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
BBIJICJICHUS 3HAYMUTENBHBIX PECYpPCOB
OIepaTHUBHON MaMATH UL
00CITy)KUBaHHS 3aIIPOCOB BPEJOHOCHBIX
pOrpamm u COOTBETCTBEHHOI'O
CHIDKEHHUS o0béMa pecypcoB
OIIEPATHBHOW INaMATH, JOCTYIHBIX B
CHCTeME I BBIICJICHUS B OTBET Ha
3aIpOChI pOrpamMmm JIETIbHBIX
OJIb30BaTENEH.

JaHHast yrpo3a 00ycJIOBI€Ha HaTHYHEM
cmabocTeil  MeXaHM3Ma  KOHTPOJA
BBIJICJICHUS. ~ OIEPAaTUBHOM  HaMSTH
Pa3IM4HBIM [POrpaMMaM.
Peanuzanust naHHON Yrpo3bl BO3MOXHA
npH YCIIOBHU HaXOXKIICHHS
BPEIOHOCHOTO MPOrpaMMHOT0
obecrieyeHnss B CHCTEME B aKTHBHOM
COCTOSIHUM

Buemnuit
HapyLIUTENb
HHU3KUM
TIOTEHLIHAJIOM,
Buyrpennuit
HapyLIUTEb
HHU3KUM
MOTEHLMAIOM

C

C

AnmnapatHoe
obecrieueHue,
CHCTEMHOE
MPOrpaMMHOE
obecrieueHue,
ceTeBoe
MPOrpaMMHOE
obecrieueHue

10

0.6

Cpenuss

CpenHss

AxTyanbHast




YBU.23

Yrposa
M3MCHCHHUS
KOMITOHEHTOB
CHUCTEMBI

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
MONYYEeHUsT HApYyMHUTEIeM OOCTylma K
cetu VHTEpHET (IIpH €ro OTCYTCTBUH B
cHCTeMe), K XpaHUMBIM Ha JIMYHBIX
MOOMIBHBIX  ycTpoiicTBax  (haiinmax,
BHEJIPEHMST 3aKIaJOK M T.OL IIyTEM
HECAaHKIMOHUPOBAHHOTO  M3MEHEHHUS
cocrasa TIPOT PaMMHBIX WITH
anmaparHbIX cpencTB
HH()OPMAIIIOHHOM CHUCTEMBI, 4YTO B
JaJbHEHIIIEM IT03BOJIUT OCYIIECTBISTH
JTAHHOMY HapyIIUTENIO (WIIN IPyroMy —

BHEIITHEMY, OOHApYXHUBIIEMY
HECAaHKIIMOHUPOBAHHBIM KaHal JOCTYINa
B CHUCTEMY) HECAaHKI[MOHHPOBAHHbIE
JIeUCTBHS B JaHHOMU CHCTEME.
Jlannas yrposa 00ycnoBieHa
cmabocTsiMM ~ Mep  KOHTpONsS — 3a
LIEJIOCTHOCTBIO anmnapaTHON
KOH(pHUTypauu UH(POPMAIIMOHHOH
CHCTEMBI.

Peanuzanust faHHON yrpo3bl BO3MOXHA
NIpU YCIIOBUM YCIEIIHOTO IOJy4EeHUs
HapyLIUTeIeM HEO0XOIUMBIX
TTOJTHOMOYHI B CUCTEME.

Buyrpennuit
HapyLIUTENlb
HU3KUM
TIOTEHIMAJIOM

C

Wudopmarmo
HHas CHCTEMA,
cepsep,
pabouast
CTaHIHS,
BUPTYaJIbHAs
MalliHa,
CHCTEMHOE
MPOrpaMMHOE
obecrieueHue,
MIPUKITAIHOE
MPOrpaMMHOE
obecrieuenue,
anmapaTrHoe
obecrieueHne

10

0.5

cpenHss

Huzkas

AxTyanbHas




YBI.24

Yrposza
HN3MEHEHHUS
PEeXUMOB  pabOTHI
anmapaTHBIX
2JIEMEHTOB
KOMIIBIOTEpa

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
U3MCHEHMSI HApYIIUTEJIeM pPEKUMOB
paboThl  ammapaTHBIX  3JIEMEHTOB
KOMITbIOTEpa myTéM
HECAHKIIHOHUPOBAHHOTO
nepexordurypuposanuss BIOS/UEFI,
410 O3BOJISIET:
— 33 CuyéT H3MEHEHHS YaCTOTHI
CHCTEMHOM IIMHBI, PeXHMa Ieperadn
JNaHHBIX [0 KaHAJaM CBS3W M T.IL
TTOBIIHSTh Ha [J9113% )
MPOM3BO/IUTEIFHOCTh KOMIBIOTEPA HITH
BbI3BATh cOOM B ero  pabore;
— 32 CcyéT TOHIDKECHHS BXOJHOTO
HANpPsDKEHUsI, OTKJIIOYEHUS  CHUCTEM
OXJIAXICHHUS BPEMEHHO O00ECIEeUYHTh
HEepabOoTOCIIOCOOHOCTE  KOMITBIOTEPA;
— 3a CyéT 3aJaHUsS HEIOMYCTUMBIX
rapamMmeTpoB paboThI YCTPOWCTB
(TIOpOroBOro  3HauYCHHs OTKIFOYCHHS
YCTPOWCTBA TpPHU TEperpese, BXOIAHOTO
HANpsUKCHHsT W T.I.) TPUBECTH K
(bu3HUeckOMy  BBIXOJY W3 CTPOS
OTZICNBHBIX aNNapaTHBIX —dJIEMEHTOB
KOMIIbIOTEpA.

Hannas yrposa o0ycioBneHa
cnaboctamu TEXHOJIOT M
pasrpaHHYeHHs JOCTYIA K YIIPABICHHIO
BIOS/UEFI.

Peanusaius JaHHOM yrpo3bl BO3MOXKHA
IPU YCJIOBUM HAIIMYUSI Y HAPYyILIUTENS
MIPUBHIICT Ui Ha HU3MEHEHHUE
COOTBETCTBYIOIINX napaMmeTpoB
Hacrpoiiku BIOS/UEFL

Bryrpennmii
HapyIIUTENb
BBICOKUM
TIOTEHIHAJIOM

C

Muxponporpa
MMHOE 1
anmnaparHoe
obecrieueHne
BIOS/UEFI

10

0.5

cpenHss

Huzkas

Heakryans-
Has

ITorenmuan
HapyLIUTENs
HEJIOCTaTOYCH




YBU.25

Yrposa
M3MEHEHHUS
CHCTEMHEIX
rJ100aTbHBIX
MEPEMEHHBIX

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
OCYIIIECTBICHUS HapYIIATEIIEM
OITOCPEIOBAHHOTO JIECTPYKTHBHOT'O
MIPOrPaMMHOTO BO3/ICHCTBHUS Ha
HEKOTOpPBIE MPOTrPaMMBbI WU CHCTEMY B
1eJI0M MyTéM HU3MEHEHUS
HCTIOJIE3YEMbIX  JTUCKPEIUTHPYEMBIMH
MPOrpaMMaMH €JIMHBIX CHCTEMHBIX H
JI00AJTEHBIX TIEPEMEHHBIX.
Jannas yrposa o0ycioBneHa
CTa0OCTSIMH ~ MEXaHHW3Ma  KOHTPOJIA
JOCTyna K pas3lenseMoil mamsTH, a
TaKkKe YA3BUMOCTSAMH IPOTPAMMHBIX
MOZyJeH TPWIOKEHUH, peaTn3yIomux
KOHTPOJIb ~ TCJIOCTHOCTH  BHEITHHX
TIEPEMCHHBIX.

Peanusarys gaHHOH Yrpo3bl BO3MOXKHA

pu YCIOBHSIX OCYILECTBIICHHS
HapyIIUTENeM YCIIEHOT O
HECAaHKIIMOHUPOBAHHOIO  JOCTyMma K
CHCTEMHBIM u r100aIbHBIM

NIEPEMEHHBIM M OTCYTCTBHUH IIPOBEPKU
HEJIOCTHOCTHU HX 3HAYCHUH CO CTOPOHBIL
JUCKPEIUTUPYEMOI'O IPUITTOKEHUA

Buyrpennuit
HapyIIUTENb CO
CpeaHuM
TIOTEHIMAJIOM

CucremHoe
porpaMMHOe
obecrieueHue,

TIPUKIIAIHOE
MPOrpaMMHOE
obecrieueHue,

CETEBOE
MPOrpaMMHOE
obecrieueHue

10

0.5

cpenHss

Huzkas

HeaKTyaTbHa

ITorenmuan
HapyLIATENs
HEJIOCTaTOYCH




YBU.26

Yrposa
HCKakeHust XML-
CXEMBI

Yrpo3a 3akIrodaeTcs B BO3MOXHOCTH
M3MEHEHHSI HapYIIUTENEeM aJTrOpUTMa
00paboTKH nHpopmarm
TIPMIIOKEHISAMH, (DYHKIIMOHUPYIOIINMHA
Ha ocHOBe XML-cxeM, BIDIOTH [0
TIPUBENICHUS] TIPUIIOKEHHS B COCTOSHHE
"oTka3 B oOcmyXuBaHUH", IIYTEM

N3MEHEHHUSI XML-cxembl,
rnepeaBaeMoil  MEXIy KIHUEHTOM U
CEpPBEPOM.

Hannas yrposa 0o0ycroBIeHa
CI1aboCTIMU Mep obecrnieueHust

LIEJIOCTHOCTH  TepellaBaeMbIX  TpU
KIIMEHT-CEPBEPHOM  B3aUMOJICHCTBUU
JMAHHBIX, a TaKke  crabocTsaMu
MEXaHU3Ma CETEeBOro B3aUMOIEHCTBUS

OTKPBITBIX CHCTEM.
Peanuzanust naHHON yrpo3bl BO3MOXKHA
npu YCIIOBHAX OCYILIECTBIECHUS
HapyLIUTeNIeM YCHELIHOr 0

HECAHKIIMOHUPOBAHHOIO  JIOCTyHa K
ceTeBOMy TpaduKy, IepenaBacMoMy
MEXIy KIMEHTOM W CEpBEPOM H
OTCYTCTBHU IIPOBEPKH  LETOCTHOCTH
XML-cxembl co CTOPOHBI
JMCKPEIUTUPYEMOTO TIPUIIOKEHHUS

Bremnnit
HapyIIUTENIb CO
CpETHUM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpEeTHAM
TIOTEHIHAJIOM

CereBoii y3em,
CETEBOE
MPOrpaMMHOE
obecrieueHue,
ceTeBoi

TpapuK

10

0.6

cpenHsis

cpenHss

AxTyanbHas




VYrpo3a 3aKi04aercd B BO3MOMKHOCTU
Ne3nH(POPMHUPOBAHUST  HOJIB30BaTENICH
WIN aBTOMAaTHIECKHX CUCTEM
YIOpaBlIeHUs MyTEM IOAMCHBI WM
HCKa)KECHUS HCXOJHBIX JTAHHBIX,
MOCTYTIAOIIHX oT JIaTYUKOB,
KIIaBUATypbl WIH JpPYrUX YCTPOUCTB
BBOJIa MH(OPMAIINH, a TAK)Ke MOJAMEHBI

WIH HCKa)KEHUSI nH(popMaImy, CucremHoe

BBIBOJAMMON Ha IMpPUHTEP, JHUCILICH Y— porpaMMHOe
VYrpoza orepaTopa WK Ha npyrue HapymmTenh  C obecneyeHue,
HCKaKCHHS niepudepuitHbie yCTpo¥CTBa. MIPUKIIAJHOE
BBOJIIMO¥ u | JanHas yrposa o0ycnoBiieHa BRICOKIM IIPOrpaMMHOe

. . | moreHIManoM
YBUN.27 BBIBOJIMMON Ha | cimabocTsMu Mep AHTHBHPYCHOH | o it ’ obecrieueHwe, 10 0.75 | BbICOKast | cpemHss |AKTyanbHas
nepudepuitHbie 3alIUTBl U KOHTPOJS JIOCTOBEPHOCTH HaID};ITIEII/ITeJ'IB c ceTeBoe
yCTpoiicTBa BXOTHBIX M BBIXOTHBIX JMAHHBIX, a | o= = MPOrpaMMHOe
uHpOpMaIH TaKKe OMIMOKAMH, JOMYIICHHBIMH B obecrneyeHue,
TTOTEHIHAIOM

XO0A€  MPOBEACHUS  CICHHATBHBIX anmapaTrHoe

MPOBEPOK anmapaTHBIX CpencTB obecrnieyeHne

BBIYHCITUTELHON TEXHHKH.

Peanusanys gaHHOH Yrpo3bl BO3MOXKHA

pu YCIOBHH HaJIHYHSI B

JMCKPEAUTUPYEMOil HH(OpPMAIHOHHON

CHCTEME BPEIOHOCHOI'O MPOrPaMMHOI0

obecrieyeHus (HapuMep, BUPTYaJIbHBIX

IipaiiBepoB YCTPOHCTB) Wi

almnapaTHbIX 3aKJIaI0K

VYrposa 3akimodaeTcs B BO3MOXKHOCTH

OCYILIECTBIICHUS HapyluTeleM

HECaHKIIMOHUPOBAHHOIO  JIOCTyHa K

3amuiaeMoil MHpopManuu B 00XO.

LITATHBIX MEXaHU3MOB C IIOMOILIBIO

HECTaHIAPTHBIX HHTep(elicoB (B TOM

qyuciie  JIOCTYNa uepe3 KOMaHIHYIO CereBoil y3emn,

CTpoKy B o0xox  rpaduueckoro | BuemrHuit 00BEKTHI
Vrposa uHrepdeiica). HapyIIUTEeNb  C (aitnoBoit

Jannas yrposa 00ycnoBIIeHA | HU3KUM CHUCTEMBI,
HCIOJIB30BAHUS

YBU.28 aJIbTePHATUBHBIX caabocramu  mep PASTPAHICHIA | TIOTCHITHATIOM, VPHIIAIHOC 10 0.6 Cpennsist | cpepHsis |AKTyalbHas

nyreil siocTyna K JocTyna K 3amuniaeMoil nadopmanuy, | BHyrpennuii POrpamMMHoOe
pecypean cnabocTaMu  (UIBTpAlMM  BXOIHBIX | HapyLIUTeNb ¢ | obecreyeHwue,

JIAHHBIX. HHU3KUM CHCTEMHOE

Peanuzanus naHHON yrpo3bl BO3MOXKHA | MOTEHLHMAIOM MIPOrpaMMHOE

NPY YCJIOBUM HAJIM4YUS Y HapYIIUTEI: obecnieyeHne

— BO3MOXXHOCTU BBOZIa ITPOH3BOJIBHBIX
JaHHBIX B QJPECHY0  CTpPOKY;
— CBEJICHHH O MyTH K 3alUIIaeMOMy
peeypey,

- BO3MOXKHOCTH HU3MEHEHHUS
uHTepdeiica BBOAA BXOAHBIX JaHHBIX




YBU.29

Yrposza
HCIIOJIb30BaHUS
BBIYHCITUTETBHBIX
pecypcoB
CYIEepPKOMITBIOTEPA
«Iapa3HTHBIMIDY
TIporieccaMu

erosa 3aKJII0YacTCA B BO3MOXKHOCTHU

CYILIECTBEHHOTO CHIDKEHHS
MIPON3BOANUTEIHHOCTH
BEIYHUCIUTEIEHOTO TIOJISt
CyIepKOMITbIoTepa U 3P (PEKTUBHOCTH
BEINOJTHEHHWST Ha  HEM  TEKYIIUX
MapaJuleNIbHBIX ~ BBIYMCICHHH — W3-3a
MOTpeOIeHNS BBIYHCITUTEIBHBIX
pecypcoB CYIEPKOMIIBIOTEPA
«Iapa3suTHBIMIDY poleccaMu
(«rrpomeccaMH-TIOTOMKaMM»
TIPEIBLTYIIIX 3a7aHui WITH
TpolLeccaM, 3aIyIeHHBIMA
BPEIOHOCHBIM MPOrpaMMHBIM
obecriedeHreM).

Hannas yrposa o0ycnoBiieHa

cmabocTsIMH Mep OYHCTKM TNaMATH OT
«IIPOLIECCOB-TIOTOMKOBY  3aBEPILIEHHBIX
3aJaHMi, A  TaKKe  IPOLECCOB,
3aIyIICHHBIX BPE/IOHOCHBIM
MPOrpaMMHBIM obecrieyeHreM.
Peanuzanus 1aHHOH yrpo3sl BO3MOXKHA
pH YCIIOBHU HEKOPPEKTHOTO
3aBEpIUEHMS BHIOJHEHHBIX 3a/ay WU
Halu4Msl BPEJOHOCHBIX MPOLECCOB B
HaMATH CYNEPKOMIIBIOTEPA B aKTHBHOM
COCTOSTHUM

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

Brranciourens
HBIE y37Ibl
CYIEPKOMIIbIO
Tepa

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.30

Yrposa
UCHOJIb30BAHUS
nuHpopMaIu
uzieHTHUKaI/a
YTeHTH(UKALNH,
3a/laHHOK o
YMOJIYaHUIO

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
TIPOXOKACHHUS HapyIIUTEeIeM
MIpOLeTypbl aBTOPW3alMM HAa OCHOBE
TIOTYIEHHOH U3 OTKPHITHIX HCTOYHUKOB
ueHTH(HUKAIIMOHHON u
ayTeHTH(UKAIMOHHOH  nH(opMarmy,
COOTBETCTBYIOILICH  ydéTHOH 3amucu
«I10 YMOITYAHUIO» JTUCKPEIUTHPYEMOT O
obbexra 3aIIUTHL
JaHHast yrpo3a OOyCIIOBJIEHA TEM, YTO
BO MHOXKECTBE NPOTPaMMHBIX H
MIpOrpaMMHO-aIIapaTHBIX CpencTB
TIPON3BOAUTEISIMU TIPEyCMOTPEHBI
Y4ETHBIE 3alHCH 0 YMOIYaHHIOY,
NpeAHa3HauYeHHBIE [UISI  [EPBUYHOTO
Bxoma B cucremy. bomee Ttoro, Ha

MHOT'HX ycTpoiicTBax
nieHTH(UKAIMOHHAS u
ayreHTH(QUKAlMOHHAas  uH(bOpMaIus

MOXET OBITh BO3BpallleHa K 3aJaHHOH
«II0 YMOJIYAHHIO» TIIOCIE IPOBEACHHS
ammapatHoro  cOpoca  mapameTpoB
CHCTEMBI (bynxius Reset).
Peanusanys 1aHHOW Yrpo3bl BO3MOXKHA
MPU OJHOM W3 CIICAYIOIINX YCIOBHH:
— HaJIM4¥e y HapYIIUTENs CBEACHHH O

MIPOU3BOANTEIIES/ MOICIIH o0BeKTa
3aIUTBl M HAJIMYUE B  OTKPBITHIX
HCTOYHUKAX CBEICHHUI 00
UACHTU(DUKAMOHHON u
ayTeHTU(UKALMOHHOH  HH(opMaLHy,
COOTBETCTBYIOILICH  y4éTHOW 3amucu
«II0  YMONYaHHIO» Ul OOBEeKTa
3aILUTHI;

- YCIIELITHOE 3aBeplIeHHe

HapyLIUTEIEeM MPOLEAYPHl BBISBICHUSA
JaHHOW WH(OpMALUK B XOIE aHAIN3a
MIPOrpaMMHOT0 KoJia
JHMCKPETUTUPYEMOr0 00BEKTa 3aIUThI

Bremnnit
HapyIIUTENb CO
CpETHUM
TIOTEHIMAIIOM,
Bayrpennmii
HapyIIUTeNb C
HU3KHM
TIOTEHIHAJIOM

Cpencrpa
3aIUTHI
vHpOpMAaLUH,
CHCTEMHOE
MIPOrpaMMHOE
obecrieueHue,
ceTeBoe
NpOrpaMMHOE
obecrieuenue,
MHKpOIpOrpa
MMHOE
obecrieuenue,
pOrpaMMHO-
anmnapaTHble
cpencraa co
BCTPOCHHBIMH
GyHKIUSAMI
3aIUTHI

10

0.6

Cpennss

cpenHss

AkTyanbHas




VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
MONYYEeHUsT HApyIMIUTEIEeM MAOCTyHma K
JTAHHBIM u byHKUMSIM,
NpeAHa3sHaYeHHbIM  JUI1  Y4ETHBIX
3amucei ¢ Oonee BBICOKUMH UYEM Y

HAPYIIUTEJISl MPUBMICTHAMHU, 3a CYET BremHuii CucremHoe

omMbOK B IapaMerpax HaCTPONKH HIpOrpaMMHOE
Yrposa HapyluTeiab ¢

CPEACTB pasrpaHMyeHHs Jxocryna. IIpu obecrieyeHue,
HCIOJIb30BaAHUS HH3KUM

9TOM HApYIIMTENb IS HOBBIICHUS HPHKIIaJTHOS
MEXaHH3MOB o HOTEHIIUAJIOM,

YBU.31 CBOUX IIPUBWIECTMH HE OCYLIECTBIISIET . IPOrpaMMHOE 10 0.6 Cpennsisi | cpemusis |AKryanbHas

aBTOpH3ALUK IS BHyTpeHHHI

JECTPYKTHBHOE [pOrpaMMHOE obecnievyeHue,
TOBBILICHHS 2 HApYLIUTENb €

. BO3JICHCTBHE HA CUCTEMY, a JIHIIb ceTeBoe

MPUBHIICTHI HHU3KUM

HCIIONB3YeT CYIIECTBYIOIIE OIIMOKH. MPOrpaMMHOe

HOTEHIINAIOM

Jannas yrposa o0ycnoBiieHa obecrnieyeHne

cmabocTsIMH ~ Mep  pasrpaHUYCHHs

JIOCTyma K mporpamMmaM u  Qaiimam.

Peanmusanusa naHHON yrpo3bl BO3MOMKHA

B Cilydac HaIW4YMs y HapPYIIHTENs

KaKHX-JIH00 NPUBUIICTHI B CHCTEME

Vrpos3a 3aKmodyaeTcss B BO3MOXKHOCTH

YCTAHOBKH YA3BHMOiT BEpCUH

obnosnenust BIOS/UEFI wnu Bepcuw,

coneprkaeit BPEIOHOCHOE

IPOrpaMMHOE obecrieyeHue, HO

uMeronen 1 poByIO TIOJTUCb.

JaHHast yrposa o0ycnoBieHa

cnabocTsIMM  Mep MO KOHTPOJIIO 3a

01aroHaJ&KHOCTBIO LICHTPOB BbLIAYU
VYrposa P o o Muxponporpa

I POBBIX noanucedd. | Buemrnuii
VICTIOMb30BAHIA Peanuzanus 1aHHOH yrpo3bl BO3SMOXHA | HapyLIMTENb €O MMHOE 1

YBU.32 MOAICITBHBIX yrp P annapaTtHoe 10 0.6 cpenusisi | cpenmHsisi |AKTyaibHas

pu YCIIOBUH BBIJJAYM | CPEIHUM
1poBbIX HeOJIaroHa1gKHbIM LEHTPOM | HOTEHLHAIOM obecnieucine
nommuceit BIOS N P BIOS/UEFI

cepTuduKanuy TUGPOBOI MOMNKUCH HA

Bepcuto  oOHoBiienusi  BIOS/UEFI,

COICPIKALLYIO  YSI3BUMOCTH, WM Ha
BEPCUIO, COZEPIKALIYI0 BPEIOHOCHOE
nporpamMMmHoe obecrieuenue (T.e. IpH
OCYIIECTBIEHMH  TakuM  LIEHTPOM
MoJyIora), a  TaKke MOJIMEHBI
HapyLIUTEJIeM JOBEPEHHOIO HCTOYHHKA
OOHOBIICHUI




er03a 3aKJII0YacTCd B BO3MOXKHOCTHU

OCYIIIECTBIICHHS HapYIIUTEIEM
JNECTPYKTUBHOTO  MH(OPMAIIMOHHOTO
BO3JICHCTBUSI HA JUCKPEIUTHPYEMYIO
CHCTeMy MyTéM  MAaHHUITYJIUPOBAHHS
y T Ymp CucremHoe
3HAYEHWSMH  BXOIOHBIX JI@HHBIX W
N porpaMMHOe
hopmoit ux MPEI0CTABIICHHS
. obecrieueHue,
(anbrepHaTHBHBIE KOIMPOBKH, | BHemrHwuit
o MPHUKJIAHOE
HEKOPPEKTHOE pacimupenre (aiiioB W | HAPYyIIUTEIb CO
Yrposza MIPOrpaMMHOE
T.IL). CpeIHUM
HCITOTIL30BAHHA Ianuast 03a 00YCIIOBIICHA | TTOTEHIIUAIOM obecneuerne, HeaKTyaJlbHa Torerman
YBU.33 ciabocreit yrp ¥ L ceTeBoe 10 0.5 cpenHsis Huzkas y HapyIIUTEIs
cmabocTsIMH ~ MeXaHM3Ma  KOHTpoJs | BHyTpeHHuid o
KOIMPOBAHUSI MPOrpaMMHOE HEJIOCTATOUCH
BXOJTHBIX JAaHHBIX. | HapYIIUTEIb CO
BXOJIHBIX JIAHHBIX . obecrieueHue,
Peasnu3zaiyisi JaHHOH Yrpo3bl BO3MOXHA | CPEIHUM
MHKpOIIpOrpa
pu YCIOBHSAX: | MOTEHIHATIOM
JCKpPEUTHPYEMast crcTeMa MMHO®
P Py obecrieuenue,
MPUHAMAET  BXOIHbIE JAHHBIE  OT
peectp
HapYIIUTES;
- HapyIIUTEIb obnanaer
BO3MOJKHOCTBIO ~ YIIPABJICHUS.  OJJHHM
WIM  HECKOJbKUMH  IapaMeTpamu
BXOJHBIX JIAHHBIX
Vrpo3a 3akio4acTcss B BO3MOXKHOCTH
OCYIIIECTBIICHHS HapyIIHUTEIeM
HECAaHKIIMOHMPOBAaHHOIO  JOCTyHma K
nepeiaBaeMoii B CHCTEMe 3allUIaeMOi
nHpopmaK 3a c4€T AECTPYKTHBHOTO
BO3JICHCTBHUS Ha TIPOTOKOJIBI
CETEBOr0/JI0KATLHOTO obOMeHa
Vrnosa JAHHBIMU B cHCTeMe MyTéM HapylueHus | Buemnuit CucreMHoe
P MPaBuUIl HCIIONB30BaHUS JIAHHBIX | HapylIUTedb C | OpOrpaMMHOE
HCIIOJIb30BaHUS
. IIPOTOKOJIOB. HU3KHM obecrieueHue,
cnaocreit HanuHast 03a 00yCJIOBIICHa | TOTEHLUAIOM ceTeBoe
YBU.34 MIPOTOKOJIOB yrp Y L 10 0.6 Cpennsist | cpeaHsis |AKTyalbHas
cnaboctamu caMux MPOTOKOJIOB | BHyTpeHHMi IporpaMMHOe
CEeTEBOr0/JIOKANIbH
oro o6MeHa (3aIOkEHHBIX B HHUX QJITOPUTMOB), | HapylIuTenb ¢ | obecredeHue,
AHHBIMH omnOKaMH, JOMYIIEHHBIMH B XOA€ | HU3KUM CEeTeBOK
peanuzaiuu MPOTOKOJIOB, WK | MOTCHIHATIOM Tpaduk
YS3BUMOCTSIMH, BHEIPSCMBbIMH
ABTOMAaTH3UPOBAaHHBIMH  CPEICTBAMU

MIPOEKTHUPOBAHUSL/ Pa3pabOTKH.
Peanuzanust maHHON Yrpo3bl BO3MOXKHA
B cCilydae Hanuuus ciabocteir B
MPOTOKOJIAX CETEeBOr0/JIOKAJILHOTO
oOMeHa JaHHBIMU




Yrpo3a 3aKmodaeTcss B CIOXKHOCTH
NIPOBEPKH  pealbHBIX  IapaMETPOB
paboTHI ¥ aNrOPUTMOB, PEATN30BaHHBIX
B KpHNTOrpaM4IecKHX  CpEeACTBax
BIOS/UEFIL. Ilpum »sTOoM n1oBepue K

Viposa Kpunrorpapuueckoil  3ammre  Oyzer
p OrpaHr4YeHO JIOBEpUEM K .
HCIOJIb30BaAHUS BHerHuit Mukpornporpa
cI1a0BIX TIpOM3BOLMTEILIO BIOS. HApYLIUTENb C MMHOE Heakryans- Torenuman
YBU.35 Jannas yrposa o0ycioBneHa 10 0.5 cpenHsis Huzkas HapyIIUTEIs
Kpunrorpaduieck BBICOKHM obecrnieyeHne Hasi
CIIOKHOCTBIO HCIOIb30BAHUS HEJIOCTaTOYCH
ux aNropuTMOB MOTEHLIUAIOM BIOS/UEFI
BIOS COOCTBEHHBIX KpunrorpaduyecKux
AIITOPUTMOB B POrpaMMHOM
obecriedeHnn BIOS/UEFL
BO3MOXKHOCTh ~ peanu3ald  JIaHHOH
Yyrpo3bl  CHMXXKAET  JIOCTOBEPHOCTH
OLICHKH peabHOrO YpOBHS
3aIUIIEHHOCTH CHCTEMBI
Vrpo3a 3akiovacTcss B BO3MOXKHOCTH
MPOBEJCHHST HApYLIUTEIEM OOPaTHOro
HHXXHHUPHHTA KOZA TMPOTpaMMbl |
JanbHEHIIero  MCCIECOBaHHUS  €ro Crcremioe
CTPYKTYpBI KIJMOHAJIa U COCTaBa B
PYKTYPEL, dyn IpOrpaMMHOE
HHTEpPECaX ONpEeAeNeHHs aJrOpUTMa N
., | BHemHuit obecnieyeHue,
paboThl IporpaMMbl M TIOMCKa B HeH
o HapyIIUTEeIb CO | HPHKIAIHOE
VYrpoza YA3BUMOCTEH.
CPEeIHUM HporpaMMHOe
HCCIIeZI0BAHUS JaHHast yrposa o0ycnoBiieHa HOTEHIHATOM oBeCIIeUCHIE
YBU.36 MeXaHU3MOB c1aboCTAMM MEXaHHM3Ma 3allUThl KO L ’ 10 0.6 cpenHsia | cpenHss |AKTyaiabHas
BHyrpennuit ceTeBoe
paboTsI IIPOrpaMMbl or HCCIIEZIOBAHUSL.
. HapyLIUTENb CO | IPOrpaMMHOE
IIPOrpaMMbl Peanuzanus 1aHHOH yrpo3bl BO3MOXKHA
s cnvaasx: | CPEAHAM obecrieueHue,
yaaix: MOTEHIUAIOM MUKpOIIpOrpa
— HJIMYUs Y HApyIIUTENs JOCTymNa K MMHOE
UCXOIHBIM aiinlaM  HporpaMmmsi;
A u porp i obecrieueHne
— HJIMYUs Y HApyIIUTENs JOCTymNa K
JMCTPUOYTUBY HPOrpaMMbl u

OTCYTCTBUI ME€XaHMU3Ma 3alllMThl KoJa
IporpamMmsl OT UCCIIEAOBAHUA




YBI.37

Yrposza
HCCIIEI0BAHUSI
MIPHIIOKEHHS
yepe3 OTU€THI 00
omubKax

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
HCCIEI0BAHUS HapyIIUTelIeM
aNropuT™Ma paboTsl
JMCKPEAUTUPYEMOr0 HPHJIOKEHHS |
€ro IpeIoyIaraeéMoi CTpYKTYphl IIyTéM
aHanm3a TeHEPUPYEMBIX 3TUM
MPWIOKEHHEM OTYETOB 00 ommbKax.
HMauHnast yrposa o0ycioBiieHa
pa3MelleHneM 3aIuIaeMoit
nHpopmar  (wm uHbOpMAIHH,
000011eHIe KOTOPOil MOXKET PaCKPHITH
3aIlMIIaeMbIe CBEJCHHS O CHCTEME) B
TeHepUPYEeMBIX OT4YETax 00 ommOKax.
Peanu3zaiiiis JaHHOW Yrpo3bl BO3MOXHA
B Cllydac HaIW4YMs y HapPYIIHTENs
JocTyma K OT4€raM 00 OmmOKax,
TCHEPUPYEMBIX  MPHIOKEHHEM, |
HAJHYHS U30BITOYHOCTH
COIIePIKAIIMXCS B HUX JIAHHBIX

Buemnuit
HapyLIMTeNlb CO
CpeaHUuM
TIOTEHIIUAJIOM,
Buyrpennuit
HapyuuTenb co
CpeaHuM
TIOTEHIMAJIOM

CucremHoe
porpaMMHOe
obecrieueHue,

MPHUKJIAHOE
porpaMMHOe
obecrieueHue,

CETEBOE
MPOrpaMMHOE
obecrieueHue,
MHKpOIIpOrpa

MMHOE
obecrieueHue

10

0.6

cpenHss

cpenHsis

AxTyanbHas




YBU.38

Yrposza
HCYEPITaHUs
BBIYUCITUTEILHBIX
pecypcos
XpaHWINIIA
OOJIBLIINX JTaHHBIX

er03a 3aKJIIOYacTCAd B BO3MOXHOCTHU

BPEMEHHOTO BO3HUKHOBEHUS
COCTOSIHHSI TUNA «OTKa3 B
00CITY)KBAaHUHY y XpaHWIHIIA
OOIBIINX JTaHHBIX.
Jlannas yrposa 00ycroBIeHa
TOCTOSIHHBIM TPYHO KOHTPOJIUPYEMbIM
3aIMOJITHEHUEM  3aHSITOrO0  JWCKOBOI'O
MPOCTpaHCTBA 3a  CU€T  JIaHHBIX,
HEIPEePHIBHO MOCTYMAIOIINX u3
Pa3IUYHBIX HHPOPMAITMOHHBIX
HWCTOYHHUKOB, " ciabocTaMuU
TEXHOJIOTMA  JIOCTya W XpaHEHUs

nHGOPMALMY B XPaHWIHIIAX OOJNBIINX
J@HHBIX.

Peayizanysi JaHHOH Yrpo3bl BO3MOXKHA
IIPH YCIIOBMU MIHOBEHHOTO (TEKYILEro)
NPEBBILICHNsT  CKOPOCTH  Iepeiavu
JaHHBIX Haj CKOPOCTBIO UX
COXpaHeHHus (B CHJIy HEZOCTATOYHOCTH
IPOMYCKHOH  CIIOCOOHOCTH  KaHana
CBS3M WIM CKOPOCTH  BBIICNCHHS
cB0OOIHOTO MPOCTPaHCTBA "
COXpaHCHMs HA HEro IIOCTYMAONIMX
JaHHBIX) Wi npu YCIIOBUH
BPEMEHHOTO OTCYTCTBUSL CBOOOJHOT'O
MecTa B XpaHWIHImE (B CHIY
HEKOPPEKTHOT'O YIIPaBICHHAS
XpaHWJIHIIEM WMIH B  pe3yibTare
OCYIIECTBICHHSA HapyIIHTeNeM
JeCTPYKTHBHOI'O HPOrpaMMHOT0
BO3/CICTBUS HA MEXaHU3M KOHTDOIIS 32
3aMOJIHEHMEM  XPaHWIHMIIA  HyTéM
U3MCHEHHS NapaMeTpOB WM JIOTHKH
ero paboTsl)

Bryrpennmii
HapyIIUTEeNb C
HU3KHM
TIOTEHIHAJIOM

Wudopmarmo
HHasi cCHCTeMa

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE

YBU.39

VYrpoza
HCUEepIIaHUA
3amaca  KJIIOYeH,
HEOOXOIUMBIX IS
oonosnenus BIOS

VYrpos3a 3akimrouaeTcs B BO3MOXHOCTU
HapyLICHUS (HEBO3MOXKHOCTH
OCYIIECTBIICHUS) MIPOLE LY PBI
OOHOBIICHUSI BIOS/UEFI npu
HCYEpIaHUU 3araca HeOOXOAUMBIX IS
eé MIPOBEICHUS KITFOUeil.
HNanuast yrposa o0ycioBieHa
OrpaHMYEHHOCThIO Habopa  KIIOYeH,
HEOOXOIUMBIX TUTS OOHOBJIEHUSA
BIOS/UEFI.

Peanuzanust naHHON yrpo3bsl BO3MOXKHA
MyTéM  3KCIUTyaTaluM  yA3BMUMOCTEU
cpencTB OOHOBJIEHMS Habopa KITFOYeH,
WIN MyTéM HCIIONB30BAHUS

Buenanit
HapyIIUTENb CO
CpeIHIM
MOTEHIIHATIOM

Muxpomnporpa
MMHO€
obecreueHne
BIOS/UEFI

10

0.5

cpeaHsis

Huzkas

HCAKTYyaJIbHas

[oreHuunan HapymuTess

HEOOCTAaTOYCH




HApYIIUTEIEM MPOrPAMMHBIX CpPEJICTB
repedopa KITFJen

YBN.40

Yrposa
KOH(QIINKTA
FOPUCAUKINN
Pa3IMYHBIX CTPaH

VYrposa 3akiodaeTcss B BO3MOXKHOCTU
OTKaza B TPAHCTPAaHWYHOH Mepenade
3amuimaeMoil MHGOpPMAIMM B paMKax
OKa3aHWs  OONA4YHBIX  YCIYT B
COOTBETCTBUH c TpeOOBaHUAMHU
JIOKAJIBHOI'O 3aKOHOJATEJIbCTBA CTPaH,
PE3UIEHTHl KOTOPHIX YJacTBYIOT B
OKa3aHUU 001a4HBIX YCITYT.
JaHHast yrpo3a o0yclIOBI€Ha TeM, 4TO B
3aBHCHMOCTH or ocobeHHOCTEeH
3aKOHOJIATEIbCTBA PA3JIMYHBIX CTPaH,
PE3UIEHTHl KOTOPHIX Y4JacTBYIOT B
OKa3aHMM  OONAYHBIX  YCIOYr, HpH
obecriedeHnn nH(}pOopMaIOHHOM
0€30MacHOCTH MOTYT HCIIONIb30BAThCS
TIPaBOBBIE Mepbl Pas3IMYHBIX
FOPUCAMKLIUIM.

Peanuzanust 1aHHOHW Yrpo3bl BO3MOXHA
IpU  YCIOBHM  TOrO, 4YTO  Ha
obecrnieueHme UH(POPMAIIMOHHOH
0e30macHOCTH B XOA€  OKa3aHWs
O0JaYHBIX ~ YCOYr  HaKJIa[bIBAIOTCS
IIPaBOBbIC Mepbl Pa3IUYHBIX
IOPUCAUKLMH, TPOTUBOPEYAILHX JApYT
JPYTY B psifie BOIPOCOB

Bremrani
HapyLIUTENlb
HHU3KUM
TOTEHI[AATIOM

C

Oo6naynast
crcTeEMa

10

0.5

cpenHsis

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE

YBU.41

VYrpoza
MEKCAMTOBOIO
CKpPHUIITHHTA

VYrposa 3akinodaercs B BO3MOXKHOCTH
BHEJPEHUS HAPYLIMTENEM Y4acTKOB
BPEJOHOCHOTO  KOoja  Ha  Cailr
JMCKPEAUTUPYEMOI  CHCTEMbl TaKUM
o0pa3oM, 4TO OH Oy[eT BBINOJHEH Ha
pabouell CTaHLIMK NPOCMATPUBAIOIIETO
3TOT calT T0JIb30BATESL.
HNanuast yrposa o0ycioBieHa
cnabocTsIMM ~ MEXaHM3Ma  IPOBEPKH
6e30macHOCTH npu obpaboTke
3alpPOCOB M JIaHHBIX, MOCTYHAIOIUX OT
Beb-caiita.

Peanuzanust  yrpo3sl  BO3MOXKHa B

ciydae, ecinu KJIMEHTCKOE
MIPOrpamMMHOE obecrieueHme
TIOJICP)KUBACT BBITIOJIHCHUE

CIIEHapHeB, a HapYIIUTeNb HMeeT
BO3MOXHOCTb OTIIPAaBKU 3alpOCOB H
JAHHBIX B JUCKPEIUTUPYEMYIO CUCTEMY

Buenanit
HapyYIIUTENb
HHU3KUM
MOTEHLIMATIOM

C

CereBoii y3em,
CETEBOE
MPOrpaMMHOE
obecrieueHue

10

0.6

Cpenuss

CpenHss

AxTyanbHast




YBI.42

Yrposza
MEKCAaUTOBOM
TOJIICIIKU 3arpoca

VYrposa 3akiodaeTcs B BO3MOXKHOCTU
OTIIPaBKH HapyHIuTelIeM
JUCKPEAUTUPYEMOMY  IOJIB30BATEIIO
CCBUIKM Ha COIEPXKAIIUNA BPEIOHOCHBIN
Ko# BeO-pecypc, IpH Mepexone Ha
KOTOpBIII ~ aBTOMarudyecku  Oyayr
BBITIOJIHEHBI HENPaBOMEPHbIE
BPEIOHOCHBIE JICHCTBUS OT HMEHH
JMCKPEAUTUPOBAHHOTO  I10JI30BATEIS.
Jannas yrposa 00ycioBieHa
yA3BUMOCTSIMU ~ Opay3epoB, KOTOpbIE
MO3BOJISIIOT  BBITIONHATE fAeicTBUs Ge3
MOATBEPXKICHUS WM ayTeHTH(HHKAIUK
CO  CTOPOHBI  JUCKPEIUTHUPYEMOTO
TI0JIb30BATEIIS.

Peanmzamuss  yrpo3sl  BO3MOXKHA B
cilydae, €CIM  JUCKPEAUTHUPYEMBIH
T0JIb30BaTENb COXpaHseT
ayTeHTH(HKAIMOHHYI0 HH(OpPMAILUIO C
TIOMOIIBI0 Opay3epa

Bremmni

HapyuIMTeNlb CO

CpeIHUM
MTOTEHIMATIOM

CereBoii y3em,
CETEBOE
pOrpaMMHOe
obecrieuenue

10

0.6

Cpennsist

cpenHsis

AxTyanbHas

YBU1.43

VYrpoza
HapYIICHUS
JOCTYITHOCTH
001a9HOr0
cepBepa

Vrpos3a 3akmodyaeTcss B BO3MOXKHOCTH
MpEeKpalleHUs]  OKa3aHHus  OOJIAuHBIX
YCIIyT BCeM MOTPeOHTENsIM (K TpyIIIe
norpeduteneil)  W3-3a  HapyLICHHs
JOCTYIHOCTH Ul HUX  OOJa4HOM
HH}PaACTPYKTYpPHI.

JaHHast yrpo3a OOyCIIOBJIEHa TEM, YTO
obecrieyeHne JOCTYITHOCTH He SIBJIACTCS
creUIHBIM TpeOoBaHHEM
OezomacHOoCTH  MHpOpMAaUUH  UIs
00JIa4HBIX TEXHOJIOIHH, U, KPOME TOrO,
00JIa4yHbIe CHUCTEMBl DPEaM30BaHbl B
COOTBETCTBUU c cepBucC-
OPHUEHTHPOBAHHBIM HIOJIXOZIOM.
Peanuzanust jaHHON Yrpo3bl BO3MOXHA
IIPY TIEPEXOJIE OTHOIO MM HECKOJIBKHX
00JIaYHBIX CEpBEPOB B  COCTOSIHHE
«O0TKa3 B obciyxuBaHun». bonee Toro,
CIIOCOOHOCTh JAMHAMUYECKH H3MEHATh
00BEM MPE0CTaBIIEMBIX
MOTPEOUTEIISIM O0JIAYHBIX YCIYT MOXKET
OBITH HCIIOJIb30BaHA HAPYLIUTENEM JUIs

peanuzaumu  yrpossl. llpu  3Tom
YCIEIIHO pealn30BaHHAs yrpo3a B
OTHOIIEHUH BCErO JIMIIb  OJHOTO
o0ragyHOrO cepBuUca MIO3BOJTUT
HapyIIUTh JIOCTYITHOCTh BCel

00J1aYHOM CHCTEMBI

Buewnuit
HapyIIUTENb
HU3KAM
MTOTCHITHAIIOM,
Buyrpennuit
HapyYIIUTENb
HU3KAM
MTOTEHIINATIOM

C

C

Oo6naynast
CHCTEMA,
00IauHBIH
cepsep

10

0.5

cpeaHss

Hwuzkas

Heaxryanb-
Hasi

TexHomorust
MIPUMEHSIETCS

HE




YbI.44

Yrposza
HapyIIEeHUs
H30MIALN
MOJTE30BATENBCKUX
JIAHHBIX ~ BHYTPH
BUPTYalbHON
MallHHbI

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
HapyLICHU 0e30MacHOCTH
TIOJTB30BATENBCKUX JAHHBIX HPOrpaMM,
(YHKIMOHUPYIOIIHX BHYTPH
BHPTYaJIbHOH MAIIMHBI, BPEIOHOCHBIM
MIPOrpaMMHEIM obecrieyeHueM,
(YHKIMOHHMPYIOIIMM BHE BUPTYaIbHOM
MAIIUHBL

JaHHast yrpo3a 00ycI0oBI€Ha HaIUIHEM

yA3BUMOCTEH MPOrpaMMHOT0
obecredeHust THIIEpBHU30pa,
00€CIIeUNBaOIEr0  M30JMPOBAHHOCTD
aJIPeCHOr0 IIPOCTPAHCTBA,
UCIIOB3yeMOro ULt XpaHeHHs
TOJTb30BATEIBCKUX JIAHHBIX MPOTPaMM,
(bYHKIMOHUP YIOIIHX BHYTpH
BUPTYAIIbHOI MAIIHHBI, or

HECAHKIIMOHUPOBAHHOTO  JIOCTYNa CO
CTOPOHBI BPEIOHOCHOTO TIPOrPaMMHOT0
obecrieuenmus, (bYHKIMOHUPYIOIIETO
BHE BUPTYaJIbHOM MAaIlUHbL.
Peasnu3zaiuiss JaHHON Yrpo3bl BO3MOXKHA
NP YCIIOBHH YCIICIITHOTO MPEOIONICHHUS
BPEIOHOCHBIM ~[IPOTPAMMHBIM ~ KOJIOM
IPaHUIl BUPTYAIBHOM MAIMHBI HE
TONBKO 32  CYT  IKCIUTyaTalud
yA3BUMOCTEH THIIEPBH30pPa, HO M MYTEM
OCYILIECTBJICHHS] TAKOTO BO3ICHCTBUS C
Oonmee HU3KUX (IO OTHONICHHIO K
THIIEPBU30DY) YPOBHEi
(bYHKIIMOHUPOBAHUSI CHCTEMBI

Bremnnit
HapyIIUTENb CO
CpeTHIM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

Bupryansnas
MaIlliHa,
TUIEPBU30D

10

0.5

Cpennsist

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.45

Yrposa
HapyLIEHUs
M30JISILMK  CPEJIbI
ucnonHenus BIOS

VYrpo3a 3aKIrodaeTcs B BO3MOXKHOCTH
W3MEHEHHSI TapaMeTpoB H  (WiIn)

JIOTUKH paboThl POrpaMMHOT0
obecieqennss ~ BIOS/UEFI  myrém
MPOrpaMMHOT0 BO3/IEICTBUS u3

OIEPallMOHHONW CHCTEMBI KOMITBIOTEpa
WM OyréM  HECaHKIMOHHPOBAHHOTO
JocTymna K KaHaJy CEeTEBOTO
B3aUMOJICHCTBHSI CEPBEPHOIO CEPBHC-
Tporeccopa.

Jannas yrposa o0ycioBiieHa
crabocTamu TEXHOJIOT M
pasrpannuenus gocrymna k BIOS/UEFI,
ero (QYHKIUSIM aJMUHHCTPHPOBAHUS U
OOHOBJIEHHS], co CTOPOHBI
OIEPAIlMOHHON CHCTEMBI WIIM KaHAJIOB
CBSI3ML.

Peanusanus naHHON yrpo3bl BO3MOXKHA!
— CO CTOPOHBI ONEPAIMOHHON CHCTEMBI
— npu ycnoun Hanmuus BIOS/UEFI
¢yHKIMOHAaNa OOHOBIEHHS W (WITH)

yIpaBIeHHs MPOrpaMMHBIM
obecrieueHneM BIOS/UEFI u3
OIePAIMOHHOM CUCTEMEI;

— CO CTOPOHBI CETH — IIPHU YCIOBHH
HaJIM4Us y  AUCKPEIUTHPYEMOrO
CEepBEPHOro cepBHUC-TIporieccopa
JOCTaTOYHBIX MPUBUIICT Ui UL
yIpaBlieHHs BCEeH CHCTEMOM, BKIIOYas
moaudukamo BIOS/UEFI cepsepos
CHCTEeMBl, ¥ JUCKPEAUTHUPYEMOrO
cepaepa

Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

Muxponporpa
MMHOE 1
anmaparHoe
obecrieueHue
BIOS/UEFI

10

0.5

cpenHss

cpenHss

AxTyanbHas




YBU.46

Yrposa
HapyIICHUS
TIPOLE Ty B
ayTeHTH(UKAIUH
CyOBEKTOB
BHPTYaJIbHOTO
nHpopMaIFIoHHOT
0 B3aMMOJCHCTBUSA

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
MOAMEHBl  CyOBEKTa  BHPTYaJbHOTO
HH(OPMAIIOHHOTO B3aNMOJEHCTBUS, a
TaKXKe B BO3MOKHOCTH BO3HHKHOBEHUS

COCTOSTHHSI HECIOCOOHOCTH
OCYIIECTBIICHUS TaKoOIo
B3aNMOJCHCTBUA.

JaHHast yrpo3a 00ycI0OBI€Ha HaIUYHEM
MHOKECTBA PA3IMYHBIX IPOTOKOJIOB
B3alIMHOI ueHTH(UKALUN u
ayreHTH(HUKALNIK BUPTYaJIbHBIX,
BUPTYAJIN30BaHHBIX U (PU3HUECKHX
CcyOBeKTOB J0CTyma,
B3aUMOJICHCTBYIOIINX MEXIy co0Oi B
Xo[e Mepefaudl MaHHBIX KaK BHYTPHU
OJTHOTO YPOBHS BUPTYaJIbHOMN
UHQPACTPYKTYpbl, TaK U MEXAy 6
YPOBHSIMH.

Peanusanysa naHHON yrpo3bl BO3MOMKHA
B Cllydyae BO3HMKHOBCHHS OMIMOOK IpH
MIPOBEAECHUN ayTeHTH(HKAINH
CcyOBeKTOB BUPTYaJIbHOTO
NH(POPMAIIMOHHOTO B3aUMOJECHCTBHS

Bremnnit
HapyIIUTeNlb ¢
HU3KHM
TIOTEHIAAIIOM,
Bryrpennmii
HapyIIUTEeNb C
HU3KHM
TIOTEHIHAJIOM

CereBoii y3em,
CEeTEeBOE
porpaMMHOe
obecrieueHue,
MeETaJaHHbIE,
y4ETHBIE
JTAaHHEIE
MOJIB30BATENIS

10

0.5

cpenHss

Huzkas

Heaxryanb-
Hast

TexHomorus
MIPUMEHSIETCS

HE

YBU.47

VYrpoza
HapyIICHUS
paboTocrnocodHOC
TH TPUJ-CHCTEMBI
IpU  HETUITUYHOU
CETEBOI HarpysKe

VYrposa 3akiodaeTcs B BO3MOXKHOCTH
3HAYUTEIBHOIO CHWDKCHUS
MPOM3BOJUTENBHOCTH  I'PHI-CUCTEMBI,
BIUIOTH JJO BPEMEHHOI'O HapyLIeHHs e
paboTOCIIOCOOHOCTH TPU  MOSIBJICHUU
HETUNUYHON CeTeBOH Harpysku (B T.4.
BBI3BAHHOW  pacnpeznenéHHoil  DoS-
aTaKoMu, AKTHUBHOCTBIO JIPyrux
rnojbp3oBaTeNiel B CeTH M Op.).
HanuHast yrposa o0ycioBneHa
c11ab0CThI0 TEXHOJIOr M rpun-
BBIYHUCIEHUH — IIPOU3BOJUTEIBLHOCTD
I'PUI-CUCTEMBI nuMeer CHJIBHYIO
3aBHCUMOCTb ~ OT  3arpy)KEHHOCTH
KaHAJIOB  CBSI3M,  YTO  SIBJISCTCH
CIIE/ICTBUEM MaKCUMaIbHOH
TEPPUTOPUAIBHOW  pacrpeieIéHHOCTH
BBIYHUCIMTEIIBHOTO  MOAYNS  TpHJ-
CHCTEMBI cpeau BCEX THUIIOB
UH(POPMAILMOHHBIX CHCTEM.
Peanuzanust naHHON yrpo3bl BO3MOXKHA
pH YCIIOBHH HEJJOCTaTOYHOTO
KOHTPOJIS 338 COCTOSHHMEM OTHIENBHBIX
y370B TPUJA-CHCTEMBI CO  CTOPOHBI
JIHCTIeTYepa 3a/1a4 TPUA-CUCTEMBI

Buemnuit
HapyLIUTENb CO
CPEIHUM
MIOTEHLIHAJIOM,
Buyrpennuit
HapyLIUTENb CO
CPEIHUM
MOTEHLMAIOM

T'pun-
CUCTEMA,
ceTeBoi

Tpaduk

10

0.5

cpenHss

Huzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




YBU.48

Yrposza
HapyIICHUS
TEXHOJIOT M
00paboTKH
nHpopmarm
MyTEM
HECaHKIMOHNUPOBa
HHOTO  BHECCHUS
HU3MEHEHUH B
o0pasbl
BUPTYaJIbHBIX
MaIH

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
OCYILECTBICHUS JIECTPYKTHBHOT O
MIPOrpPaMMHOTO BO3JIEHCTBUS Ha
IUCKPEIUTHPYEMYIO ~ CHUCTEMy  WIH
OIIOCPEI0OBAHHOT O JIECTPYKTHBHOT O
NIPOrpaMMHOI0 BO3JEHCTBUS uepe3 Heé
Ha Ipyrue CHCTEMBI yTéM
OCYILECTBICHUS
HECAaHKLMOHUPOBAHHOIO  JOCTYNa K
obpazam BUPTYaJIbHBIX MaIlVH.
Jannas yrposa o0ycioBneHa
cmabocTaMi  Mep  pasrpaHUYEHUS
JocTyrmla K o0pa3aM  BUPTYalbHBIX
MaIluH, peaTN30BaHHbBIX B
MIPOrpaMMHOM obecriedeHnn
BHPTYaJIM3aLHH.

Peanuzanust naHHOW yrpo3sl MOMKET
TIPUBECTH:

— K HapYIICHUIO KOH(QHUICHIIMAIEHOCTH

3alIMIIAeMON nuHpopmanmy,
obpabaTbIBaeMoO c TIOMOIIBIO
BUPTYAJIbHBIX MAIllMH, CO3/IaHHBIX HA
OCHOBE HECaHKLIMOHHPOBAHHO
N3MEHEHHBIX 00pazoB;
— K  HapymleHHI0  LEJIOCTHOCTH
IIPOrpamM, YCTAQHOBJICHHBIX Ha
BUPTYAJIbHBIX MallliHaXx;
— K HapylICHHIO  JIOCTYIHOCTH
peCypcoB  BHUPTYJIbHBIX  MAIlHH;
— K co3maHuio OoTHeTa  MyTéM
BHEJIPEHUS BPEIOHOCHOT'O

MPOrpaMMHOr0 obecredyeHust B 00pasbl
BUPTYaJIBHBIX MAIINH, UCHIONB3yeMbIC B
KayecTBe  I1a0JIOHOB  (3TaJOHHBIC
obpa3sbl).

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIHAIIOM,
Buyrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

Oo6pa3
BHPTYaJIbHON
MalIMHEL,
CeTeBOH y3erl,
CETEBOE
NpOrpaMMHOE
obecrieuenue,
BUPTYaJIbHAasI
MaluHa

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBI.49

Yrposza
HapYIICHUS
LEJIOCTHOCTH
JIAHHBIX Kella

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
pasMelleHnsl HapymuTelIeM B Kelle
npwiokeHust (Hampumep, Opaysepa)
mwm cryxOsl (Hanpumep, DNS wmm
ARP) HEKOppEKTHBIX (HOTEHIHAIBHO
OIIaCHBIX) JAHHBIX TAKAM 00pa3oM, 4TO
i) OOHOBIICHUS Kela
TUCKPETUTHPYEeMOe TpHIOKeHHe (WK
cryx6a) OymeT cuMTarh 3TH JIaHHBIC
KOPPEKTHBIMHU.

Jannas yrposa o0ycioBieHa
caboCcTAMH B MEXaHHM3ME KOHTPOJIS
LENOCTHOCTH ~ JTaHHBIX B KeIle.
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
B YCITOBHSIX OCYIIECTBIICHUS
HapyIIuTeIeM YCIEIIHOT O
HECAaHKIIMOHUPOBAHHOTO  JIOCTyNa K
JAHHBIM Kellla ¥ OTCYTCTBUH NPOBEPKH
LEJIOCTHOCTH  JIAaHHBIX B  Kelle Co
CTOpPOHBI JMCKPETUTHPYEMOT O
TIPUIIOKEHHS (MU CITY>KOBI)

Buemnuit
HapyLIUTENb
HU3KUM
TIOTEHIIUAJIOM,
Buyrpennuit
HapyLIUTENlb
HU3KUM
TIOTEHIMAJIOM

C

C

CereBoe
pOrpaMMHOe
obecrieuenue

10

0.6

cpenHss

cpenHsis

AxTyanbHas

YBU.50

Yrpo3a HeBepHOro
olpe/eIeHNs
(dbopmaTa BXOIHBIX
JIaHHBIX,
MOCTYNAIOMUX B
XpaHWIHNILE
OOJIBIINX JAHHBIX

Vrpos3a 3akmodyaeTcss B BO3MOXKHOCTH
HCKa)KCHUS nHpopmanmy,
COXpaHAEMOH B XpaHWIHILE OOJIBIIMX
JAaHHBIX, WIM OTKa3a B MPOBEACHUU
COXpaHCHUs NpH Mepenaye B HEro
JaHHBIX B  HEKOTOpbIX (opmarax.
JaHHast yrposa o0ycnoBieHa
cnabocTsIMH TEXHOJIOTUI ONpeeeHust
(dbopmaTa BXOIHBIX JIaHHBIX Ha OCHOBE
JOTOTHUTEILHON ciryxeOHoU
uHdopmarn (3arooBku  (aiiioB u
CeTeBbIX MAKETOB, paciuupeHus Qaiinos
U TaI), a TaKkKe TEXHOJOTHUi
aJlaITHBHOIO BBIOOpa M IPUMEHEHUS
METOIOB 00paboTKH
mynpTHdOpMaTHOW  UHDOPMAIMK B
XpaHWIMI@AX  OONBIIMX  JAHHBIX.
Peanuzanust maHHON Yrpo3bl BO3MOXKHA
IPY  YCIIOBHUH, WYTO JIOIOJHHUTEINIbHAS
ciyxeOHast nHPOpMALUs O AaHHBIX I10
KaKOH-TM00 NPUYHHE HE COOTBETCTBYET
ux (paKTHUECKOMY COAEPKUMOMY, HIH
B XpaHWIMIIE OOJNBIIMX JIaHHBIX HE
peanu3oBaHbl  METOOBI  00pabOTKH
JIAHHBIX TOJTy4aeMoro popmara

Buyrpennuit
HapyLIUTENb
HHU3KUM
MOTEHLMAIOM

C

XpaHuuiie
OOJIBIINX
JTAaHHBIX,

MeTalaHHbIC

10

0.5

cpeaHss

Hwuzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




YBU.51

Yrposza
HEBO3MOJKHOCTH
BOCCTaHOBJICHHUS
ceccud paboThI Ha
[15BM pu
BBIBOJIE u3
MPOMEXYTOYHBIX
COCTOSIHHIA
MTUTaHHS

Vrpo3a 3akio4aeTcss B BO3MOXKHOCTH
MOTEPH  HECOXPAaHEHHBIX  JAHHBIX,
oOpabaTbBaeMbIX B NpeAbIaymIeh
ceccud pabOTBl Ha KOMIBIOTEpE, a
TaKkKe B BO3MOXKHOCTH  IOTEpH
BpPEMEHH /Uil BO30OHOBICHHS PabOTHI
Ha KOMIIBIOTEPE.
HManHnast yrposa o0ycinoBiieHa
OlIMOKaMK B pean3aliy MporpaMMHO-
arnmapaTHbIX KOMITOHCHTOB
KOMITbIOTEpA, CBSI3aHHBIX c
obecriedeHrneM TTUTaHMS.
Peasnuzaiyiss TaHHON Yrpo3bl BO3MOXKHA
pu YCIIOBHH HEBO3MOXKHOCTH
BBIBEJICHUS KOMITBIOTEPA 3
MPOMEXKYTOUHBIX COCTOSIHUH TTUTaHHUS
(«Kmymiero pexnmMa paboTEI»,
«rubepHannm» U 1p.)

Buyrpennuit
HapyLIUTENb
HU3KUM
TIOTEHIMAJIOM

C

Pabouas
CTaHIHS,
HOCHTEJIh
nH(popMaImy,
CHCTEMHOE
porpaMMHOe
obecrieueHue,
MeTaIaHHbIE,
00BEKTHI
(haitnoBoit
CHCTEMBI,
peectp

10

0.5

cpenHss

cpenHsis

AxTyanbHas




YBU.52

Yrposza
HEBO3MOJKHOCTH
MUTPaLUK

obpa3oB
BUPTYAJIbHBIX
MAIHH u3-3a
HECOBMECTHUMOCTH
anmnapaTHoro u
MPOrpaMMHOTO
obecreyeHust

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
BO3HUKHOBEHHS y norpeourens
OOJIauHBIX ~ YCIYT  HEHPEOAOITHMBIX
CIIOKHOCTEH JUISi CMEHBI IOCTaBIIHKA
O0JIauHBIX YCIYr H3-3a TEXHHYECKHX
CIIOKHOCTEH B pealn3aliy IpOIe yphl
MHUTpalii ~ 00pa3oB  BUPTYaIbHBIX
MAaIIMH U3 00JaYHON CHCTEMBI OIHOTO
MOCTABIIMKAa  OOJNIAYHBIX ~ yCIyr B
cHCTEMY Jpyroro.
JlanHast yrpo3za oOyclioBI€Ha TeM, 4TO
KBl IOCTABIIMK OOJIAYHBIX YCIYT
HCTIONB3YeT JUISl  peaji3allid  CBOeH

JIeSITEIIBHOCTH armaparHoe u
MPOrpaMMHOE 00ECIICUCHHE PA3TNYHBIX
NIPOM3BOAUTENIEH, YacTb  KOTOPOro

MOXET HCIOJNB30BaTh CHEU(pHICCKHE
(st JaHHOTO HPOU3BOIUTEIIS)
HHCTPYKIMH,  MPOTOKOJBI,  METO/IpbI,
CXeMBl ~ KOMMYTalldW W JIpyTHe
OCOOCHHOCTH  peall3alliil  CBOETO
¢byHKIMOHANA.

Peanyzanys JaHHOH Yrpo3bl BO3MOXKHA
B cirydae HECOBMECTHMOCTH
CTaHJAPTHBIX MPOrpaMMHBIX
uHTepdeiicoB oomena naHaeiMu (API)
JUIsL peau3aliy IpoLEeypbl MUTPALuK
00pa3oB BHUPTYaIbHBIX MAIIMH MEXIY

Pa3IUYHBIMU MOCTaBLIMKAMH
00JIauHBIX YCIAYT B OJHOM HIH 00OMX
HANpaBIICHMSX.

Taroke JaHHas yrpo3a o0yCIaBIHBAET
OrpaHUYCHHE BO3MOKHOCTH  CMEHBI
[POM3BOAMTENICH  aNIapaTHOro U
MIPOrPaMMHOT0 obecredyeHus

IOCTABIIMKOM OOJIAYHBIX YCIYT, YTO
MOXXET IPUBECTH K  HapyIICHHIO
LEJIOCTHOCTH u JIOCTYITHOCTH
uHGOpMALMM TI0 BUHE IIOCTABIIMKA
00JIaYHbIX YCIyT

Bremnni
HapyLIUTENb
HHU3KHAM
TOTEHI[UATIOM

C

Oo6naynast
nH}ppacTpyKT
ypa,
BUPTYaJIbHAsI
MalluHa,
anmapaTHoe
obecrieuenue,
CHCTEMHOE
HporpaMMHOe
obecrieueHne

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBI.53

Yrposa
HEBO3MOYKHOCTH
YIpaBJICHUS
MpaBaMu
TOJTb30BaTENCH
BIOS

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
HETIPaBOMEPHOTO HCIIONB30BAHUS
MONB30BATENSIMU  JIEKJIApHPOBAHHOTO
(dhyHKIIOHATIA BIOS/UEFIL,
OPHEHTHPOBAHHOTO Ha
aIMIHHUCTPATOPOB.
Hannas yrposa
crabocTsamMu TEXHOJIOT M
pasrpaHrYeHHs Jocryna
(pactpenenenus npas) K GYHKIHOHATY
BIOS/UEFI  Mexny  pa3iddHBIMH
TIOJTE30BATEISIMU u
aJIMIHUCTPATOPaMHU.

Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
IIPU YCIOBHM (PM3WYECKOr0 JIOCTYINA K
TePMHUHAIY ¥, NIPH HEOOXOAMMOCTH, K
CHCTEMHOMY 0JIOKY KOMIBIOTEpa

00ycroBIeHa

Buyrpennuit
HapyLIUTENb
HU3KUM
NOTEHIIMAJIOM

C

Muxponporpa
MMHOE
obecrieueHue
BIOS/UEFI

10

0.5

cpenHsis

cpenHsis

AxTyanbHas

YBU.54

VYrpoza
HEe00pOCOBECTHOT
0 HCHOJIHEHUS
00s3aTeNnbCTB
MIOCTABIIMKAMHU
00JIauHBIX YCIIyT

Vrpos3a 3akmoyaeTcss B BO3MOXKHOCTH
PacKpBITHS WITH MOBPEXKICHUS
LIETIOCTHOCTH TIOCTABIIMKOM OOJIa4HbIX
yCIOyr — 3alMIiaeMoi  MH(pOpManuu
norpeduTteneil  o0MaYHBIX  YCIYT,
HEBBINIOJIHEHUS TPEOOBAaHUH K YPOBHIO
kauectBa  (YPOBHIO  JIOCTYIHOCTH)
IPEIOCTABIACMBIX noTpeduTeIsm
0o0Na4yHBIX ~yCIOyr JAOCTyma K HX
IporpamMMaM MM UMMHIPUPOBaHHBIM B
001ak0 MH(POPMAIMOHHBIM CHCTEMaM.
HanuHast yrposa o0ycrioBieHa
HEBO3MOJKHOCTBIO HETIOCPEACTBEHHOIO
KOHTpOJIA HaJl JIEHCTBUSAMU
COTPYIHHKOB IOCTABIIMKA OOJIAYHBIX
YCIYT CO CTOPOHBI MX HOTpeOuTerneil.
Peanuzanust naHHON yrpo3bl BO3MOXHA
B CIy4asX XaJJATHOCTH CO CTOPOHBI
COTPYIHHKOB IOCTABIIMKA OOJIaYHBIX
YCIYT, HEJOCTaTOYHOCTH
JOJDKHOCTHBIX M HHBIX HMHCTPYKLMH
JAHHBIX COTPYAHHUKOB,
HEJOCTaTOYHOCTH Mep o
MEHEIDKMEHTY u obecreyeH o
0€30MacHOCTH 00JIa4HbIX YCIYT U T. .

Buenauit
HapyIIUTENb
HHU3KUM
MOTEHILIUATIOM

C

Wudopmarnmo
HHas CHCTEeMa,
cepsep,
HOCHTENb
nuHdopmaiuy,
MeTalaHHbIE,
00BEKTHI
¢aitnoBoit
CHCTEMBI

10

0.5

cpeaHss

Hwuzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




YBU.55

Yrposa
HE3aITUIIEHHOT O
aJIMHUHUCTPHUPOBAH
Hst 00J1aYHEIX

yeryr

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

OCYHICCTBJICHUS OIIOCPEAOBAHHOT'O
JACCTPYKTHUBHOI'O IporpaMMHOro
BOSHeﬁCTBHH Ha 4YaCcTb WK BCEC
I/IH(i)OpMaIII/IOHHI)Ie CUCTCMBI,

¢yHKIMOHMpYIONME B OOJayHOU
cpene, MmyréM mepexBara YIpaBJICHUS
HaJl 001aYHON HHPPACTPYKTYPOil uepes

MEXaHU3MBbI YAaaEHHOT O
aIMIHUCTPUPOBAHHSI.

Jannas yrposa o0ycinoBiieHa
HEIOCTaTOYHOCTHIO BHIMAaHHS,
YIEeNSeMOro  KOHTPOJIIO  BBOJMMBIX
MONB30BAaTEeNSIMA ~ OOJNIAYHBIX  YCIIYT
JTAaHHBIX (B TOM uucie
ayTeHTH(UKAIOHHBIX  JAHHBIX), a

TaKKe YSI3BUMOCTAMH HEOE30MacHbIX
unrepdeiicop ooMena naHHbIMH (API),
HCHOJIb3YEeMbIX cpelcTBaMU
yIan€HHOTO a/IMUHUCTPUPOBAHHSI.
Peanuzanus 1aHHOH yrpo3sl BO3MOXHA
B CIydae TIIONY4€HUs HapylIUTesleM
ayreHTH(UKAIMOHHOH  uH(opManun
(mpy ux BBOAE B OONIECTBEHHBIX
MeCTax) JIeraJlbHbIX I0JIb30BATENEH,
WIM  OKCIUIyaTalluM YS3BMMOCTEH B
CpeACTBax yZaTEHHOr O
a/IMUHHCTPHPOBAHMSL.

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

Oo6naynHast
CHCTEMA,
pabouast
CTaHIMS,
CETEBOE

MPOrpaMMHOE
obecrieueHue

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.56

Yrposa
HEKa4YeCTBEHHOTO
nepeHoca

HH}paCTPYKTYpHI
B 00nako

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
CHIDKEHHUS peanbHOTrO YPOBHS
3AIUIIEHHOCTH  MMMUIPUpPYOLIEH B
00Js1ak0 MH(POPMAITMOHHONW CHCTEMBI U3-
32  OmMOOK, MJOMYyIMIEHHBIX  MpH
MHUTpallid B XOAe HpeoOpazoBaHMs €€
peanbHOM HHPACTPYKTYPHI B
00JIaYHYIO.

JaHHast yrpo3a OOyCIIOBJIEHA TEM, UTO
npeobpa3oBaHue Jlae 4acTu
nH}pacTpyKTYpsl  MH(GOPMAIMOHHON
CHCTEMBI B  OOJIauHYI0O  3a4acTylo
TpeOyeT  TpOBEIEHHS  CephE3HBIX
W3MEHEHHH B Takod HH(QPacTpyKType
(Hanpumep, B TIOJTUTHKAX
0€30ITaCHOCTH ¥ OpTaHHU3aIH CETEBOI0
obmeHa JTAHHBIMH).
Peanusanys gaHHOW Yrpo3bl BO3MOXKHA
B ciyqae HECOBMECTHMOCTH
MIPOrPaMMHBIX M CETEBBIX HHTEp(deiicoB
WIN HECOOTBETCTBHI TIOJIUTHK
0€30MaCHOCTH TIPH  OCYIIECTBICHUN
nepeHoca MH(GOPMAIMOHHOH CHCTEMBI
B 00J1aKO.

Bremnnit
HapyLIUTENlb
HHU3KUM
TOTEHI[AATIOM

C

Wudopmarmo
HHasl CHCTEMA,
HMMHUTPHPOBA
HHas B
00J1aKo,
oOrauHas
crcTeMa

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




erosa 3aKJIIOYacTCA B CIIOXKHOCTH
KOHTpPOJIA 3a BCEMHU aBTOMATHUYCCKHU
CO3JaBaCMbIMU KOITUSAMUA I/IH(I)OpMaHI/II/I
B XpaHUJIMIIC OOJIBIINX JAaHHBIX H3-3a

BPEMEHHOM HECOIJIaCOBaHHOCTH
JTAaHHBIX onepanui.
Jannas yrposa o0ycinoBiieHa

OCYIIIECTBIIEHHEM yOnupoBaHus (IBY-
WIM  MHOTOKPAaTHOTO) JaHHBIX Ha
Pa3IMYHBIX BBIYMCIUTENBHBIX —Y37Iax,

VYrpoza BXOJAIIMX B COCTaB  XPaHHUIMINA Xpanwmie
HEKOHTPOIHUPYEMO | OOIBIINX JIaHHBIX, c nenplo | BryrpeHHnit OoBIIIX
VEIL57 ro  KOIMPOBAHHUS | TOBBIIMIEHHS] CKOPOCTH JIOCTYIA K 3THM | HapymIUTelIb C JTaHHBIX, 10 05 J— Huskas Heaxryans- | TexHonorus He
AHHBIX ~ BHYTPH | JAQHHBIM TIpH OOJBIIOM KOJIHMYECTBE | HU3KHM MeTaJaHHbIE, Hast TIPUMEHSIETCS
XpaHWINIIA 3alpocoB uTeHWs/3amucu. [Ipy 3TOM | MOTEHIMAIoOM 3aIlUIIaeMble
OOJNIBIINX TAHHBIX | JaHHas orepanus SIBIISIETCS JTaHHBIE
BHYTPEHHEH dyHKIMCH u
«HEMPO3payHa TUTS KOHEYHBIX
monb30BaTeNell ¥ aAMHHHCTPaTOpOB
XpaHWINILA OOJTBIIINX JTaHHBIX.
Peanuzanus 1aHHOH yrpo3bl BO3MOXHA
IIPY YCJIOBHH HEIOCTATOUYHOCTH Mep T10
KOHTPOJTIO 3a aBTOMaTHYECKH
€03/1aBaeMbIMH KOIMAMH MH(OpMaLH,
MPUMEHSAEMbIX B XpaHWIMIIE OOJNBIINX
JAHHBIX
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
OrpaHUYEHHS WK HapyIICHUS
JOCTYITHOCTH BHPTYAJIBHBIX PECYPCOB
Ut KOHEYHBIX norpedurenei
00JaYHBIX YCIYr IIyTEM Clly4alHOro
WM HECaHKLIMOHUPOBAHHOT O O6nayHas
MpeIHaMepEeHHOro co3manus | Buemnuit cucrema,
Vrposa HapyLIUTEIeM MHOXECTBA | HapyLUIUTENb C KOHCOJIb
BUPTYAJILHBIX MalllH. | HU3KUM yIpaBJeHHs
HEKOHTPOJIHUPYEMO o
VEH58 ro pocra wmcIa Jannas yrposa o0ycioBieHa TOTEHIATIOM, obnavHoM 10 05 P Huskast Heaxryans- | TexHomorus HE
OrpaHMYEeHHOCThIO 00BEMa JucKoBoro | BHyrpenHuii HHPPACTPYKT Hasi MPUMEHSETCS
BUPTYAILHBIX NPOCTPAHCTBA,  BBIICJIEHHOrO  IOJ | HApyLUIMTENb C YpOH,
MaTIHH BUPTYaJIbHYI0 ~ MHQPACTPYKTYpY, U | HU3KUM obnayHas
cnabocTsIMH ~ TEXHONOTHMH  KOHTPOJS | TOTEHIMAIOM HUHPPACTPYKT
mpolecca  CO3JaHUS  BUPTYAJIbHBIX ypa
MalluH.

Peanuzanust naHHON yrpo3bl BO3MO)KHA
IIPU YCIOBUM HAIMYUS Y HApyIIUTENs
IpaB Ha CO3aHHE BUPTYAIbHBIX
MaIIvH B 00JIa4HON HH(PpacTpyKType




YBU.59

Yrposa
HEKOHTPOJIHPYEMO
ro pocra 9Yucia
3ape3epBUPOBAHH
BIX
BBIYHCITUTETBHBIX
pecypcoB

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
OTKa3a JIETalbHBIM IIOJB30BAaTEIsIM B
BBIJICTICHUH KOMITBIOTEPHBIX PECYPCOB
IIOCTIE OCYIIECTBIICHUSI HapyIIHUTENIeM
HETIPaBOMEPHOT'0 PE3ePBUPOBAHUS BCEX
CBOOOITHBIX KOMITBIOTEPHBIX PECYPCOB
(BBIYUCITUTENBHBIX pecypcos u
pecypcoB TTAMSITH).
Jannas yrposa o0ycinoBiieHa
YSA3BUMOCTSIMH MIPOrPaMMHOTO
obecriedeHNss  YPOBHS  YIIPaBJICHUS
BUPTYalIbHOU nHppacTpyKTypOi,
peanu3yroIero (byHKIIIO
pacrpezieneHus KOMIBIOTEPHBIX
pPECypcoB  MEXAy I0Jb30BAaTENISIMU.
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
pu YCIIOBHU YCIENIHOT0
OCYIIIECTBIICHHS HapyIIHUTEIeM
HECAaHKIIMOHUPOBAHHOIO  JIOCTyMa K
MPOrPaMMHOMY OOECIICUEHHIO yPOBHS
YIIpaBIICHUS BHPTYaIbHOMN
nH}ppacTpyKTYpOii, peanusyromemy
(GyHKIHFO pacnpeneneHus
KOMIIBIOTEPHBIX ~ PECYpCOB  MEXIYy
T0JIb30BATEIAMU

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

Wudopmarmo
HHasl CHCTEMa,
cepsep

10

0.6

Cpennsist

Cpennsist

AxTyanbHas

YBU.60

VYrpoza
HEKOHTPOJIUPYeMO
0  YHHUYTOXEHHUS
uHpopmaru
XPaHWINILEM
OOJIBIINX JAHHBIX

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
yIaIeHusl U3 XPaHWIUIIA HEKOTOPBIX
00pabaThIBaeMbIX JTAHHBIX 0e3
YBEJIOMJIEHHSI KOHEUHOT'O [10JIb30BATEIS
WM aIMMHUCTpATOpa.
HanuHast yrposa o0ycioBieHa
crnabocTsiMu MeXaHH3Ma
aBTOMATHYECKOrO YJAICHUS JIaHHBIX,
HE  OTBEYAIOIIMX  OINpEEIEHHBIM
TpeOoBaHUsIM  (TIpEEbHBIA  «CPOK
KHU3HW» B XpaHWIMIIE, KOHEYHas
HECOIJIaCOBaHHOCTb c JPYTHMH
JaHHBIMH, CO3[JaHHE KOIHH B APYroM
MecTe u T.IL).
Peanuzanust naHHON Yrpo3bl BO3MOXKHA
npH YCIIOBHH HEJOCTaTOYHOCTH
Ppeannu30BaHHBIX B XpaHUIHIIE
OOJBIINX JTAaHHBIX Mep 10 KOHTPOJIO 32
ABTOMAaTHYECKUM Y/aJICHUEM JIaHHBIX

Buyrpennuit
HapyLIUTENb
HHU3KUM
MOTEHLAIOM

C

XpaHuuiie
OOJIBIINX
JTAaHHBIX,

MeTalaHHbIE,
3aIUIaeMbIe
JTaHHBIC

10

0.5

CpenHss

Huzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
COBEpIICHUS HapyIuTeneM (KIHSHTOM
0a3pl  JAHHBIX) TOMJIOra  IIYTEM
TIPepBIBAaHMS TPAH3AKIIUH WIIH TOAMEHBI
upeHTHUKAaTOpa  TpaH3akuuu. B
MIEPBOM CIIydae MPOMCXOMUT HENOIHOEe
BEITIOJTHEHNE TPAH3aKIMH, a BO BTOPOM

Yrpoza CereBoit
- TI0JTE30BATEIh (opcrpoBaHHO .
HEKOPPEKTHOTO .. | BHyrpeHHnit Tpaduk, 6aza
sajaHms 3aBepIIAeT TPAH3AKIHUIO, HW3MEHS €€ HapymmTeNh O AHHDBIX
VBU.61 ID, u coobmiast 0 TOM, 4TO TpaH3aKIIHS > 10 0.6 cpenHss Cpennsisi | AKTyanbHas
CTPYKTYpBI CpeHIM ceTeBoe
He Obula TIPOBEAEHa, TEM CaMbIM
TTAHHBIX TIOTEHIHAIOM TIpOrpaMMHOE
MIPOBOLIMPYSl TIOBTOPHOE IIPOBEICHHE
TpaH3aKIUH obecrieueHne
TpaH3aKIUH.
Jannas yrposa o0ycnoBiieHa
caboCcTAMH  MEXaHW3Ma  KOHTPOJIS
HETIPepPbIBHOCTH TpaH3aKIuH "
LIEJIOCTHOCTH JIaHHBIX, NIepPeJaBacMbIX B
XOle  TpaH3aKIMM MeXIy Oazoi
JaHHBIX U €€ KITMEHTOM
VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH
MepeHanpaBiIeHuss WM  KONHUPOBAHHUS
obpabaTbIBaeMbIX Opay3epoM IaHHBIX
4yepe3 MpO3pauHbIi  MPOKCH-CEepBep,
TIOJIKIIIOUEHHBIH K Opay3epy B KauecTBe
VYrpoza IJIaruHa.
HEKOPPEKTHOTO JaHHast yrposa o0ycnoBieHa Y—
UCHOJIb30BAHUS cnabocTsIMM ~ MEXaHM3Ma  KOHTPOJIA CereBoe
. HapyIIUTEeNb C
YBN.62 MIPO3PaYHOro JOocTyma K HacTpoiikam Opaysepa. N IpOrpaMMHOE 10 0.6 cpenHsas | cpelHss |AKTyajbHas
NpOKcU-cepBepa 3a | Peanmsaius  Bo3MOXKHA B cliydae obecrnieyeHne
. MOTEHLMAIOM
cuér IUIATMHOB | YCIIEIIHOr0 OCYILECTBICHHS
Opaysepa HApYLIUTEJIEM  BKIIOYEHHS  PEXHMa

HCHOJIL30BAHUS TIPO3PAYHOIO IIPOKCH-
cepBepa B IapaMerpax HaCTPOMKH
Opay3epa, HampuMmep, B pe3yJbTaTe
peanu3anuy  yrpo3bl  MEXKCaHTOBOrO
CKPMITHHIA




er03a 3aKJII0YacTCA B BO3MOXKHOCTHU

HCIIOJIB30BAHUS JIEKIIapUPOBaHHBIX CucremHOe
BO3MOXKHOCTEHl ~ NPOrpaMMHBIX | pOrpaMMHOE
anmapaTHbIX CPEACTB  OIpPE/CIEHHBIM obecrieueHue,
Vinosa (HecTaHapTHEIM, HEKOPPEKTHbIM) | BHeurHuii HPHKIIaJTHOS
p CIIOCOOOM € IIEJIBI0 JECTPYKTHBHOTO | HapyIIUTENIb CO | MPOrpaMMHOE
HEKOPPEKTHOTrO N
BO3JICHCTBUSL Ha HMH(OPMAIMOHHYIO | CPEIHUM obecrieueHue,
HICTOTIL3OBAMIA cucteMy U 00pabaTbIBaeMyl0 €I0 | IIOTEHIMAaJIOM ceTeBoe
YBU.63 (yHKIIOHATA L 10 0.6 cpemusii | cpenmHsisi |AKTyajbHas
uH(POpMALHIO. BHyTpeHHHI HIpOrpaMMHOE
[POrpaMMHOr0 U
ANIMApaTHOro JlaHHas yrpo3a CBsi3aHa CO CIA0OCTSAMH | HapyMIHTeNb cO | obecledeHue,
MexaHu3Ma O00pabOTKM [aHHBIX H | CPEIHUM MHKpOIpOrpa
obecrieuenus P A pen porporp
KOMaH/I, BBOJAMMBIX IOJIb30BATEIISMU. | TOTCHIMAIOM MMHO€
Peanuzanust faHHON yrpo3bl BO3MOXHA obecrieueHwe,
B Cllydac HaIW4YMs y HapPYIIHTENs armaparHoe
JOCTyTIa K MPOrpaMMHBIM " obecrieueHne
anmapaTHbIM CPEICTBAM
Vrpos3a 3akmodyaeTcss B BO3MOXKHOCTH
OTKa3a MoTpeOuTeNsIM 00IaYHBIX YCIyT
B YIAIEHHOM JIOCTYIIE K apeHIyeMOMY
MPOrpaMMHOMY ~ OOecCreueHno  (T.e.
MPOMCXOAUT  TOTepsi  JOCTYIHOCTH
obmauHoi ycimyrm SaaS) mo BHHE
MOCTABIIINKA 00JIaYHBIX YCIIYT.
aHHas 032 o0ycnoBieHa
A P 4 o CucremHoe
HEJOCTaTOYHOCTBIO npopabGoTku | BHemHuit
HporpaMMHOe
VYrpoza BOMIPOCA  YMPABACHUS — MONMTHKAMH | HAPYWMTENh € | oo oo
HEKOPPEKTHOM JIMLEH3UPOBAHUS UCHOJNIb30BAaHUS | HU3KUM T I/IKJ‘Ia,Z[HOG’
peanusanuu IIPOrpaMMHOT0 obecrieyeHus: | MOTEHILHAJIOM, P Heakryans- | TexHonorus He
YBU.64 o o porpaMMHOe 10 0.5 cpenHsis Huskas
IOJIUTHKI Pa3nMYHbIX Mpou3BoauTENeil B obnake. | BHyrpenHuit oBecIIeueHIE Hasi [PUMEHSETCS
JMLEH3UpoBaHus B | Peanusanus 1aHHOW yrpo3sl BO3MOXKHA | HapyLIMTeNb C ceTeBoe ’
obnake P  YCIOBUM,  4YTO  IOJUTHKA | HU3KUM
HpOrpaMMHOe
JIMLEH3UPOBAHUS HCHOJIb30BAHUS | HOTEHIMAIOM
obecrnieyeHne

IPOrpaMMHOr0 00€CIIeYEeHHsI OCHOBaHA
Ha OrPAaHMYEHMH KOJIMYECTBA  €ro

YCTaHOBOK N qrciIa ero
MOJIb30BaTEICH, a CO3JaHHbIC
BUPTYaJbHbIC MAIIIAHBI c
JTULEH3UPYEMbIM MPOrpaMMHBIM

o0ecreyeHneM HCIIONIb30BaHbl  MHOTO
pa3




VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
BO3HUKHOBEHHS CYIIECTBEHHBIX
pasHoryIacuii MeXIy IOCTaBIIUKOM H
norpeduTeneM OONaYHBIX YCIyr IO
BOIIPOCAM, CBSI3aHHBIM C OIPE/IeICHHEM
HX TpaB M OOS3aHHOCTEH B 4YACTH

obecredeHust nH(}pOopMaIOHHOM
0e30IacHOCTH. .
Buewnuit
Yrposza Hannas yrposa 00ycroBIcHa "
HEOMPEIeIEHHOCT | OTCYTCTBHEM JIOCTATOYHOro Habopa USRI
u B | Mep KOHTPOJsL 3a pacrpeielicHHeM CucremHoe
MOTEHIIHAIIOM, Heakryanb- | TexHomorus HE
YBU.65 pacrpenencHun OTBETCTBEHHOCTU MEXKAY pPa3INYHBIMU . NIpOrpaMMHOE 10 0.5 cpenHss Huskas
BHyTpeHHHI Hast MPUMEHSETCS
OTBETCTBEHHOCTH | POJSIMH B HacTH BIAJCHHA JAHHBIME, | =~ - obecrnieyeHne
MEXIy pPOJSMH B | KOHTPOJIS JoCTya, TIOJUICPIKKH HHEI}{’EIM
obnaxe obmavHOi WH(QPACTPYKTYpel M T. IL
. | moreHImanom
BO3MOXKHOCTh ~ peanu3alii  JIaHHOH
yrpo3bl  TOBBILIACTCS B Ciiydae
HCIONB30BaHKUS  OONMAYHBIX  YCIYT,
MPEIOCTABIISIEMBIX JPYTHMH
MOCTaBIIMKaMK  (T.e. B ciydae
HCIIONIB30BAHKST  CXEMbI  OKa3aHHsI
00NayHBIX ~ YCIyr € ydacTHeM
TIOCPETHUKOB)
VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH
HEBBITIOTHEHHS psila Mep 10 3alluTe
nHpopMaMM  KaKk  MOCTaBIIHUKOM
o0NlauHbIX ~ yChOyr, Tak MW KX
noTpeduTenem.
HanuHast yrposa o0ycioBneHa
OTCYTCTBUEM  YETKOIO a3/IeeHus
VYrpoza T pasa
i OTBETCTBEHHOCTH B YacTH 00ECIeUCHHS
HEOomnpeaeIEHHOCT .
" Oe3omacHOCTH  HMHpOpMaLUKM Mexay | BuemrHuit
norpedurenemMm u MOCTABIIUKOM | HapyLIUTEIb C OomnauHast Heaxtyans- | TexHomorus HE
YBU.66 OTBETCTBEHHOCTH P Py 10 0.5 cpenHsis Huzkas Y
00J1auHbIX YCIYT. | HU3KHM cucremMa Hast MIPUMEHSIETCS
3a  obecreueHue .
Peanusaius 1aHHON yrpo3bl BO3MOXKHA | IOTEHIIUATIOM
0e30macHOCTH
npu YCIIOBUH HEIOCTaTOYHOCTH
obnaka

JOKYMEHTAJIbHOTO ~ pasleieHus cdep
OTBETCTBEHHOCTH MEXIy CTOpOHaMU
YYacTBYIOLIMMHU B OKa3aHUM OOJIaYHBIX

yeIyr, a TaKxKe OTCYTCTBUS
JOKYMEHTAIIbHOT O OIpeieeH s
OTBETCTBEHHOCTH 32 HECOONIO/ICHUE

TpebGoBaHuii OE30MaCHOCTH




erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

HEIPaBOMEPHOI'0  CIOy4allHOrO WU
IIpeJHAMEPEHHOr 0 O03HAKOMJICHUS
N10JIb30BATEIIS c nH(popMaIueH,

KOTOpast Al HEeTO He NpeAHa3HaueHa, H
JJIbHEHIIEero €€ HUCIOIb30BaHUs JUls
JOCTIDKCHUSI CBOMX WM 3aJaHHBIX €My
IPYIMMH  JIMIAMH  (OpraHu3anusIMu)

JECTPYKTUBHBIX LIEJIEH.
Jaunas yrposa 00ycloBIIcHA AnmapartHoe
Yrpoza VSI3BUMOCTSIMH ~ CPEIICTB  KOHTPOJIS Bryrpenmii obecrieueHue,
HENPaBOMEPHOTO JOCTyIa, OMMOKaMH B IapaMerpax HOCHTEJTH
HapyIIuTeNlb C
YBU.67 O3HAKOMJICHHSI € | KOHQUIYpaIlliyl IaHHBIX CPEJCTB WIN HHSKUM HH(pOPMAITUH, 10 0.5 cpenHss cpenHss |AKTyasnbHas
3aIUIIIaeMOKN OTCYTCTBHEM  YKa3aHHBIX  CPEJICTB. 00BEKTHI
N N MOTEHIIHATIOM N .
HHpOpPMAITUCH Peamusarss  maHHOW — yrpo3sl  He (haitnoBoit
MOfIpa3yMeBaeT YCTaHOBKY u CHCTEMBI
HCIIOJIb30BaHKE HapyIIHUTelIeM
CIIEIUAIEHOTO BPEIOHOCHOTO
nporpaMMHOro — obecniedenust.  Ilpu
9TOM  O3HAKOMJIEHHE MOXET OBITh
MIPOBEACHO MyTéM POCMOTpa
nHpoOpMaIK C 3KPaHOB MOHHUTOPOB
JIpyrux TMOJIb30BaTENEH, c
OTICYATAHHBIX ~ JJOKYMEHTOB, ITyTEM
MOCITYIIMBAHHUS Pa3roBOPOB U JIp.
VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH
OCYIIIECTBIICHHS HapyIIHUTEIeM
JECTPYKTHBHOTO MPOrpaMMHOTO
Bo3aeiicteust Ha APl B memsax
. CucremHoe
peanmzaimu QyHKIMH, M3HAYAIBHO HE
IporpaMMHOe
MPELyCMOTPEHHBIX
. obecricueHue,
JHCKPETUTUPYEMbIM npuiiokeHneM | BHenrnwii
VYrposa o IIPUKJIaTHOE
(HanpuMep, HCIOJb30BaHUE (YHKUUI | HApYIIUTENIb CO
HETPaBOMEPHOro/ porpaMMHOe
OTJIa/IKU u3 cocTaBa API). | cpennum
HEKOPPEKTHOTO obecrieueHue,
HanHast yrpo3a o0yCJIOBIIeHa HAJTMYAEM | MOTEHIIHAIOM,
YBU.68 HCIIOJIb30BaHHS N o ceTeBoe 10 0.6 cpenusisi | cpenmusisi |AKTyanbHas
o cnabocreif B MeXaHH3ME TpoBepku | BHyrpeHHuit
uHrepdeiica MPOrpaMMHOE
N BXOMHBIX JaHHBIX M koMaHn APl | Hapymwurens co
B3aUMOJENCTBHS C obecrieueHue,
HCIIOIb3YeMOro MPOrPaMMHBIM | CpPEIHUM
MIPUIIOKEHHEM MHKpOIporpa
obecIreueHueM. MOTEHIIMATIOM MMHOE
Peanuzaius nanHOM 03bI BO3MOYKHA
B CJ'IOBI;I/ISIX ﬂHaJ'II/I‘II/I};[rp Ha WTENS obecreserme,
y Yy Hapym peectp

moctyna k APl um orcyrctBus |y
JIMCKPEAUTUPYEMOTO MPHIIOKEHHUS
MEXaHH3Ma  NPOBEPKHM  BBOAUMBIX
JIAHHBIX ¥ KOMaH]{




YBI.69

Yrposa
HENPAaBOMEPHBIX
JIeUCTBUI
KaHaJIaX CBSI3U

B

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
BHECCHUS HapyIIUTENIEM U3MCHCHUU B
paboTy CeTeBBIX NPOTOKOJIOB IYTEM
JNO0OaBIICHNS WM YIAJICHUS NAaHHBIX W3
HH(OPMAIIMOHHOTO TOTOKa C IIEJIBI0
OKa3aHWs  BIMAHMA Ha  pabory
JUCKPEIUTUPYEMOM  CHCTEMBl  WIH

TTOTyICHUS JocTymna K
KOH(pHICHITNATTEHOM WHPOPMAITUH,
repeaBaeMoil MO  KaHaly  CBS3H.
Jaunas yrposa 00ycloBIIcHA

cnabocTsIMM ~ CETEBBIX  IIPOTOKOJIOB,
3aK/IIOYAOIUMUCS B OTCYTCTBHH
MIPOBEPKH LEIIOCTHOCTH u
MOJUITMHHOCTH  TIONY4aeMbIX JaHHBIX.
Peanuzanus 1aHHON yrpo3sl BO3MOXKHA
pu YCIIOBHU OCYIIECTBIICHUS
HapyIIUTEJIEM HECaHKIIMOHUPOBAHHOI'O
JOCTYIIA K CETEBOMY TpaduKy

Bremnnit
HapylIUTelh
HHU3KUM
TOTEHI[AATIOM

C

CeteBoit
Tpapuk

10

0.6

Cpennsist

Cpennsist

AxTyanbHas




YBU.70

Yrposa
HeIpepbIBHON
MOZEPHU3ALNH
00JIauHOM

UHPPACTPYKTYpPBI

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
3aHeCceHHsT B  OOJA4HYH0 CHUCTEMY
yA3BUMOCTeH W ciabocTell BMecTe ¢
J00aBJICHHEM HOBOIO IIPOrPaMMHOIO
WM anmapatHoro obecnedenus. llpu
9TOM CHCTEMa, paccMaTpHBaeMas Kak
3alMIIEHHAs Ha JTane BBoga c€ B
JKCIUTyaTallMio, yXe He  MOXeT
CUUTAThCA  TAKOBOH rocie e€
MOJICpHU3ALIHH.

JanHas yrposza o0yclOBI€Ha TEM, 4TO,
BO-TICPBBIX, MOCTABIIUKHA OOJIAYHBIX
YCIIYT  TPEIOCTaBISIIOT  BO3MOXKHOCTH
OCYIIIECTBIICHHS norpedureneMm
o0JlauHBIX yCIyr BbeIOOpa ®  (Win)
M3MEHEHHS TepPBOHAYATIBEHOTO COCTaBa
MIPOrPaMMHOT0 00ecTieueH s 00JIaqHOH
HH(PPACTPYKTYPHI B MPOIIECCE OKA3aHHS
TaKUX yCAyr, &, BO-BTOPBIX, TIPH
WHTCHCUBHOM  TIOJKJIFOYCHHH HOBBIX
norpedurenei MOJICpHU3ALHS
00NIa4HOM  MH(PACTPYKTYPHl ~ MOXET
MPOXOANTh HECKOIBKO pa3 B TOI.
Peanuzanus 1aHHOH yrpo3sl BO3MOXHA
B Clydae, €CIM CPOK [0 CleIyolen
MOJICPHU3ALMM HE MPEBBILAET CPOKa
NPOBEJCHUSA  OLEHKH  COOTBETCTBUS
cucTeMbl TpeOOBaHUAM O€30MaCHOCTH B
YCIOBHSAX OTCYTCTBUS CHCTEMBI
MEHEJDKMEHTa OOJIayHbIX  YCIOYT U
obecneyenus ux 6e30MmacHOCTH
(cucrembl 00J1aYHOrO MEHEPKMEHTA)

Bryrpennmii
HAPYHIUTENL CO
CpETHIM
TIOTEHIHAJIOM

O6naunas
nH}ppacTpyKT
ypa

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBNU.71

Yrposa
HECaHKIIMOHUPOBA
HHOTO
BOCCTAHOBJICHHUS
yAanEHHON
3aIlUIIaeMOn
nHpopMaIU

Yrpo3a 3aKiIrodaeTcs B BO3MOXHOCTH
OCYIIECTBIEHHS  IPSMOTO  JIOCTYIa
(moctyma ¢ ypOBHEHW apXUTEKTYPHI
Oonee HU3KMX 10 OTHOIICHHIO K
YPOBHIO ONEPAIlMOHHOW CHCTEMBI) K
JAaHHBIM, XPaHAIIMMCS Ha MAalIMHHOM
HOCUTeIe nH(popMaImy, 50071
BOCCTaHOBJICHHUS JTAaHHBIX o
CUMTAaHHOW C MAIIMHHOTO HOCHUTEIS
OCTaTOYHOH nHpopMaImH.
Jannas yrposa o0ycinoBiieHa
caboCcTAMM ~ MEXaHW3Ma  yJaJeHHs
nH}pOpPMAINK ¢ MAIIUHHBIX HOCHTENEeH
—  uHpopmanus, yranéHHas c
MAIIMHHOTO HOCUTENS, B OOJNBIINHCTBE
CITyqaeB MOXKET OBITh BOCCTaHOBJIEHA.
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
pu CIIETYIOIIIX YCIIOBHSIX:
— ynanenue WH(opMaIyy ¢ MallHHHOTO
HOCHTEIS MIPOMCXOIIIO 6e3
HCTIONB30BaHUs  CIIOCOOOB  (METOMOB,
QJITOPUTMOB) rapaHTHPOBAHHOTO
CTHpaHHs JTAaHHBIX (Hampumep,
(bu3nUecKoe YHUUTOKEHNUE MAIIUHHOIO
HOCHTEIS nHpopmaimn);
—  TEXHOJIOTHYECKHE  OCOOCHHOCTH
MAlIMHHOTO HOCUTENs MH(opManuu He
MIPUBOJAT K rapaHTHPOBAaHHOMY

YHHYTOXCHUIO  MH(OpMaLMuM  1pH
MOJIyYCHUM KOMaHIbl Ha CTHpaHHe
JIaHHBIX;

— wuHdopManus He XpaHWIAach B
KpHIITOrpaduecKy Mpeodpa3oBaHHOM
BHIC

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bayrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

MamuHHbIi
HOCHTEJIb
UHpOpMAIMU

10

0.5

cpenHss

cpenHss

AkTyanbHas




YBU.72

Yrposza
HECaHKIIHOHUPOBA
HHOT'O
BEIKJIIOUEHUST WA
o0xoma
MeXaHu3Ma
3aIUTEI OT 3aIKCH
B BIOS

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
BHEJIPEHUS B BIOS/UEFI
BPEIOHOCHOTO  MPOrPaMMHOTO  Koja
mociie OIINOOYHOTO HIIH
3JI0HAMEPEHHOTO BBIKIIFOYEHHS
MOJIb30BATEJIEM MEXaHH3Ma  3allWThI
BIOS/UEFI or 3ammcu, a Takke B
BO3MOXKHOCTH YCTaHOBKH
HEIOITUCAHHOr0 OOHOBJICHHUSI B 00X0J

MeXaHH3Ma 3alllUThl OT 3alHCH B
BIOS/UEFI.
Januast yrposa o0ycnoBiieHa

CTabOCTSIMH MEp TIO Pa3TPaHUUCHHIO
JOCTyIa K YHPaBJICHUI0 MEXaHU3MOM
samutel BIOS/UEFI or 3ammcu, a

TaKKe  YSI3BUMOCTSAMH  MEXaHH3Ma
OOHOBJICHHUS BIOS/UEF]I,
NPUBOJSAIIMMH K MEPEHOTHEHHUIO
Oydepa.

Peasnu3zaiuiss JaHHON Yrpo3bl BO3MOXKHA
B OMHOM W3 CJCAYIOUINX YCIOBHIA:
— BBIKIIIOYCHHOM MEXaHH3ME 3alllThI
BIOS/UEFI oT 3aITUCH;
- YCIICIHOM 9KCIUTyaTalux
HapyILIUTEJIEM YSI3BUMOCTH MEXaHH3Ma
oonosnenust BIOS/UEFI, npuBomsmeit
K IepernoiHeHuto oydepa

Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

Muxponporpa
MMHOE 1
anmaparHoe
obecrieueHue
BIOS/UEFI

10

0.6

cpenHss

cpenHss

AxTyanbHas




Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
HN3MEHEHHUS BPEIOHOCHBIMHU
IporpaMMaMH  QJTOPUTMa  PaboTHI
MIPOrPaMMHOTO OOECIICUCHHUSI CETEBOTO
00opyaoBaHUS U (WIIH) TTapaMETPOB €T0

VYrposa HACTPOMKM  NyTéM  JKCIUIyaTalUH
HECAHKIMOHUPOBA | yA3BHUMOCTEH MPOrpaMMHOro W (MJn) CereBoe
HHOTO JIOCTYyMa K | MHKPOIPOrPaMMHOIO obecrnieyeHus BremHuii obopynoBaHu
AKTHBHOMY U | yKa3aHHOTrO 000pyIOBaHUSL. e,
HApYLIUTENb CO
(unmn) nmaccuBHomy | JlaHHas yrposa obycnoBiieHa CpeTHI MHKpOIpOrpa
BUPTYaJIbHOMY U | OIPaHMYEHHOCTBIO  (DYHKI[MOHAJIBHBIX p MMHOE
o <\ | TIOTEHLHAJIOM, Heaxtyans- | TexHomorus HE
YBIN.73 (vum) BO3MOYKHOCTEH (Hamm4meM clabocTeit) . obecriecueHue, 10 0.5 CpemHsis Huskas
BHyTpeHHHI Hast MPUMEHSETCS
¢dusIIecKoMy aKTHBHOTO ¥  (WJIM)  TACCHBHOTO ceTeBoe
HApYIIUTENb CO
CETEBOMY BUPTYaJIbHOr0 ¥ (WiH) (HU3HUECKOrO CpeiHiM MPOrpaMMHOe
000pY/IOBAaHHIO M3 | CETEBOr0 00OPYHAOBaHHUS, BXOJSIIETO B HOTeHIIATOM obecrieyeHue,
bu3nueckoit U | cocTaB BUPTYyaJbHOH HHOPACTPYKTYPHI, BUPTYaJIbHBIC
(vm) HaJIMYMEM Yy JaHHOTO 00OpyIOBaHHS ycTpoiicTea
BUPTYAJIbHOM CeTH | (DUKCHPOBAHHOTO  CETEBOTO  ajpeca.
Peasnu3zaiyis JaHHON Yrpo3bl BO3MOXKHA
MpY YCIIOBUHM HAIMYMS YA3BHUMOCTEH B
MIPOrpaMMHOM " (unm)
MHKPOIPOrpaMMHOM obecreyeHnn
CeTeBOro 000py10BaHMs
CucremHoe
HporpaMMHOe
. obecrieueHue,
VYrposa 3akmodaeTcs B BO3MOXHOCTH | Bremnuit OBBEKTEL
N3BJICUCHUS naponeit UMEH | HapylmuTenb ¢ . N
VYrposza N P > . Py (aiinooit
IOJIb30BaTENEH WIM APYrHX Y4ETHBIX | HUZKUM
HECAMKIIONHPOBA JAHHBIX W3 ONEpaTUBHOM MaMATH | MOTEHLHUAIOM CHCTEMEL,
YBU.74 HHOTO JOCTyma K P L y4ETHBIE 10 0.6 cpenusii | Cpennsist | AKTyanbHast
KOMIIbIOTEpA WK XuieHus | BHyrpenHuit
ayTeHTH(UKALUOH . o JIaHHBIE
o (xorupoBaHus) (ailyoB maposeii (B TOM | HapylmUTeNIb C
HOH MH(pOpMaLUK HOJIb30BATENS
YyCclle XPaHAIMXCS B OTKPHITOM BHAE) | HU3KUM cec
C MallIMHHBIX HOCcUTeNel nHdopmau MOTEHLIMATIOM » beeetp,
MalIUHHbIE
HOCHTENN

uHpopMaLUH




YBU.75

Yrposa
HECaHKITHOHHPOBA
HHOTO JOCTyma K
BHPTYaJIbHBIM
KaHaJIaM repeaadu

VYrpo3a 3aKIrO4aeTCs B BO3MOXKHOCTH
OCYIIECTBIICHHS HapyIIHUTENEM
HECAHKIIMOHUPOBAHHOT O nepexsara
Tpaduka ceTeBbIX y3JI0B, HEAOCTYITHBIX
C TIOMOINBIO CETEBBIX TEXHOJOTHH,
OTJIIMYHBIX OT CETEBBIX TEXHOJOTHHA
BHPTYaIIM3aLHH, ITyTEM HEKOPPEKTHOIO
HCIIONBb30BaHUA TAaKMX  TEXHOJOTHH.
Jlannas yrposa 00ycioBieHa
cabocTAMH Mep KOHTPOJISL IIOTOKOB,
MEKCETEBOTO 9KpaHHPOBAHMS u
pasrpaHUYEHHs JIOCTyMa,
pEann30BaHHBIX B OTHOIIEHHH CETEBBIX
TEXHOJIOT M BUPTYyaNnn3alyu (c
TTOMOIIBIO KOTOpPBIX CTposITCS
BHUPTyallbHbIE  KaHAIbI nepeaqn
JTAHHBIX).

Peanusanysa naHHON yrpo3bl BO3MOMKHA
MpU  HAIMYUM Yy  HapyIIUTeNnd
MIPUBHIIET Ui Ha OCYIIECTBIICHUE
B3aUMOJIEMCTBHS C TOMOIIBIO CETEBBIX
TEXHOJIOT M BUPTYyalIU3aluy

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CereBoe
pOrpaMMHOe
obecrieueHue,

ceTeBoi

TpaduK,
BUPTYaJIbHBIC

ycTpolicTBa

10

0.5

cpenHsis

Huzkas

Heaxryanb-
Hast

TexHomorus
MIPUMEHSIETCS

HE




YBU.76

Yrposza
HECAHKIIMOHUPOBA
HHOTO JOCTyna K
THIEPBU30pY U3
BUPTYaJbHON
MaIIMHBl W (WITH)
¢usmyeckoi cetn

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
MIPUBENICHUS] HApYIIUTENIeM Bcel (eciH
THIEPBU30p — OZMH) WX YacTH (€CiH
HCIIOJIB3YETCs HECKOJIBKO
B3aUMOJICHCTBYIOIINX MEXIy CcoOoi
THIIEPBU30POB) BUPTYaJIbHON
HH}PACTPYKTYPHl B COCTOSHHE «OTKa3
B 00CITY)KHBaHHI yTéM
OCYIIECTBIICHHS JIECTPYKTHBHOI'O
NIPOrpaMMHOI0 BO3/ICUCTBHUSA Ha
TUNEPBU30p M3  3alyLICHHBIX B
CO3JaHHOM MM BHUpPTYyaJIbHOM cpefe
BHPTYaJIbHBIX MallluH, WIn
OCYILLECTBICHUSI  BO3/EHCTBHUSA Ha
TUIIEPBU30p YEPE3 €r0 MOAKIIOUECHUE K
(u3MYECKON  BBIYMCIHUTENBHON CeTH.
JaHHast yrpo3a 00ycI0OBI€Ha HaIUYHEM

MHOXECTBa Pa3HOOOpPa3HBIX
unTepdeiicoB B3aUMONEHCTBUS MEXITY
THIEPBU30POM u BUPTYaJIbHOM

MamHON M (Wwin) GU3NUECKON CeThIo,
YA3BUMOCTSIMH THIICPBH30pa, a TaKKe
YA3BUMOCTSIMH MPOTPAMMHBIX CPEJICTB
U OrPaHMYEHHOCTBIO (PYHKIIMOHAIIBHBIX
BO3MOJKHOCTEH amIapaTHbIX CpEJCTB,
UCHOJIB3YeMbIX [UIsL OOCCIICUCHUs €ro
paboTocrocodHOCTH.

Peanuzanus 1aHHOH yrpo3bl BO3MOXHA
B OJHOM M3 CICIYIOIMX CIy4aeB:
— HaJIM4Ke y HapyIIUTeNs IPUBUICTHH,
JOCTaTOYHBIX  JUISL  OCYIIECTBIICHUS
JeCTPYKTUBHOTO HPOrpaMMHOI0
BO3/ICHCTBUS M3 BUPTYAJIbHBIX MAlllMH;
— HalIWM4YMe y TMIEPBH30pAa aKTHBHOI'O
uHTepdeiica B3aUMOJICUICTBUS c
(U3MYECKOI BEIYUCIUTEIBHOR CEThIO

Bremnnit
HapyIIUTENb CO
CpeTHIM
TIOTEHIMAIIOM,
Bayrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

T'unepsuzop

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.77

Yrposa
HECAHKIIHOHUPOBA
HHOTO JOCTyma K
JIaHHBIM 3a
npeneaamMmu
3ape3epBUPOBAHHO
ro aJIpeCHOro
MPOCTPAHCTBA, B
TOM qrucie
BBIJIEJIEHHOTO IO
BUPTYalIbHOE
anmapaTHoe
obecrnieueHue

erosa 3aKJII0YacTCd B BO3MOXKHOCTH

HapyLICHUs BPEIOHOCHOU
IIPOrpaMMOH, (yHKIHOHHpYIOmEH
BHYTpH BHPTYaJIbHOMN MaIlHHBI,
LEJIOCTHOCTH ~ NIPOrPaMMHOIO  KOZa

cBOeH M (WIM) APYrHX BUPTYaIbHBIX
MalvH,  (QYHKIMOHUPYIOIUX  MOJK
YIIpaBJIEHHEM TOTO K€ THIIEpBH30pa, a
TaKKe W3MEHEHUs IapameTpoB e€ (uX)

HACTPOHIKH.

JlaHHas1 yrpo3a 00yCIOBICHA HATMIHEM
ciabocreit MIPOrPaMMHOTO
obecredeHust THIIepBHU30pa,
00€CIIeUNBaOIEr0  M30JMPOBAHHOCTD
aJIpecHOro IIPOCTPAHCTBA,

UCIIONB3YyeMOro  JUIL  XpaHEHHs He
TOJIBKO 3aIlUINaeMOil HMHpOpPMaUU H
MPOrPaMMHOTr0 Kozia 00pabaThIBaromHX
eé mporpaMM, HO U IIPOrPaMMHOTO
KOZa, PEAIM3YIOLIEr0  BHPTYaIbHOE
anmnaparHoe obecrieueHne
(BUpTYyaJIbHBIC YCTpOICTBa 00pabOTKH,
XpaHeHUs M Mepelauyd NaHHBIX), OT
HECaHKI[MOHUPOBAHHOrO0 IOCTYIa €O

CTOPOHBI ~ BPEIOHOCHOH IPOrpamMMBbl,
(bYHKIMOHMpYIOIIEH BHYTPHU
BUPTYaJILHOI MallHHBL.
Peanuzanus 1aHHOH yrpo3bl BO3MOXHA
pu YCIIOBUH YCIICIITHOT O
OCYILIECTBIICHUS

HECaHKIMOHUPOBAHHOIO  JIOCTYNa €O
CTOPOHBI  BPEJIOHOCHOH HPOrpaMMBl,

(GyHKIMOHHpYIOLIEH BHYTpH
BUPTYalbHOH MAIIUHBI, K JaHHBIM,
XPAHALMCS 3a npenenamMmu
3ape3epBUPOBAHHOTO oz

II0JIb30BATEJIbCKUE JJAHHBIE aAJPECHOr0
MPOCTPAHCTBA JAaHHOM BUPTYaJIbHON
MalluHbI

Bremnnit
HapyIIUTENb CO
CpETHUM
TIOTEHIMAIIOM,
Bayrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

Cepgep,
pabouast
CTaHITHS,
BUPTYaJIbHAs
MaIllHa,
THIIEPBU30D,
MalIMHHBIN
HOCHUTEJb
uH(pOpMaIH,
MeTaJaHHbIe

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




VYrpo3a 3aKIrodaeTcs B BO3MOXKHOCTH
OCYITIECTBIICHHS HapyIIHUTeIeM
JECTPYKTHBHOT O MIPOrpaMMHOTO
BO3JICHCTBHS HAa BUPTYaIbHBIC MAIINHBI
W3 BHUPTyaJdbHOH u (wim) (usmaeckoit
CEeTH Kak C TIOMOIIBIO CTaHIApTHBIX (He
BHUPTYaJIbHBIX) CETEBBIX TEXHOJOTHH,

VYrposa TaK ¥ C TIOMOIIBIO CETEBBIX TEXHOJIOTHIH .
Buemnuit
HECAaHKIIMOHUPOBA | BHUPTYaIH3aLHUH.
HapyIIUTeNlb C
HHOro jocryna K | JlaHHas yrpo3a o0ycioBiI€Ha HAJIHYMEM HHSKUM
3aMIMAIIAEMBIM y CO37[aBaeMbIX BHPTYAJIbHBIX MAIIUH
TIOTEHIIHAIIOM, Bupryanshas Heakryans- | TexHomorus HE
YBIN.78 BHUPTYaJIbHBIM CETEBBIX aJpPECOB U BO3MOXKHOCTBIO . 10 0.5 cpenHss Huskas
Bryrpennmii MalHa Hast TIPUMEHSIETCS
MarIrHaM W3 | OCYIIECTBIICHHS HMH CETEBOTO | - mTens  C
BUPTYaJIbHOH ¥ | B3aUMOJIEHCTBHS c JIPYTAMH HHEI}{’EIM
(wm) p3HdecKoi | cyObekTaMu.
. TIOTEHIHAJIOM
ceTn Peanmusanysa naHHON yrpo3bl BO3MOMKHA
IIPY YCJIOBUM HAIMYUSL Y HAPYyIIUTENS
CBEJICHUI o CETEBOM azpece
BUPTYaJIbHOW  MAaIllMHBI, a TaKKe
TEKyIllell aKTUBHOCTH  BHPTYyaJlbHOM
MAIIMHBl Ha MOMEHT OCYIIECTBICHUS
HapyIIUTENeM JIECTPYKTUBHOT O
MIPOrPaMMHOT'O BO3IEHCTBUS
VYrpos3a 3akimrouaeTcs B BO3MOXHOCTU
OCYIIECTBIECHHS JIECTPYKTHUBHOT O
MIPOrpaMMHOT0O BO3JIEHCTBUS Ha
3alIMIAEMBIE BHUPTYaJIbHBIE MAIIUHBI
CO CTOPOHBl JPYrMX BHUPTYaIbHBIX
MallMH €  TOMOLIBIO  PA3JIMYHBIX
MEXaHM3MOB OOMEHA JAHHBIMH MEXIY
BUPTYaJIbHBIMU MallIHAMUI
VYrposza pTY i .
peanu3yeMbIx TUIIEPBU30POM u | Buemnuit
HECaHKLMOHUPOBA
aKTHBUPOBAHHBIX B CHCTEME. | HapyUIUTENb C
HHOTO JOCTyma K
JanHas yrposa 00yCIIOBJICHA | HU3KUM
3aIIUIIAEMBIM
c1abocTAMU MeXaHu3Ma oOMeHa | MOTEHIHATIOM, Buptyanbsuaas Heaxryans- | TexHomorus HE
YBU.79 BUPTYaJbHBIM . 10 0.5 cpenHsis Huskas
MALIHAM co | MAHHBIMH  MEXIY — BHPTYalbHbIMU Buytpennuii MaIlfHa Has MIPUMEHSIETCS
MallMHAMM ¥ yA3BUMOCTSIMUM  €T0 | HapylIUTeldb C
CTOPOHBI ~ APYIHX
peanuzanuu B KOHKPETHOM | HHU3KUM
BUPTYaJIbHBIX
THIIEPBU30PE. TIOTEHIMAJIOM
MaIlH

Peanuzanust naHHON Yrpo3bl BO3MOXKHA
IPY YCIIOBHU HAIWYMS y HapyIIUTENs
TIPUBUIIETHH, JIOCTaTOYHBIX JUISL
HCIIOJIB30BAHMS Pa3IMYHBIX
MEXaHM3MOB OOMEHA JAaHHBIMH MEXIY
BUPTYAJIbHBIMU MalliHaMH,
peaNnu30BaHHBIX B THUICPBU3OpE U
AKTUBHPOBAHHBIX B CHCTEME




YBU.80

Yrposa
HECAaHKIMOHUPOBA
HHOTO J0CTyma K
3alIMAIIAEMBIM
BUPTYaJIbHBIM
YCTpOMCTBAaM W3
BUPTYaJlbHOH W
(wm) pr3HIecKoi
ceTn

Yrpo3a 3akIrodaeTcs B BO3MOXHOCTH
yIanéHHOro OCYIIIECTBIICHUS
HapyIIUTEeIeM HECAaHKIHOHUPOBAHHOTO
JOCTyIla K BHPTYaJbHBIM YCTPOHCTBAM
W3 BHUPTYyaJdbHOH U (mim) (uzndeckoi
CeTH C NOMOIIBIO PA3INYHBIX CETEBBIX
TEXHOJIOTHH,  WCIONB3YyeMBIX  JUIA
OCYIIECTBJIEHH OOMEHa IaHHBIMH B

CHCTEME, MOCTPOECHHOM c
HCITOJIb30BaHUEM TEXHOJIOI M
BUPTYaIU3aLUU.

JaHHast yrpo3a 00ycIOBI€Ha HaIUYHEM
ciabocTeif B CETEBBIX MNPOrPaMMHBIX

nHTepdeiicax THIIEPBH30POB,
MpeAHa3sHAaYeHHBIX UL yOAIEHHOrO
yIpaBlIeHUs COCTaBOM u
KOH(QUryparmei BHPTYaIbHBIX
YCTPOMCTB, CO3JAHHBIX (CO3JaBaEMBIX)
JTAHHBIMU THIIEPBH30PaMHU.

Peanusanys gaHHOH Yrpo3bl BO3MOXKHA
MIPU YCJIOBUH HAIMYUSL Y HAPYyIIUTENS
TIPUBHIIET Ui JIOCTATOYHBIX JUTSt
OCYIIECTBJICHHs OOMEHa IaHHBEIMH B
CHCTEME, MIOCTPOEHHOM c
HCITOIb30BaHUEM TEXHOJIOT Ui
BUPTYyaJIU3aLUU

Bremnnit
HapyIIUTENIb CO
CpEeTHAM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpEeTHAM
TIOTEHIHAJIOM

Buptyanbusie
ycTpolicTBa
XpaHEHHs],
00paboTKH U
nepeadn
JTAHHBIX

10

0.5

cpenHsis

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.81

VYrpoza
HECaHKIMOHNPOBa
HHOTO JIOCTyna K
JIOKQJIEHOMY
KOMIIBIOTEPY
qepes KJIMEHTa
I'PHI-CUCTEMBI

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
BBHITIOJTHEHNSI HAPYIIUTEIIEM CETEBOrO
BXOZa Ha y3el TPHUA-CUCTEMBI C
[IpaBaMu OJHOM U3 Y4YETHBIX 3amluceH,
COOTBETCTBYIOLIEH MPOrpaMMHBEIM
IpoleccaM  CHCTEMbl  YIpPaBJICHUS
3a71aHUSIMH, c HOCIIELYFOLIUM
MOJyYeHUEM JIOCTYNa K 3aKpbITOH
4acTH KPHITOrpapUIECKIX
CcepTH(UKATOB, HCIIONB3YEMBIX  JUIS
YCTaHOBJIEHHSI CBSI3U B TPHUI-CHCTEME.
JaHHast yrpo3a 00ycIoOBI€Ha HaIUYHEM
YA3BUMOCTEH B KIIMEHTE T'PUA-CUCTEMBI
(KIIMEeHTCKOro MIPOrPaMMHOTO
obecrieueHns, YCTaHAaBIUBACMOIO B
y371aX TPHI-CUCTEMBI), OSKCIUTyaTallHs
KOTOPBIX ~ MO3BOJSIET  HApyIIMTEIIO
OCYIIECTBJIATh ONEpalii YTEHHS H
3amicl B OOBEKTaX  JIOKAJIBHOU
GbaiiioBOil  CHCTEMBI  KOMIIBIOTEpA,
OTIPAaBKy CHTHAJIOB IPOTrPaMMHBIM
mporeccam (BRITIOUAsT CHTHAJIBI
MpeKpamieHns  paboThl),  ONepanuu
YTeHHs M  3alUCH B [aMATh
MIPOrpaMMHBIX MIPOLIECCOB,
COOTBETCTBYIOIIUX CBSI3YIOLIEMY
MPOrpaMMHOMY OOECIICUCHHUIO M TPUJ-
3aJjaHusAM, OTKPBITHS CETEBBIX
COEIMHEHMH B JIOKANbHBIX M BHEIIHHX
y3nax TPUL-CHCTEMBL
Peanuzanust naHHON yrpo3bl BO3MOXHA
IIPU YCIIOBHU BHEAPEHUSI BPEOHOCHOT O
MIPOrpaMMHOT0  KOAa B  CHCTEMY
yhpaBieHus 3afaHusMu. DakTHdecku
Halyuhe B  y3l€  TPUA-CUCTEMBI
HEHU3BECTHOTO ero BJIAJENbILY
IPOrpaMMHOro obecredeHus (KIMeHTa
TPUA-CUCTEMBI), MPOBOJIAILIETO
HEHM3BECTHBIC BBIUUCICHHS, SBISIETCS
«4EpHBIM SIIIUKOM», 4Yepe3 KOTOpBIN
(myréM IKCIUTyaTallMd  YSI3BUMOCTEH

WK MIPOrpaMMHBIX 3aKJIaJ10K)
HApYIIUTENb ~ MOXET  OCYIIECTBUTh
MIPOTHUBOINPABHBIC JefcTBUS o

OTHOIICHUIO K XpaHsIleWcs B Yy3ie
TPUJI-CUCTEMBI 3aIIMIIaeMON
uHdopmarmy  (TUYHONH HHpOpMALIUH
BIIQ/IENIbIIA Y371a)

Bremnni
HapyluTeab co
CpeaHuM
MTOTCHITHATIOM

V3nbI rpua-
CHCTEMBI

10

0.5

CpeaHAA

Hwuzkas

Heaxryansb-
Hasl

Texuomorust
MIPUMEHSIETCS

HE




YBIN.82

Yrposa
HECaHKITHOHHPOBA
HHOTO JOCTyma K
CerMeHTaM
BBIYHCITUTEIIHHOTO
OISt

Vrpoza 3akirodaeTcsi B BO3MOXKHOCTU
OCYIIECTBIICHUS
HECaHKIIMOHUPOBAHHOTO Jocryna
HApYIIUTENS K HWCXOAHBIM JIaHHBIM,
MPOMEXKYTOYHBIM W  OKOHYATEIHHBIM
pe3ynbTaTaM pacy€roB IPYrux
MOJIb30BATENICH CYNEPKOMIIBIOTEPA, a
TaKxKe ciydaifHoe W
NpeHaMepEeHHOe JIECTPYKTHUBHOE
BO3JICHICTBHE  IPOLECCOB  pEIICHUS
OJIHMX 3aJad Ha TMpOUecChl U
pe3yJIbTaThl peleHus JIPYyrux
BBIYHCITUTEITBHBIX 3a/1a4.
Jannas yrposa o0ycioBieHa
CI1aboCTIMU MEXaHU3Ma
pasrpaHWYeHHs] JI0CTyra CYOBEeKTOB K
CEerMEHTaM  BBIYHCIUTEIBHBIX IOJCH
CyNEepKOMIIBIOTEpPA.

Peanuzanust faHHON yrpo3bl BO3MOXHA
MPU  BBIMTOJIHEHUH 3a/1ad  Pa3IMIHBIX
M0JIb30BaTeNIel CylepKOMIbIOTEpa Ha
OITHOM BBIYUCITUTEITIEHOM roje
CyNEepKOMIIBIOTEpa

Buyrpennuit

Hapynirejiab COo

CpeIHIM
MTOTEHIMATIOM

Brrunciourens
HBIN y3en
CYIEPKOMIIbIO
Tepa

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE

YBU.83

VYrpoza
HECaHKLIMOHHPOBA
HHOTO JOCTyna K
cucreme o
0eCIPOBOHBIM
KaHaJam

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
MOJTy4eHUs HApYLIUTENEM JAOCTyma K
pecypcam  Bcell  IUCKpEeIUTHPYEeMOU
NHQOPMALMOHHON  CHUCTEMBI  Yepes
ucnons3dyemble B e€  cocraBe
OecripoBOJIHbIE  KaHAJbl  Hepenadu
JIAHHBIX.

HanuHast o0ycioBieHa
crabocTamMu MIPOTOKOJIOB
UACHTUUKAMK/ ayTeHTH)UKALTUH
(rakux kak WEP, WPA u WPA2),
UCHOJIB3YeMbIX UL aBTOpPHU3ALUU
MOJIb30BaTENEH INpU TOAKIIOYEHHH K
TOYKE 0ecCrpoBOAHOTO  JOCTYIIA.
Peanuzanust naHHON Yrpo3bl BO3MOXHA
IPY YCIOBHU HAIWYMS y HapyIIUTEIs
CIEUUAIU3UPOBAHHOTO TIPOrPaMMHOTO
obecrieyeHus1, peat3yomero QyHkuun

yrposa

9KCILTyaTaIHH YA3BUMOCTEH
MPOTOKOJIOB uaeHTuUKamn/
ayTeHTUhHUKALIN 0ecrpOBOHBIX

ceTell, a TakkKe HaXOXKJICHUS B TOYKE
npuéMa CHUrHaJIOB JUCKPEIUTHPYEMOU
0ecrpoBOTHOM CETH

Buenauit
HapyYIIUTENb
HHU3KUM
MOTEHLIAATIOM

C

CereBoil y3emn,
Y4€THBIE
JIAHHBIE
TI0JIL30BATES
, CETEBOM
TpaduKk,
anmnapaTHoe
obecreueHne

10

0.5

CpenHss

Huzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




YBU.84

VYrpoza
HECaHKIMOHNPOBa
HHOTO JOCTyma K
CHCTEME XpaHEHHs
JTaHHBIX u3
BUPTYallbHOH U
(wm) pu3HIecKoi
ceTH

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
OCYIIECTBIICHHS JIECTPYKTHBHOIO
IIPOrpaMMHOI0 BO3/ICUCTBUSA Ha
BHpPTyaJIbHBIE YCTPOMCTBA XpaHEHHS
JAaHHBIX W (WIN) BUPTyaJIbHBIE AWUCKU

(sBIISTIOTIIAIECSE Kak CcerMeHTaMu
BHPTYaJIBHOTO JTIUCKOBOT'O
MPOCTPAHCTBA, CO3JaHHOTO OTACIHHBIM
BHPTYaJbHBIM YCTPOHCTBOM, TaK H
CMHBIM  BHUPTYaJIILHBIM  JTUCKOBBIM
MPOCTPAHCTBOM,  CO3/JIaHHBIM  IYTEM
JIOTHYECKOr0 00beTMHEHNS

HECKOJIBKUX BHPTYAJIBHBIX YCTPOHCTB
XpaHeHHs JTAHHBIX).
JanHast yrpo3a o0yciIoBIIeHa HAJTHIAEM
crabocTell IPUMEHSEMBIX TEXHOJIOTHH

pacripenieneHiss  nHGOpMAIMH  TIO
Ppa3IHYHBIM BUPTYaJIbHBIM
YCTPOWCTBAM XpAHCHHUS JIAHHBIX |

(unu) BUPTYaNbHBIM JMCKaM, a TaKxkKe
cmabocTell  TEXHONOTMM  €IMHOrO
BUPTYaJIbHOTO JIMCKOBOT'O
NPOCTPAHCTBA. YKa3aHHbIE clabocTH
CBSA3aHBI C BBICOKOH  CII0XKHOCTBIO
aJIrOpHTMOB obecreueHus
COTJIACOBAaHHOCTH JeHcTBUI o
pacmpenenenuto  uHGOpManuM B
pamKax €/IMHOr 0 BUPTYaJILHOTO
JIMCKOBOTO  IPOCTPAHCTBA, a TaKke
B3aMMOJICHCTBHS C BHUPTYaJIbHBIMH U

Gbu3pYecKUMH  KaHAIAMH  [IepeJadn
JaHHBIX JUIsd oOecrieueHusi paboOThl B
pamKax OZIHOrO JIICKOBOT'O
[POCTPAHCTBA.

Peanuzaust naHHON Yrpo3bl BO3MOXHA
IIPY YCIOBUM HAIWYMS y HapyIIMTENs
CIELUATIBHBIX TPOrPAMMHBIX CpPEJICTB,
CIIOCOOHBIX 3KCIUTyaTUPOBATH CIa0OCTH

TEXHOJIOTHH, HCIOJNB30BAHHBIX  IIPU
IOCTPOGHHU  CHCTEMbl  XpaHCHUs
JTAHHBIX (ceTeBbIX TEXHOJIOTHH,
TEXHOJIOT Ui pacmpeneneHus

uHpopMaImu u ap.)

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIMAIIOM,
Buyrpennmii
HapyIIUTENb
HM3KUM
HOTEHHAJIOM

C

C

Bupryansusie
ycTpoiicTBa
XpaHeHHs
JIAHHBIX,
BUPTYaJbHBIE
JMCKH

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.85

Yrposa
HECAaHKITHOHUPOBA

HHOTO J0CTyma K
XpaHUMOMH B

BUPTYaJIbHOM
MPOCTPaHCTBE
3aIIMIIAeMON
nuHpopMaIu

erosa 3aKJIIOYacTCAd B BO3MOXKHOCTH

HapyLICHUs KOH(UICHIINATEHOCTH
nHpOopMaIH, coeprKalencs B
pacrpenenéHHbIX (aiinax,
coZepKaIIuX 3aLUIIAEMYIO

HHPOPMAITUIO, TTyTEM BOCCTAHOBJICHUS
JAHHBIX paclpeneNEHHbIX (aiioB U3
WX MHOXKECTBA OTJICJILHBIX (pparMeHToB

c TIOMOIIBIO MIPOrPaMMHOTO
obecriedenrss W MHPOPMAIMOHHBIX
TEXHOJIOT Ui o 00paboTKe
pacnpeaenéHHon rHpOopMaImu.

JaHHast yrpo3a o0yclIOBII€Ha TEM, 4TO B
CBSI3M C TIPIMEHEHHEM MHOXECTBa
TEXHOJIOT M BUPTYaJIH3aIHH,
NpeAHa3sHaYeHHBIX I paboTBl  C
MaHHBIMH  (pacrpeqeneHne  JaHHBIX
BHYTPH BHPTYaJIbHBIX W JIOTUYECKHX
JMCKOB,  paclpefielieHne  JaHHBIX
MEXTY TaKUMHU JTICKaMH,
pacnpeneneHue JTAHHBIX MEXITY
(¢U3MYECKUMH W BUPTYAJIbHBIMHU
HaKOMUTEISIMA ~ €JMHOTO  JTUCKOBOT'O
NPOCTPAHCTBA, BbIJEJICHUE oOOJIacTei
JMCKOBOIO  NPOCTPaHCTBA B  BHUJE
OT/ICNIbHBIX JICKOB u ap.),
MPaKTUYECKH Bce (aliibl XpaHATCS B
BUJIE MHOXECTBa OT/ZICTIbHBIX
CErMEHTOB.

Peanuzanust naHHON yrpo3bl BO3MOXHA
IIPY  YCIOBMM HEJOCTATOYHOCTH WIIH

OTCYTCTBHS Mep MO O00EeCIHeUCHHIO
KOHOQUICHIIMATBHOCTH  UH(GOpMAIHH,
XpaHsIencs Ha OTIENBHBIX

HaAKOIIUTECIIAX

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIMAIIOM,
Bayrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

Hocurens
vHpOpMAaLUH,
O00BEKTHI
¢aitnoBoit
CHCTEMBI

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

OCYITIECTBIICHHS HETIPaBOMEPHOTO
JocTymna HapyIIUTEeIeM K
ayreHTH(GUKAIMOHHOW  nH(OpManun
T ¢ N bop CucremHoe
IpYr'uX TIOIB30BaTeNieil C IOMOIIBIO .
. | BHemwmit porpaMMHOe
IITaTHBIX ~ CPEICTB  ONEPAI[MOHHON
Hapymmrens ¢ | obecredeHwe,
VYrpoza CHCTEMBI WITH CIIEIMAIIBHBIX
HU3KHM O00BEKTHI
HECAaHKIMOHUPOBA | IPOrPaMMHBIX CpPEJCTB. . N
TTOTEHITHAIIOM, (haitnoBoit
YBU.86 HHOro w3MeHeHWs | JlaHHas yrposa o0yCIOBIEHA HaJIHYHEM Biyrpennuii CHCTEMI 10 0.6 Cpennsisi | cpemusis |AKTyaibHas
ayTeHTU(UKAIMOH | ciabocrei Mep pasrpaHuueHuUs . ’
. HapyImuTeNlb ¢ y4ETHBIE
HOI nHpopmarn | mocryna K nHpopmarm
HH3KUM JTaHHBIE
ayTEeHTH(UKALIH.
N TTOTEHIHAIOM TIOJTE30BATEIIS
Peamusarnss  maHHOW yrpo3sl  MOXKET coct
Croco0CTBOBAThH JaTbHeHIIeMy - peectp
NIPOHNKHOBEHHWIO  HAapyIIUTeNs B
CHCTEMY TO[ y4ETHOM  3amMCHIO
JMCKPETUTHPOBAHHOTO ITOJTE30BATENS
Bueunuit
VYrpoza Yrpo3a 3axio4aeTcd B BO3MOXKHOCTH
Hapymmreslb ¢ | AnmapaTHoe
HECAaHKIIMOHUPOBA | WCITOIB30BAHUS HapyIIHUTEeIeM
BBICOKUM obecrieueHue,
HHOTO MOTSHIIHAIEHO OMACHBIX | |\ o aTIOM MHKDOMDOIDa [NoTennman BHEIIHEro
YBU.87 HCITOIb30BAHUS BO3MOXKHOCTEH BIOS/UEFL BHVIDCHH ’ I\E)Mng p 10 0.5 cpenHsis Huskas |AkryanpHas | Hapymurens
npuBwiIernpoBanH | JlaHHas yrposa o0yciIOBIeHA HATHIUEM TP HEJIOCTaTOUCH
. Hapymmrens ¢ | obecrieueHue
BIX ¢yukumii | B BIOS/UEFI norenimansHo omnacHOro
HH3KHM BIOS/UEFI
BIOS ¢$yHKIMOHATA
HOTEHIMAJIOM
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
HETPaBOMEPHOT 0 MOJTy4eHUS
HApyLIUTEJICM KOIMH  3aIlUIIacMOH
uHpopMau  myréM  TPOBEACHUS
II0CJIE/I0BATEIbHOCTH  HENPAaBOMEPHBIX
JICHCTBHIH, BKJIIOYAIOIIUX
HECaHKUMOHUPOBAHHBIH  JOCTYn K
3alIMIIAeMOM “HpOpMaLUH o
KOI;IlHLL(';BaHPIe HalileHHOH MH(E)(? MZ:Il.lI/II/; Bremmuit
VYrposza P o P HapyIIUTeNlb ¢ OOBEKTHI
Ha CbEMHBIH HOCHTENb (WIM B ApYyroe . o
HECaHKIIMOHUPOBA HHU3KUM (aiinosoit
MECTO, JIOCTYITHOE HapyLIMTEII0 BHE
HHOT'O TIOTEHLIHAJIOM, CHUCTEMBI,
YBU.88 CHCTEMBI). . . 10 0.5 cpenHsia | cpenHss |AKTyaibHas
KOIMPOBAHUS BHyrpennuit MalIMHHBII
N JanHas yrposa o0ycioBieHa
3aIHIIAeMOit HapyLIUTEeNIb € HOCHTEJb
crnabocTamMu MeXaHU3MOB
uHpopmaru HU3KHM uHpopMaLUK
pasrpaHuYeHHs JocTyna K
MOTEHLMAIOM

3aIIMIaeMOi HHPOPMALIUK U KOHTPOJIS
JIOCTYIIa JIMLl B KOHTPOJMPYEMOH 30HE.
Peanuzanust naHHON yrpo3bsl BO3MOXKHA
B ciydae OTCYTCTBHS
KPUNTOrpaM4eCKuX Mep 3allUThl WIH
CHATHSL KOIMMK B MOMEHT 00paboTKH
3aIMIIAeMO uHpopmarn B
Henr()POBAHHOM BH/IC




YBU.89

Yrposa
HECAaHKITHOHUPOBA
HHOTO
pEeIaKTHPOBAHUS
peectpa

erosa 3aKJII0YacTCAd B BO3MOXKHOCTHU
BHCECCHUS HApPYHIUTCIIEM W3MEHCHUN B

HCHOHBSyeMBIﬁ JUCKPECAUTUPYCMbBIM
TPUITIOKEHUEM peectp, KOTOpBIC
BJIVSIOT Ha C]Z)yHKIII/IOHI/IpOBaHI/Ie

OT/IEJIbHBIX CEPBUCOB IPHIOKECHUS WK
MPUWIOKEHHST B IieJioM. IIpu 3TOM MO
peecTpoM  TOHWUMAETCSl HE  TOJBKO
peectp OIePaMOHHOM CHCTEMBI
Microsoft Windows, a mro0oit peectp,
HCIIONTB3YEeMBbIit MIPHIOKEHHAEM.
H3MeHeHne peecTpa MOXET OBITh Kak
9TAllOM TIPH OCYIIECTBICHUH JPYroro
JCCTPYKTUBHOI'O BO3/ICHCTBUS, TaK U

OCHOBHOM TIEJIBIO.
Jaunas yrposa o0ycioBieHa
caboCcTAMM ~ MEXaHU3Ma  KOHTPOJIS
JoCTyTa, 3aKITFOYAOLIMHUCS B
TIPUCBOSHUI peann3yronmM ero
porpaMMam CIIMIIIKOM BBICOKHX

MPUBWIICTHI TIpH paboTe C PeecTpoM.
Peasnu3zaiuiss JaHHON Yrpo3bl BO3MOXKHA
B Clydae TIIONY4€HUS HapyLIUTEIeM
mpaB Ha paboTy ¢ ImporpaMmon
PeIaKTHPOBaHUS peecTpa

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremHoe
TPOrpaMMHOE
obecrieueHue,
HCTIOJIB3YIOLIE

e peecrtp,
peectp

10

0.5

cpenHsis

cpenHss

AxTyanbHas




YBHU.90

Yrposa
HECAaHKIIMOHUPOBA
HHOTO  CO3JaHUs
Y4ETHOH  3amuch
TMOJTE30BATENS

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU
CO3JaHUd HApYyHIUTEIEM B CHCTEME

JIOTIOJIHUTENIBHOM ~ y4€THOM  3amucu
MOJb30BaTellsl H €  JallbHEHIIEro
HCIIOJIE30BAHMS B COOCTBEHHBIX
HENPAaBOMEPHBIX  IeNsax (BXoma B
CUCTEMY C IpaBaMH 3TOH Yd&THOU
3aITUCH " OCYILIECTBIICHUS
JIECTPYKTUBHBIX JeUCTBHI no

OTHOLICHUIO K ﬂHCKpCIIPITPIpOBaHHOﬁ
CUCTEME WJIM U3 IIPICerIIPITPIpOBaHHOﬁ
CUCTEMBI II0 OTHOLICHUIO K JApYIruM

cucTeMam).

Hanuast yrposa o0ycioBieHa
CI1aboCTIMU MEXaHU3MOB
pasrpaHrIeHHs JocTymna K
3alUIaeMon nHpopmarmm.

Peasnu3zaiuiss JaHHON Yrpo3bl BO3MOXKHA
B Cllydyae HaIWYusl M MPaB HA 3aIycK
CMICNUATM3UPOBAHHBIX TPOrPaMM ISt
penakTupoBaHust (haiiIoB, coaepKaIINX
CBEJICHHUS O TMOJB30BATEISIX CHCTEMBI
(mpu  yHganéHHOM  JOCTYyIE) WX
IITAaTHBIX CpeacTB YIpaBICHHS
JOCTYIIOM M3 COCTaBa ONEPALMOHHOM
CHCTEeMBI (IIpHU JIOKAJIbHOM JIOCTYIIE)

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremHoe
TPOrpaMMHOE
obecrieuenue

10

0.6

cpenHss

cpenHss

AxTyanbHas




YBH.91

Yrposa
HECaHKIIMOHNPOBA
HHOTO  yJaJICHUS
3alUIaeMon
nHpopmarm

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
MIPUYNHEHUS HapyIIHUTeNIeM
9KOHOMHYECKOT0, HH(OPMAIFIOHHOTO,
MOpPAIBHOTO M JPYIMX BHIOB yIepoa
COOCTBEHHHKY u oreparopy
HEIPaBOMEPHO yrajseMoi
nHpopMaI TyTEM  OCYIIECTBICHUS
JNECTPYKTHBHOTO TIPOTPaMMHOTO WM

¢usmaeckoro BO3JICHCTBHS Ha
MaIllVHHBIA HOCUTENb HMH(OpMAIUH.
JaxHas yrposa 00ycroBIeHa
HEJIOCTaTOYHOCTEIO Mep o
00€eCTIeueHHIO JIOCTYITHOCTH

3amyIaeMoil HHOpPMaIUK B CHCTEME,
a paBHO M HAIMYHEM YA3BUMOCTEH B
MIPOrpaMMHOM obecrneueHuy,
peaTH3yIOIIM JIaHHBIC MEpBI.
Peanuzanus 1aHHOW yrpo3bl BO3MOXKHA
B CIy4ae TIIONY4€HUs HapylIuTesleM
CHCTEMHBIX TpaB Ha CTHUpAHHE JAHHBIX
wi  ¢QusMdgeckoro  jgocryma K
MAalllMHHOMY HOCHTENI0 HH(OpMaIUK
Ha PacCTOSHME, JIOCTATOYHOE JUIsl
OKa3aHHs 3¢ pekTUBHOTO
JeCTPYKTUBHOI'O BO3JCHCTBUS

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

MerananHssle,
00BEKTHI
(haitnoBoit
CHCTEMBI,
peectp

10

0.5

Cpennsist

Cpennsist

AxTyanbHas




YBN1.92

Yrposa
HECAHKIIMOHUPOBA
HHOTO YIaJlEéHHOTO
BHETIOJIOCHOTO
JlocTyna K
anmnapaTHbIM
cpeacTBamM

erosa 3aKJIIOYacTCAd B BO3MOXXHOCTHU
NOJIYUCHUA HAPpYHIUTCIEM HpI/IBI/IJIeI‘I/Iﬁ

YIIpaBICHUS CUCTEMOH yTéM
KCIIOJIb30BAHUS YIaJIEHHOT O
BHEIOJIOCHOr0 (10 HE3aBHCHMOMY

BcrioMmorarensHoMy kaHanmy TCP/IP)

JOCTYTIA.
HMauHnast yrposa o0ycioBneHa
HEBO3MOKHOCTBIO KOHTpOJIS 3a

MEXaHU3MOM, PEATU3YIONIEro (YHKINU
YIAIEHHOTO JOCTYIIa Ha aIapaTHOM
YPOBHE, Ha YPOBHE OIECPALIOHHOU
CHUCTEMBI, a TAaK)KE HE3aBHCHMOCTBIO OT
COCTOSHHSI ~ THUTaHUS  amllapaTHBIX
YCTPOICTB, T.K. JaHHBI MeXaHU3M
TIpexycMaTpUBaeT TIpOLEYPY
YIaN€HHOTO  BKIIFOUEHWSI/BBIKITIOUCHUS
anmaparHbIX YCTPOHCTB.
Peanusarust JaHHOM yrpo3bl BO3MOXKHA
B YCIIOBUSIX
— HaIM4Ms B CHCTEME allapaTHOro
obecrieueHust, TIO/IIePKUBAIOILETO
TEXHOJIOTHIO YIAJIEHHOTO
BHEIIOJIOCHOT'O JIOCTYIA;
— HaNIW4Msg TOJKIIOUCHHS CUCTEMBI K
ceTsIM  OOIIero TONb30BaHUS  (ceTH
Unrepner)

Bremnanit
HapyLIUTeNlb
BEICOKHM
TOTEHI[AATIOM

C

Wudopmarmo
HHas CHUCTEMa,
anmnaparHoe
obecrieueHue

10

0.5

cpenHsis

Huzkas

Heakryans-
Has

ITorenmuan
HapyLIATENs
HEJIOCTaTOYCH




YBU1.93

Yrposza
HECaHKITHOHHPOBA
HHOTO yIpaBIICHUS

Oydepom

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
OCYIIIECTBIICHUS HapYIIATEIIEM
HECAaHKIIMOHUPOBAHHOTO  JIOCTYyMa K
JAHHBIM, cojiep>kammMmcst B Oydepe
o0MeHa, B MHTEPECcax O3HAKOMIICHUS C
XpaHsIeiics TaM HWHpOpPMAaIUeHd WIH

OCYIIIECTBIICHHS JIECTPYKTHBHOT O
MIPOrpaMMHOT0 BO3JICHCTBHUS Ha
cucTeMy (HampuMep, IEperoHEHHE
Oydepa ISt BBITIOJTHEHUS
MIPOU3BOJILHOIO BPEIOHOCHOTO KOJA).
Hanuast yrposa 00ycnoBiieHa
CI1aboCTIMU B MEXaHU3Me

pasrpaHuueHust goctyma k  Oydepy
oOMeHa, a Takke CcnabocTsIMH B
MEXaHM3MaxX IPOBEPKH  BBOAWUMBIX
JaHHBIX.

Peanyzanys JaHHOH yrpo3bl BO3MOXKHA
B crydae OCYILECTBIICHUS
HapyLHTeIeM YCIEIITHOr O
HECaHKIIMOHMPOBAHHOIO  JOCTyMa K
CerMEHTY  ONEPaTHBHOH  IaMATH
IUCKPEIUTUPYEMOro  O0BEeKTa, B
KOTOPOM pacrojoxeH 0ydep ooMeHa

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremMHoe
porpaMMHOe
obecrieueHue,

TIPUKITAIHOE
MPOrpaMMHOE
obecrieueHue,

CETEBOE
MPOrpaMMHOE
obecrieueHne

10

0.6

Cpennsist

cpenHsis

AxTyanbHas




YBN.94

VYrpoza
HECaHKIMOHNUPOBa
HHOTO yIpaBIJICHUS
CHHXPOHU3aLHEH
U COCTOSIHUEM

VYrpoza 3akiodaeTcsi B BO3MOXKHOCTU
H3MECHEHHS HapyluTeIeM
MOCJIEI0BATEILHOCTH JeHCTBUH,
BBINIOJIHSIEMBIX  TUCKPEIUTHPYEMBIMU
MPWIOKEHUSIMU, HUCHOJIb3YIOUUMH B
CBOEH paboTe TEXHOJIOTHUH YIPaBICHHS
MpoLEeCccCaMl Ha OCHOBE TEKYILEro

BpEeMEHU u COCTOSIHUS
HH(POPMAITHOHHON CUCTEMBI
(Hammpumep, TEKYIIHUX 3HAUYEHUH

IJI00ATBHBIX  TMEPEMEHHBIX, HAINYHS
3aIyIIeHHBIX TPONECCOB U Jp.), WIH B
BO3MOXXHOCTH MOJM(HKAIUK HACTPOEK
W U3MEHEHUs pPEXHMOB  pPaboTHI

MPOMBITIIIJICHHBIX p060TOB,
NpUBOAAIINX K  BMCIIATCIBCTBY B
HpOPI3BOI[CTBeHHBII>1 mpouecc u

XMIICHUIO  XpaHAIIEHCd B  HaMSTH
poboroB  mHpOpMaMU  (MCXOIHOTO
KOJIa, TMapaMeTpoB MPOAYKIUH U Ap.).
JlaHHas yrpo3a OCHOBaHa Ha CIaboCTsX
MEXaHH3Ma YIpPaBJICHUS
CHHXpOHM3aLMell U COCTOSIHHEM,
MO3BONISIOIIMX HAPYIIUTENO BHOCHTD
U3MEHeHHs B ero  pabory B
onpesieNEHHbIE POMEXYTKH BPEMEHH,
UIH OTCYTCTBHH MEXaHH3MOB
ayTeHTHQUKAMM M aBTOPHU3AlUM.
Peanuzanus JaHHOH yrpo3bl BO3MOMKHA
IpH YCIIOBMM HAJIMUMs Y HAPYIIHUTENs
BO3MOXKHOCTU:

- KOHTPOJIHMPOBATh COCTOSIHHE
JTHUCKPEAUTHPYEMOTO MIPUIIOKEHUS
(3Tambl BBINOJNHEHUS AITOPUTMA) WIH
MIPOMBIIIIEHHBIX pobOTOB;

— OTCIEeKMBaThb MOMEHTHI BPEMEHH,
KOI'Jla TUCKPEIUTHPYEMOE TIPUIIOKEHUE
BPEMEHHO MpepbhIBacT CBOK paboTy ¢
r7100aIbHBIMU JIAHHBIMH;
- BBIIIOJIHUTh JeCTPYKTUBHBIC
JeHCTBUS B ONpPE/IENEHHBIE MOMEHTBI
BpEMEHHU (Hampumep, BHECTH
nu3MeHeHusi B (Gain ¢ JaHHBIMH WM
HU3MEHHTb COIIepPIKMMOe STYeHKH
TIaMSITH)

Bremnnit
HapyIIUTENb CO
CpETHUM
TIOTEHIMAIIOM,
Buyrpennmii
HapyIIMTENb CO
CpeHUM
HOTEHHAJIOM

CucremHoe
NpOrpaMMHOE
obecrieuenue,

NPHKITATHOS
NpOrpaMMHOE
obecrieuenue,

CETEBOE
HporpaMMHOe
obecrieueHue,
MHKpOIpOrpa

MMHOE
obecrieueHne

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




er03a 3aKJIIOYacTCd B BO3MOXKHOCTH

BBITIOJIHCHU A HapyniuTeieM
MPOU3BOJIBHOIO BPEAOHOCHOI'O KOJa OT
UMCHU JUCKPEAUTHUPYEMOT'O
TPUITOKCHUA I NPpUBEACHUSA

JUCKPEAUTHUPYEMOI'O  IIPUIJIOKEHHSA B

COCTOSIHHE «OTKa3 B OOCITY)XKMBaHHI) . CucremHoe
.. N Buewnuit
myréM H3MEHEHHs yKazaTeled Ha porpaMMHOe
. HapyIIUTENIb CO
STYCHKU amsITH, coziep Karime obecrieueHwe,
VYrposa . CpeaHUM
OIpeeIEHHbIE JaHHBIE, HCIIOIb3yeMble MPUKJIATHOE
HECaHKIMOHNPOBA TIOTEHIHAIIOM,
YBU.95 HHOTO aponns | AVICKPCAUTHPYEMBIM  NPHIOKCHACM. | po o0 o IPOrpaMMHOE 10 0.6 Cpennsisi | cpemusis |AKTyaibHas
yrp Jannas yrposa CBsI3aHa c TP obecrieueHwe,
yKa3aTensIMu HapyIIUTENb CO
YA3BUMOCTSIMU B CDENICTBAX | o oo ceTeBoe
pasrpaHHYeHHUs] JIOCTyNa K MaMsATH | p MPOrpaMMHOe
TTOTEHIHATIOM
KOHTPOJIS IIEJIOCTHOCTH COJIEP)KUMOTO obecreueHne
sYeeK TaMSITH.
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
MPU YCIIOBHU HAIWYHS y HapyIIHTEs
MIPUBIJICTHH HAa N3MEHEHUE yKa3aTeneH,
HCIONB3YeMBIX  JIUCKPEIAUTHPYEMbBIM
MPUIOKEHHEM
VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH
OCYILIECTBIICHUS HapyIIuTelIeM
JeCTPYKTUBHBIX MPOrpaMMHBIX
BO3JEHCTBUI KaKk B  OTHOLICHUH
MOCTABIIMKOB, TaK M IOTpeOuTENeH
00Ia4HBIX YCIYT.
Vrposa Jannas yrposa oOycnoBieHa | BHemnwii
p HEJOCTaTOYHOCTBIO npopabOTKU | HApyIIMTENb C
HECOIJIACOBAaHHOCT CucremHoe
BOIPOCA  YNPABJCHHUS  IOJIUTUKAMM | HU3KUM
u TIOJIUTHK . HpOrpaMMHOe
0€30IaCHOCTH  3JIEMEHTOB  OOJIa4YHOW | MOTEHLHAJIOM, Heaxryanb- | TexHonorus He
YBU.96 0e30macHOCTH HH(PACTDYKTYPI serenctaie | Bryrpermuii obecrieueHue, 10 0.5 cpenHsis Huzkas Has HOHMCHSCTCS
3JIEMEHTOB PACTDYKTYP o yIp obnauHas P
o 3HAYUTENIbHON pacnpenesiéHHON | HapyluTeNlb ¢
00a4HOM . cucremMa
HH(PACTDYKTYPbI 00JIauHOI HHPACTPYKTYPHI. | HUIKHM
PACTPYKTYP Peanuzamus janHOM Yrpo3sl BO3MOKHA | MOTEHLHMAIOM
pu YCIIOBUH HCHOJIb30BAHUS

Pa3NMYHBIX HOJMTHK 0E30MacHOCTH,
HECOrNIaCOBAaHHBIX ~ MEXIy  coboi
(Hampumep, OJHO CPEICTBO 3alLUThHI
MOXXET OTKa3aTh B JIOCTYIIE, a IPYroe —
MPEOCTaBUTh JIOCTYII)




YBU.97

Yrposa
HECOIIaCOBAaHHOCT
W TIPaBWJI JIOCTYIIa
K OOJIBIINM
JIaHHBIM

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

IIPEIOCTaBICHUS OIINO0YHOT O
HEIPaBOMEPHOI0 JlocTymna K
3amuyImaeMoil  MHGOpManWMM  WIIH,

Hao0OpOT, BO3MOXXKHOCTH OTKa3a B
JOCTyIe K 3allUIIaeMoi MHpOpMaInu
JITabHBIM  TIOJIB30BATENSIM B CHITY
omuooK, JOTTYIIIEHHBIX pu
NENETUPOBAaHNM WM IPUBHIETHH
JIPYTAMH JIETATEHBIMH TOJIB30BATEISIMH

XpaHWIUINA GOJIBIIINX JTAHHBIX.
HMaunast yrposa o0ycioBeHa
HEJJOCTATOYHOCTHIO Mep o
pasrpaHUYeHUI0 W COTJIACOBAHHIO

JOocTynma K WMHGOPMalUM Pas3IMIHBIX
MOJTH30BATEIICH B XPAHIUTHILE OOJBIINX
JTAHHBIX.

Peanusanys gaHHON Yrpo3bl BO3MOXKHA
pu YCIIOBUH HCIIOTb30BAHUS
pa3MUHBIX TOJHUTHK 0E30MacHOCTH,
HECOTJIaCOBAaHHBIX ~ MEXIy  coOoM
(HampuMep, OHO CPENCTBO 3alIHUTHI
MOXKET OTKa3arh B JIOCTYIE, a IPyroe —
MIPEIOCTABUThH JAOCTYII)

Buyrpennuit
HapyLIUTENlb
HU3KUM
TIOTEHIMAJIOM

C

Xpanunuiie
OoBIIIX
JTAHHBIX

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBN.98

Yrposa
OOHapyKeHHs
OTKPBITHIX TIOPTOB
U UICHTHQUKAUN
MPUBS3aHHBIX K
HEMY CeTeBBIX

CIryx0

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
OIIpEJICJICHHs] HAPYIIUTENIEM COCTOSHUS
CETEBBIX IOPTOB JUCKPEIUTUPYEMOH
CHCTEMBI (T.H. CKaHHPOBaHUE IOPTOB)

UL MIOIY4EHUs. CBE/ICHUN o
BO3MOXXHOCTH YCTaHOBJICHUS
COCAMHEHUS C  JUCKPEAUTUPYEeMOH
CHUCTEMOH 10  JaHHBIM  IIOpTaM,
KOHQUTypalui caMOH CHCTEMBI H
YCTaHOBJICHHBIX  CPEACTB  3allUThI
nHpopMamM, a  TaKKe  JPYrux

CBeHeHHﬁ, TIO3BOJIAIONINX HAPYIIUTEIIO

ONpeNeuTh M0  KaKuM  [OpTam
JeCTPYKTHBHBIC pOrpaMMHbIC
BO3/ICHCTBUS MOTYT OBITh
OCYILIECTBIICHBI HATIPSIMYIO, & M0 KaKUM
—  TONBKO €  HCIOJB30BaHHEM
CrenUaIbHBIX TEXHUK obxozna
MEKCETEBBIX 9KPAHOB.
HMaunast yrposa CcBsI3aHA c
YA3BUMOCTSIMU u OIIHOKaMH
KOH(UTYpUPOBaHUS CpenacTB
MEKCETEBOIO  OKPaHHPOBaHUS |
¢unpTpaln  ceTeBoro  TpaduKa,

UCTIONB3YeMbIX B IUCKPEIUTUPYEMOIt
cHcTeMe.

Peanuzanus JaHHOH yrpo3bl BO3MOXKHA
IPH YCIIOBHM HAJHYMsl Y HAPYLIUTEINS
MOKITIOUEHHST K AUCKPEAUTHPYeMOit
BBIYHCITHTEIBHOM cetn u
CMeHUATM3HPOBAHHOr0  MIPOrPAMMHOTO
obecriedeHs, peaau3yoiiero GyHKiuumn
CKaHMPOBAaHUS [OPTOB M  aHaIu3a
ceTeBoro tpaduka

Bremrani
HapyLIUTENb
HHU3KHAM
TOTEHI[UATIOM

C

CereBoil y3en,
CETEBOE
TPOrpaMMHOE
obecrieuenue,
CeTeBOM

Tpaduk

10

0.75

BBICOKast

Cpennss

AkTyanbHas




YBU.99

Yrposa
OoOHapyKeHHs
XOCTOB

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
CKaHMPOBAHHUS HapyIIUTEIeM
BEIYUCIUTENBHON CETH U1 BBISBICHUS
paborarommx CEeTEeBBIX Y37I0B.
JlanHas yrposa cBsi3aHa cO CIa0OCTsIMU
MEXaHH3MOB CEeTEeBOro
B3aUMOJICHCTBHS,  MPEJOCTABIISIONINX
KIIMEHTaM cetn OTKPBITYIO
TEXHUYECKYI0 MH()OPMAIHIO O CETEBBIX
y3laxX, a TaKKe C YA3BUMOCTSIMH H
OLINOKaMK KOH(UTYpHUPOBaHUS
CPE/ICTB MEKCETEBOTO SKPaHHPOBAHUS
n  QWIbTpauuK CceTeBoro Tpaduka,
HCTIONB3YEMBIX B JHCKPEIUTHPYeMON
CHCTEME.

Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
IIPU YCJIOBUM HAIMYUS Y HAPYyIIUTENS
MOAKIIOYCHUSI K JAUCKPEIUTHPYSMOU
BBIYUCITUTETBHOM cetn u
CIEIMAIN3UPOBAHHOTO IPOrPAaMMHOTO
obecriedeHs, peaan3yomero GyHKumun
aHaJIN3a CeTeBOro Tpaduxa

Bremnni
HapylIuTelh
HHU3KUM
TOTEHI[AATIOM

C

CereBoii y3em,
CETEBOE
porpaMMHOe
obecrieueHue,
ceTeBou

Tpapuk

10

0.6

Cpennsist

Cpennsist

AxTyanbHas

YBU.100

VYrpoza  obxoma
HEKOPPEKTHO
HACTPOCHHBIX
MEXaHH3MOB
ayTeHTH(UKALUH

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
MOJTy4eHUs HAPYIIUTEIEM NPUBUICTUH
B cucreMe  0e3  TPOXOXKICHHS
NpOLEAYPbl ayTeHTH(UKAMU 32 CUET
BBITIOJIHEHUS ICHCTBUH, HapYIIAIONIMX
YCIIOBHSL KOPPEKTHOH paboThl CpeicTB
ayreHTHGUKaMK  (HapuMmep, BBOJ
JAHHBIX HETIO/ICP>KUBAaEMOro
¢dopmarta).

JaHHas yrpo3a oOycloOB/I€Ha B Clydae
HEKOPPEKTHBIX 3HAYCHUH IapamMeTrpoB
KOH(UTypaIuu CpencTB
ayTeHTU(QUKALMKA WHIHL OTCYTCTBHEM
KOHTpOJIA BXOJIHBIX JIAHHBIX.
Peanuzanust maHHON yrpo3bl BOZMOXKHA
IpY  YCIOBMM HAJIM4Us OIIMOOK B
33JaHHBIX ~ 3HAYEHUSAX  IapaMeTpoB
HACTPOHKH MEXaHH3MOB
ayTeHTU(hHUKALN

Buenauit
HapyIIUTENb
HHU3KHUM
MOTEHILIUAJIOM,
Buyrpennuit
HapyIIUTENb
HHU3KUM
MOTEHLIUATIOM

C

C

CucremHoe
IporpaMMHOe
obecrieueHue,

CETEBOE
IporpaMMHOe
obecrieueHne

10

0.6

Cpennsis

Cpennss

AxTyanbHas




erosa 3aKJII0YacTCd B BO3MOXKHOCTH

OCYILIECTBIICHHS
HECaHKIIMOHUPOBAHHOIO  JIOCTyHa K
3ampmaeMoii  MHGOPMAIMK  OIHOTO
moTpeduTeNns oONayHbIX yCIOyr CO
CTOPOHBI Zpyroro.
JlanHas yrpo3a oOycJIOBIIEHa TEM, YTO OO0BeKTHI
n3-3a ocobeHHOCTeH 00JIauHBIX . (aitnoBoit
Yrposa N Buewnuit
TEXHOJIOTHH TMOTPEOUTENSAM OOIaYHBIX CHCTEMBI,
001IeI0CTYHOCTH HApYLIUTENb CO Heakryanb- | TexHomorus HE
YBU.101 . ycayr MIPUXOJIUTCS COBMECTHO arnmnaparHoe 10 0.5 cpenHss Huzkas
00a4HOi CpPEIHUM Hasi MPUMEHSETCS
HCIIOJIb30BATh OJIHY U TY )K€ 00JIAuHYI0 obecrieyeHue,
UHPPACTPYKTYpPBI MOTEHIHATIOM .
nHppacTpyKTypy. 00IayHbIH
Peasnuzaiyiss JaHHOW Yrpo3bl BO3MOXKHA cepsep
B Cilyyae JOMYIICHHS OIIHOOK TIpu
paslieNieHu  3JIEMEHTOB  O0Ja4HOM
UHPPACTPYKTYpPBI MEXITY
MOTPEOUTENISIMH  OOJTaYHBIX  YCIIYT, a
TaKKe TPH H3OJMAINH HX PECYPCOB U
000CO0IEeHHH TaHHBIX JIPYT OT Apyra
Vrpo3a 3akio4acTcss B BO3MOXKHOCTH
OIOCPEIOBAHHOTO HU3MEHEHHS
HApYIIUTENIeM ~ aNroputMa  paboTsl
TPYHIBI  TPOTPaMM,  HCIIONB3YIOMINX
OHOBPEMEHHO OOlIMe IaHHbIE, Yepe3
nepexsar aBJICHHsI HaJ OJHOU W3 N CucremHoe
VYrposa p b o Brenrnnii
HUX (S4CHKH OIEpPaTUBHOW IaMsITH, HporpaMMHOe
OITOCPEIOBAaHHOTO . HapyIIUTEIb CO
ro0anbHbBle  TIEPEMEHHBIE,  (aiiibl obecrieueHue,
yIIpaBJICHHS CpeTHUM
N KoHpHUTyparuu u Ip.). MPUKIIATHOS
rpyIHmnon MOTESHIHAJIOM,
YBU.102 JaHHas yrpo3a 00ycII0oBI€Ha HaIUYHEM o porpaMMHOe 10 0.6 cpenHsia | cpenHss |AKTyalbHas
mporpaMMm  yepes N Buyrpennmit
cnabocTeil B MeXaHU3ME KOHTPOJIS obecrieueHue,
COBMECTHO .. . HapyLIUTENb CO
BHECEHHBIX M3MCHEHHHI B  oOIIue ceTeBoe
HCIIOJIb3yeMbIe o CPEIHUM
JaHHble KaXIOM U3 MporpaMMm B IporpaMMHOe
JTaHHbBIE MOTCHIHATIOM
rpyme. obecreueHne

Peanuzanust naHHON yrpo3bl BO3MOXHA
B Cly4ae YCICLIHOro IepexBara
HapyLIUTEJIeM YIPABICHUsS HaJ OJHOU
U3 IpOrpamMM B TIpyHIE IPOrpamm,
HCHOJIB3YIOIIUX OOLINE JaHHbIC




YBU.103

Yrposa

OIpeacICHUs

THUIIOB
3aIIUATHI

00LEKTOB

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
NIPOBEACHHSI HApYIIUTENIEM aHaju3a
BBIXOAHBIX JAHHBIX JUCKPEIUTUPYEMON
CHCTEMBI C  IIOMOIIBIO  METOJa,
MO3BOJISAIOIIETO  ONPENETINTh TOYHEIE
3HAQUEHMs] [1apaMeTpoOB U  CBOWCTB,
OJIHO3HAYHO TIPUCYIIHX
TMCKPETUTHPYEMO cUcTeMe (JaHHBIH
METOJI U3BECTEH Kak «fingerprintingy», ¢

aHTrJI. ITAKTHIIOCKOITHS )>) .
Hcnons30BaHWe JaHHOTO MeETOma He
HaHOCUT npsaMoro Bp€aa

JMCKpeauTupyemoit cucreme. OmHAKO
CBEJICHUS, COOpaHHBIE TAKHM 00pa3oM,
MO3BOJISIIOT ~ HAPYIIUTENIO  BBISBHUTH
cmabble  Mecra  JAWCKPEIUTHPYEeMOU
CHCTEMBI,  KOTOpBHIE  MOTYT  OBITH
HCIIONIB30BaHbl B JIAJIBHEHIIEM IpH
peanusaum JPYTHX yIpos.
Jannas yrposa o0ycioBieHa
OLTMOKaMK B rnapamerpax
KOH(UTYpaIMK CPEICTB MEKCETEBOro
SKpaHUPOBAHHUS, a TaKxKe c
OTCYTCTBHEM MEXaHU3MOB KOHTPOJIS
BXOIHBIX W  BBIXOJHBIX  JIaHHBIX.
Peanusanys gaHHOW Yrpo3bl BO3MOXKHA
B CIyJyac HaIM4Msi Yy HapyLIUTENIs
CBEJICHUH O B3aMMOCBSI3H BBIXOIHBIX
JIAHHBIX c KOH(Urypanuei
JCKPETUTUPYSMOM CUCTEMBI
(moxymeHTanusi Ha  IpOrpaMMHbIC
Cpe/cTBa, CTaH/IAPTHI nepeaaqn
JaHHBIX, CHICU(PUKALIN 1 T.I1.)

Bremrani
HapyLIUTENlb
HHU3KUM
TOTEHI[UATIOM

C

CereBoil y3en,
CETEBOE
TPOrpaMMHOE
obecrieueHue,
ceTeBou

Tpaduk

10

0.6

Cpenusist

Cpennsist

AxTyanbHas




YBU.104

Yrposa
OIpe/IeIIeHHs
TOTOJIOT MU
BBIYHCITUTETBHON
CeTH

VYrposa 3akiodaeTcs B BO3MOXKHOCTU
OIPEAEICHNs] HApyIIUTEIeM COCTOSHUS
CeTEBBIX Y3J10B JAWUCKPEIUTHPYEMOH
CHCTEMBI (T.H. CKAHUPOBAHHE CETH) JUIS
MONYYECHUsT CBEICHHH O TOIMOJIOTHH
TUCKPETUTHPYEMON  BBIYHUCIUTEIEHO
cery, KOTOpEIE MOT'yT OBITH
HCIIONB30BaHBl B JAJIBHEHIIEM NpH
MONBITKAX pPealn3aliu APYrHX Yrpos.
JlaHHast yrpo3a cBsi3aHa coO cIaboCTAMU
MEXaHH3MOB CEeTEeBOro
B3aMMOJICHCTBUSA,  NPEIOCTaBIISIOIIHX
KIIMEHTaM cetn OTKPBITYIO
TEXHUYECKYI0 WH(OPMAIHIO O CETEBBIX
y31ax, a TaKKe C YA3BUMOCTSAMHU
CPEJIICTB MEXKCETEBOr0 AKPAHUPOBAHUS
(anropuT™Ma pabOTHI W KOH(UTyparyu
TIPaBuUII ¢bunbTpamu CETEeBOro
Tpaduka).

Peanuzanus 1aHHOH yrpo3bl BO3MOXHA
B Cllydae HaIWU4YMsi Yy HapyIIHUTENs
BO3MOJKHOCTH TIOAKITFOYCHUST K
UCCIIEyeMOH BBIYMCIMTENBHON CETH U
HaJIM4ueM CIeNUATN3UPOBAHHOTO
IIPOrpaMMHOT0 obecrieyeHus,
peanusyomero  QGyHKIMI0  aHanM3a
ceTeBoro Tpauka

Bremrani
HapyLIUTENlb
HHU3KUM
TOTEHI[AATIOM

C

CereBoii y3em,
CETEBOE
MPOrpaMMHOE
obecrieueHue,
ceTeBoi

Tpapuk

10

0.6

Cpennsist

Cpennsist

AxTyanbHas

YBU.105

VYrpo3a oTkaza B
3arpyske BXOAHBIX
JTAHHBIX
HEU3BECTHOT'O
¢dopmata
XPaHWINILEM
OOJIBIINX JAHHBIX

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
OTKa3a XpaHWIMIIEM OOJbIINX JaHHBIX
B npuéme BXOJIHBIX JIAHHBIX
HEH3BECTHOro (hopmara OT JieraabHOro
I10JIb30BATEII.

HanuHast yrposa o0ycioBieHa
OTCYTCTBHEM B XpPaHWIMILE OOJBIIMX
JaHHBIX MEXaHH3Ma CaMOCTOATEIbHOU
(aBTOMATHYECKOI) aganTalyuy K HOBBIM
¢dbopmaram JIAHHBIX.
Peanuzanust maHHON Yrpo3bl BO3MOXKHA
IIPY YCIIOBHMH HOCTYIUICHHUS 3aIIpoca Ha
3arpy3Ky B  XpaHWIMILE BXOIHBIX
JAHHBIX HEM3BECTHOTO (hopmaTa

Buyrpennuit
HapyLIUTEb
HHU3KUM
MOTEHLMAIOM

C

XpaHunuiie
OOJIBIINX
JTAaHHBIX,

MeTalaHHbIC

10

0.5

cpeaHss

Hwuzkas

Heaxryan-
bHas

Texuomorust
MIPUMEHSIETCS

HE




YBI.106

VYrpoza orkaza B
00CITy)KIBAaHUU
CUCTEMOM
XpaHCHUS JAaHHBIX
CYIEepPKOMITBIOTEPA

erosa 3aKJIIOYacTCAd B BO3MOXXHOCTHU

S3HAYUTCIIBHOI'O  3aMCJICHUSA pa6OTI)I
TCPMHUHAJIBHBIX ceccuit BCECX
TOJTh30BaTENCH CYIICPKOMIIBIOTEPA,

BIUIOTH  JIO  JOCTHDKCHHSI  BCEM
CYIEPKOMITBIOTEPOM COCTOSTHHSI «OTKa3
B OOCIY)KMBaHMW» TIPH IPEBBIIICHAM
MaKCUMAaJIbHO J[OCTHIKUMOW Harpy3Ku
Ha MapauieibHy0 (ailioBylO CUCTEMY
CYIEPKOMITBIOTEPA.

HMauHnast yrposa o0ycioBieHa
3HAYUTENILHBIM TIOBBIIIEHHEM YHCIa W
00béMa COXpaHIEMBIX HA HAKOIHTENb

JTaHHBIX TUTST HEKOTOPBIX
BEIYUCITUTEITBHBIX 3ajau.
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
pu YCIIOBHU HHTEHCHUBHOTO
¢aiinosoro BBOJIa-BBIBO/IA B
KJacTepHod  (QaiioBoli  ToxcHucTEMe
CYNIEpKOMITBIOTEPA, OCHOBAaHHOM Ha
HCTIOb30BaHIN MapaIeIbHON

(aitIoBOi cHCTEMBI

Buyrpennuit
HapyLIUTENb
HU3KUM
TIOTEHIMAJIOM

C

Cucrema
XpaHEeHHsI
JAHHBIX
CYIIEPKOMITBIO
Tepa

10

0.5

cpenHsis

Huzkas

Heaxryanb-
Hast

TexHomorus
MIPUMEHSIETCS

HE




YBU.107

Yrposza
OTKITFOUCHHS
KOHTPOJIEHBIX
JTaTYNKOB

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
obecrieyeHus HapyIIUTEeIeM
HH()OPMAIIOHHOH H30JSIUN CHCTEMBI

Oe3omacHOCTH  IyTEM  NpephIBAaHMS
KaHajla CBS3M C  KOHTPOJBHBIMH
JaTYUKaMH, CIeIAIUMHA 3a

napaMeTpaMu COCTOSHUSA CUCTEMBbI, WIN
HapylnieHus pa6OTLI CaMHuX JaT4YMKOB.

Ilpy 3TOM  cHCTeMa  IepecTaHer
pearupoBaTh KaKk Ha  MHIMIEHTHI
Oe3omacHOCTH  (€clM  OTKIIFOYEHHBIE

JIaTYUKH SBISUIACH YacThIO CHCTEMBI
0€30IIaCHOCTH, HAIpHMep, JaTIUKH
IBWDKEHUS), TaK W Ha APYTHe THIIbI
MHIUJICHTOB (Hampumep, npu
OTKIIOUCHUH  JAaT4MKOB  INOXKApHOMN
CHTHAJIM3aIlUY, TOBBIIICHHS JaBIICHUS
B ruapoarperarax u ap.).
JanHas yrposa 00ycioBiIeHa
caboCTsIMU Mep 3aIlThl HHOPMaLHU

B aBTOMAarTH3HMPOBaHHBIX  CHCTEMax
YIPAaBJICHHS TEXHOJIOTHYECKUMHU
IpoLeccaMd, a TaKke HATHIHEM
yA3BUMOCTEH B IIPOrpaMMHOM

00eCIIeueHHH, PeaTu3yIOIKM JaHHbIC
MepHI.

Peanuzanyst JaHHOH yrpo3bl BO3MOXKHA
IOpY YCIOBHM IIONYYCHHS JOCTYIa
((pu3nyeckoro WM MPOrpaMMHOTO) K
JIMHUSIM CBSI3M CHCTEMbI 0€30aCHOCTH
C KOHTPOJIBHBIMH JaT4MKaMH WIH K
CaMHM JIaT4YHKaM

Bremnnit
HapyIIUTENb
BBICOKUM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremHoe
MPOrpaMMHOE
obecrieuenue

10

0.5

cpenHss

Huzkas

AxTyanbHas

IloTenman BHENIHETO
HapymuTest
HCIO0CTAaTOUYCH




YBU.108

Yrpoza  ommOKu
OOHOBJICHUS
THIIEPBU30pa

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

JMCKPENTALNN HapyIIHUTeIeM
(YHKIMOHUP YIOIITHX Ha Gaze
TUIIEPBU30pa 3AILUTHBIX MEXaHU3MOB,
NIPEJOTBPALIAIOIIAX

HECAHKIIMOHUPOBAHHBIM  JOCTYNl K
obpa3aM BHUPTyaJIbHBIX MAIllMH, H3-3a
ommrbdoK ero OOHOBJICHUSL.
HMauHnast yrposa o0ycnoBiieHa
3aBHCHMOCTBIO (YHKIMOHUPOBAHUSI
Ka)IOr0 BHPTYAILHOTO YCTPOWCTBA W
Ka)[0T0 BUPTYATH3UPOBAHHOTO
cyObeKTa JOCTyma, a Takke Bcei
BHPTYaJIbHON HHPPACTPYKTYPHI (WK €€
YaCTH, €CIHM HCIOJb3yeTcs — Ooree
OITHOTO THIIEPBU30pa) oT
paboTOoCIIOCOOHOCTH TUIIEPBH30pA.
Peasnu3zaiuiss JaHHON Yrpo3bl BO3MOXKHA
MPU  YCJIOBHH BO3HHKHOBEHHS OLIMOOK
B Ipoliecce OOHOBIICHHsSI THIIEPBH30pa:
— cOoeB B mporiecce ero oOHOBJICHUS,
—  OOHOBIICHHWI, B XOI€ KOTOPBIX
BHEJIPSIIOTCS HOBBIC OIIMOKH B KOJ
THIIEPBU30DA;

— OOHOBJICHWH, B XOIe KOTOPBHIX B
TUIIEPBU30p BHEAPSETCS] MPOrPaMMHBIi
KOJI, BBI3BIBAIOIINII HECOBMECTHMOCTh
TUIIepBU30pa co cpenoit ero
(YHKLIMOHUPOBAHMS;

— JpYrUX HWHIHICHTOB O€30MacHOCTH
nHpopmaru

Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

CucremHoe
MPOrpaMMHOE
obecrieueHue,

TUIIEPBH30D

10

0.5

cpenHsis

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.109

Yrpoza mepebopa
BCEX HACTPOCK H
rapamMeTpoB
TIPUIIOKEHHST

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
MONYYEeHUsT HApyIMIUTEIEeM MAOCTyHma K
JOTIOJTHUTEIILHOMY CKPBITOMY
(yHKIHOHATY (nEbOpMannL o
KOTOpOM He ObUla OImyOJHMKOBaHA
pa3pabOTYMKOM) WM  TPUBEICHHIO
CHCTEMBI B COCTOSIHUE «OTKa3 B
00CITY’)KUBaHUI» pu 3a7aHuN
HapyIIUTEIeM HEKOTOPHIX IapaMeTpoB
KOHQUTypari TPOrpaMMBbl, TOCTHTast
TaKUX 3HAUCHUH [apaMeTpoB IyTEM
niepebopa BCEX BO3MOYKHBIX
KOMOMHALINHN.

Jannas yrposa o0ycioBieHa
YSA3BUMOCTSIMH MIPOrpPaMMHOTO
obecriedeHys, IMPOSBISIOMINMHACS TIPH
€ro HeNpaBWIGHOH KOH(HTyparmy.
Peanusarust JaHHOM yrpo3bl BO3MOXKHA
MIPU YCJIOBUH HAIMYUSL Y HAPYyIIUTENS
TIPUBHIIET Ui Ha HU3MEHEeHHUe
KOH(UTypaIu MIPOrpaMMHOTO
obecrieyenys. [Ipy peann3anuy JaHHOH
yrpo3bl, B OTIMYHM OT JPYTrUX
MOA00HBIX yrpos, HapyLIUTENb
JEHCTBYET «BCJENYI0» — IPOCTHIM
myréM  mepebopa  BCEBO3MOXKHBIX
KOMOHMHALMI

Bremnani

HapyLIMTeNlb CO

CpeIHIM

IIOTCHIIUAJIOM,

Bryrpennmii

Hapynirejilb COo

CpeIHIM
MTOTEHIMATIOM

CucremMHoe
porpaMMHOe
obecrieueHue,

MPHUKJIAHOE
MPOrpaMMHOE
obecrieueHue,

CETEBOE
MPOrpaMMHOE
obecrieueHue,
MHKpOIpOrpa

MMHO€E
obecrieuenue,
peectp

10

0.6

Cpennsist

cpenHss

AxTyanbHas

YBU.110

VYrpoza
Heperpy3ku Trpuj-
CHCTEMBI
BBIYHCIIUTENIBHBIM
U 3a7aHUSIMU

VYrposa 3akiodaeTcs B BO3MOXKHOCTH
CHWKEHHMS THPOIYCKHOM CHOCOOHOCTB
PECYPCHBIX LIEHTPOB HPH OTHPaBKE
OOJIBIIOr0 KOJUYECTBA 3aJaHUH OJHHM
OJIb30BaTENIeM (HapymuTenem)
Clly4aliHO WIH HAMEPEHHO, YTO MOXET
clenartb HEBOSMOXKHOM — ITOCTAaHOBKY
33JaHUi  JAPYTUMHU  TIOJIB30BATEISIMU
IpUI-CUCTEMBI B oOuyepeab  Ha
BBITIOJTHEHHE.

HNanuast yrposa o0ycioBneHa
cnabocTsIMH Mep 110 KOHTPOIIIO B TPUJI-
cucreme 3a KOJINYECTBOM
BBIYMCITUTENBHBIX 3a/1aHUH,
3aIyCKaeMbIX IOJIB30BATEIAMH TPUJI-
CHCTEMBI.

Peanuzanus naHHON yrpo3bl BO3MO)KHA
IPY YCIIOBHU HAIWYMs y HapyIIMTENs
NpaB Ha [OCTAHOBKY 33/laHUi B
odepesr HAa  BBINONHEHHWE  TpUJ-
CUCTEMOH

Buyrpennuit
HapyLIUTEb
HHU3KUM
MOTEHLMAIOM

C

Pecypcubie
LEHTPbI IPUA-
CHUCTEMBI

10

0.5

CpenHss

Huzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




YBU.111

VYrposa mnepenauu
JTAaHHBIX o
CKPBITBIM KaHajlaM

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
OCYITIECTBIICHHS HapyIIHUTelIeM
HETIPaBOMEPHOT'0 BBIBOJIA 3AIIUIIAEMOH
nHpOpMAIMM U3 CHCTEMBI, a TaKKe
nepefade  YIOpPaBISIIOIMX — KOMAaHJ
yTémM eé HECTaH/IapTHOTO
(He3aMeTHOT0, CKPBITOT0) Pa3MEICHHs
B JIETHTHMHO IIepeaBaeMbIX IO CETH
(MM coxpaHSIEMBIX Ha OTUY)KIaeMble
HOCHTEIIN) OTKPBITHIX JTaHHBIX ITyTEM €€
MaCKHUPOBAHHUS 0% ciyxeOHbIe
MIPOTOKOJIBI, COKPBITHUSI B  TOTOKE
IpYr'MX  JaHHBIX  (creraHorpadus),
HCIIONB30BAHUS  CKPBITBIX — IHKCENeH
(«rmKcenelt  OTCIIeKMBAHUS») W T.IL
Jannas yrposa o0ycnoBiieHa
HEIOCTaTOYHOCTBIO ~ Mep  3allluTh
nHpOpMaIK OT YTEUKH, a TaKKe
KOHTPOJIS TIOTOKOB JTaHHBIX.
Peanusanys gaHHOW Yrpo3bl BO3MOXKHA
pu:

— HAIMYMU Yy HapyIIUTeNs IIpaB B
JICKPETUTHPYEMOMH cucreme Ha
YCTQHOBKY CIeLUATN3UPOBAHHOTO
IIPOrpaMMHOT0 obecrieyeHusl,
peanusyromero GYHKIUH BHEIPEHUS B
MIAKeThl JAHHBIX, (OPMUPYEMBIX IS
nepenayd B CHUCTEME, COOCTBEHHOU
nHpopMaLUH;

—  JlocTyma K KaHajaM Iiepejaqd
JIaHHBIX;

— IIOCEILEHHH 0JIb30BATENIEM CAHTOB B
CeTH Wntepuer u OTKPBITHSA
NEKTPOHHBIX  IHCEM,  COAEPIKAIIMX
CKPBITBIE ITUKCEIH

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIMAIIOM,
Bayrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

CereBoil y3en,
CETEBOE
porpaMMHOe
obecrieuenue,
CeTeBOM

Tpaduk

10

0.5

Cpennss

cpenHss

AkTyanbHas




VYrposa nepenauu

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
TIOBPEXKICHUS HapyIIHUTeIeM
HCIIOTHUTENBHBIX MEXaHU3MOB,
3aroToBKH U (WiaH) 0OpabaThIBAIOIIETO
HHCTPYMEHTA 000pyIOBaHUS c
YHCIIOBBIM MIpOrpaMMHBEIM
YIIpaBJICHUEM ITyTEM IIepesaddl Ha HEero
KOMaHJ, IPHBOJLIIIAX K MEPEMEIIEHHIO
00pabaThIBAIOIIEro HMHCTPYMEHTa  3a
JOIyCTHMBIE TIpeneisl (T.e. KOMaH[,

. 3anpeli€HHbIX Ul 000pYIOBaHHs C CucremHoe
3aIpeIEHHbIX pet o Py .
KOMAHT a | MCTIOBBIM MporpaMMHbIM | BHyTpeHHHiA MPOrpaMMHOe
aBJICHUEM). HapymHTeNIb C | oOecHedeHHe Heakryanb- | TexHomorus HE
YBU.112 obopynoBaHue € yrp ) Py ’ 10 0.5 cpemHsIs Hwmzkas Y
AHCTOBBIM Januast yrposa 00yCITOBJICHAa | HU3KUM MPUKIIAJHOE Hast MPUMEHSETCS
cmabocTsiME  Mep [0 3alUTe | ITOTEHIMAaIoM MPOrpaMMHOe
MPOrpaMMHBIM
o0opynoBaHUs c YUCIIOBBIM obecrieueHne
yIpaBJIeHHEM
MPOrpaMMHBIM ~ yIpaBJICHHEM  OT
BBITIOJTHEHUS  3aMPEUIEHHBIX KOMaH]I.
Peasnu3zaiuiss JaHHON Yrpo3bl BO3MOXKHA
Opyd  HAIMYMH Y HapYIIHTENs
MPUBWIICTHI Ha TIepeady KOMaH] Ha
obopynoBaHue c YHCIIOBBIM
MPOrpaMMHBIM  yMPaBJICHHEM  WIIH
BO3SMOJKHOCTH ~ M3MEHEHHS  KOMaH[,
riepeaBaeMbIX JIeT JIbHBIM
TI0JIb30BATEIEM
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
cOpoca nosp30BaTeseM (HapyIuTeIeM)
COCTOSIHMSL ~ OINEPATHBHOW  HaMSTH
(oOHyneHUS TIaMSITH) myTéM
cityyaifHoro Win HaMEpPEHHOI0
OCYILIECTBIICHUS nepesarpy3Ku
OT/ICNIbHBIX  YCTPOHCTB, OJIOKOB WIIH
CHCTEMBI B SJIOM. N
VYrposa H Buenrnnit
HanuHast yrposa o0ycioBieHa
repesarpy3Ku . . HapyLIUTEeNIb €
CBOWCTBOM  ONEPAaTHBHOM  HaMSTH CucremHoe
anmnapaTHbIX u A HHU3KUM
OOHYNIATb  CBOE  COCTOSHHME  HpH MPOrpaMMHOe
POrpaMMHO- TIOTEHLIHAJIOM,
VBU.113 BBIKITIOUCHUH u nepesarpyske. . obecrnieyeHue, 10 0.5 Cpennsisi | cpeansis | AKTyanbHas
anmnapaTHbIX . BHyrpennuit
Peanuzanus 1aHHOH yrpo3bl BO3MOXKHA anmnapaTHoe
cpencTB HapyLIUTEeNIb €
N Kax amrnapaTHbIM CIocoOoM (HakaTHeM obecreueHne
BBIYHCIIUTEIILHON HHU3KUM
KHOMKU), TaK W  M[POrpaMMHBIM
TEXHHUKH MOTEHLMAIOM

(JlokanpHO ~ WAM  yOan€HHO) — OpHU
BBINIOJTHEHUH  CIICIYIOIIMX  YCIIOBHH:
—  HaJM4YHEe B CHUCTEME OTKPBITHIX

ceccui paboTbI M0JIb30BaTENEH;
— HaNM4HMe y HapyLIUTeNls MpaB B
cucTeMe (vnu (usnueckoit
BO3MOXHOCTH) Ha  OCYIIECTBJIEHHE

(bopcupoBaHHOM Mepe3arpy3Ku




YBU.114

Yrposza
TIEPETIOTHECHUS
LEJTOYNCICHHBIX
TIepEeMEHHBIX

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
TIPUBEICHUS HapyIIHUTeNIeM
TUCKPETUTHPYEMOT0 TIPWIOKEHUST K
cbosaM B pabore MyTéM IOmadd Ha €ro
BXOJIHBIE HHTEPPEHCH JTAHHBIX
HeTIo[UIep)kuBaeMoro  opmara WiIH
BEINIOJJHEHWSI C  €ro  IIOMOIIBIO
omepanuy, B pe3yabTaTe KOTOPOH

OymyT MTOJTY9EHBI JTaHHBIE
HEIOAJEPKUBAEMOr 0
TIMCKPETUTHPYEMBIM MIPAIIO)KEHHEM
(dhopmara.

Jlannas yrposa o0ycioBieHa
YSA3BUMOCTSIMH MIPOrPaMMHOTO
obecriedeHms, CBSI3aHHBIMH c
HEJOCTAaTOYHOM MPOBEPKOM  TaKUMHU
TIPHITOKEHISIMH KOPPEKTHOCTH

BXOJHBIX JIAHHBIX, & TAKXKe TEM, YTO
oIepaTtopsl  J000r0  MPOrpaMMHOTO
olecrieueHnst  CIOCOOHBI  NPABHUIIBHO
00pabaTbIBaTh TOJBKO ONpEIEIEHHbBIE
TUNBl  JIAaHHBIX  (HATpUMep, TOJBKO
Lenble WIM TONBKO MOJOXKHUTEIbHbIC
YHCIa).

Peanuzanys JaHHOH yrpo3bl BO3MOXKHA
[PY YCJIOBUU HAIMYHUS y HApPYLIATEIS:
— cBeleHMH O  HOMEHKIAType
MOQICPKUBACMBIX TUCKPEIUTHPYEMBIM
IpUIOKeHHeM  (HOPMATOB  BXOIHBIX
(umum  oOpabarbiBaeMbIX)  JTaHHBIX;
— BO3MOXKHOCTH B3aUMOJCHCTBHS C
BXOJIHBIM uHTepdeiicom
JIUCKPEIUTUPYEMOTO IPUIIOKECHHUSI

Bremnnit
HapyIIUTENb CO
CpEeTHIM
TIOTEHIHAIIOM,
Bayrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

CucremHoe
MPOrpaMMHOE
obecrieueHue,

MIPUKITAIHOE
MIPOrpaMMHOE
obecrieuenue,

CETEBOE
NpOrpaMMHOE
obecrieueHne

10

0.6

Cpennsist

cpenHss

AxTyanbHas




YBU.115

Vrposa nepexsara

BBOJUMOM u
BBIBOJUMOM Ha
niepudepuitHse
ycTpoiicTBa
nuHpopMaIu

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
OCYILECTBICHUS HapyLIUTEIIEM
HECAHKLIMOHUPOBAHHOIO  JOCTYNa K
nHpopMaIy, BBOAUMOA ¥ BEIBOAUMON
Ha rnepudepuifHple yCTPOHCTBa, ITyTEM
nepexBata JaHHBIX, 00pabaThIBaeMBIX

KOHTpOJIJIEpaMU niepuh epUHHBIX
YCTPOUCTB.
Jannas yrposa o0ycinoBiieHa

HEJOCTaTOYHOCTBIO ~ MEp  3allUThl
nH}pOpMAIMKM OT YTEYKH U KOHTPOJIS

NIOTOKOB JTAHHBIX, a TaKKe
HEBO3MOKHOCTBIO OCYILIECTBIICHUS
3alUThl BBOJUMONW M BBIBOJUMOW Ha
nepudepuitHse ycTpoiicTBa
nHpopmarn c TIOMOUIBIO
KpHUIITOrpadMyecKux  CpelacTB  (T.K.
MIPEICTaBICHHE MOJIE30BaTENSIM
CUCTEMBI nHpopMaIu JIOJKHO

OCYIIECTBIIATHCS. B JIOCTYITHOM IS
THOHUMAaHHUS BHJIC).
Peasnu3zaiiss JaHHON Yrpo3bl BO3MOXKHA
MPU YCIIOBHU HAIWYMS y HapyIIHTEs
MPUBWIICTHI HA YCTAHOBKY M 3alyCK
CMICHUATU3UPOBAHHBIX  BPEIOHOCHBIX
MporpamM, — peaiu3yromux  (QyHKIun
«KJIQBHATYPHBIX  I[IMHOHOB»  (MuIs
MONyYCHUST  HApYIIUTEJIeM  MapoJei
0JIb30BaTENIEl), BUPTYaJIbHBIX
JpaiiBepoB  MpPUHTEPOB  (IepexBar
JIOKYMEHTOB, coJieprKaInx
3alIMIIaeMyro HH(OPMALHIO) U JIp.

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremHoe
MPOrpaMMHOE
obecrieueHue,

TIPUKIIAIHOE
MPOrpaMMHOE
obecrieuenue,

anmapaTrHoe
obecrieueHne

10

0.5

cpenHsis

cpenHss

AxTyanbHas




YBU.116

Yrposza mepexsara
JTAHHBIX,
nepeaBaeMbpIx 10
BBIYUCIIUTELHOM
cetu

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
OCYIIIECTBICHUS HapYIIATEIIEM
HECaHKIIMOHUPOBAHHOTO  JIOCTYyMa K
CceTeBOMY TpadUKy AUCKPEAUTUPYEMOH
BBIYHCITUTEIIBHOW CETH B ITACCHBHOM
(MHOTTa B AaKTHBHOM) pexume (T.e.
«IIPOCIYIINBATH CETEBOM TpaduK») s
cOopa W aHanmmM3a CBEIEHHH, KOTOpHIE
MOTYyT  OBITh  WCIONB30BaHBEI B
JANTBHEHIIIEM JUTSL peallu3aliii JIPYTUX

yrpo3, OCTaBasicb IPU peallH3aluy
JaHHOM Yrpo3bl HEBHMMBIM
(CKpBITHBIM) nojy4yaTesaeM
NepexBaThlBaEMBIX  JaHHBIX. Kpome

TOrO, HAPYIIUTENIb MOXET HPOBOIHUTH
UCCIIEZIOBAHUS JIPYTUX THUIIOB MOTOKOB
JaHHBIX, HalpUMep, pPaJlOCUTHAJIOB.
Hannast yrposa 00ycroBieHa
cnaboCTsIMM  MEXAHHM3MOB  CETEBOIO
B3aMMOJICHCTBYSA, TPEAOCTABIISAIOIINMU
CTOPOHHUM TIOJIb30BATENSAM OTKPBITHIC
JaHHBIC O JUCKPEAUTUPYEMON CHUCTEME,
a TalKe OIMOKaMM KOH(QUryparuu
CETEBOr0 NMPOrpaMMHOI0 0OECIIEeUEeHHSI.
Peanusanus JaHHOH yrpo3bl BO3MOXKHA
B CIIETYFOIINX YCTIOBHSX:
— HalMyMe Yy HapyIIUTeNs JOCTyHa K
JUCKPEUTUPYEMON  BBIYUCIIUTEIBHYIO
ceTy;

—  HECIOCOOHOCTh ~ TEXHOJOTHH, ¢
IOMOLIBIO  KOTOPBIX  peajn30BaHa
mepefaya  JaHHBIX, IIPEJOTBPATUTh
BO3MOXKHOCTh OCYIIECTBIICHUS]
CKPBITHOIO ~HPOCITYIIUBAHUA IOTOKA
JaHHBIX

Bremnnit
HapyLIUTENlb
HHU3KHAM
TOTEHI[UATIOM

C

CereBoil y3en,
CeTeBOM

Tpaduk

10

0.5

Cpennss

cpenHss

AkTyanbHas




YBU.117

Vrpos3a nepexsarta
MPUBUIICTHPOBAHH
0Oro IMOTOKa

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

OCYIIIECTBICHUS HapYIIATEIIEM
HECaHKIIMOHUPOBAHHOTO  JIOCTYyMa K
MOTOKY JTAaHHBIX, CO3JTAaHHOT'O
MPUIOKEHHEM C  JIOMOJHUTEIHHBIMH
TIPUBUIICTHSAMHU (x
MIPUBUJICTHPOBAHHOMY MTOTOKY
JIAHHBIX), MyTEM CHHXPOHHOTO (BBHI30B
MIPUBHJICTHPOBAHHOM GbyHKIHH,
BO3BpaIIaromen HETPaBIILHOE
3HAYCHUE) WA ACHHXPOHHOT O
(co3manme 00paTHBIX BBI30BOB,
MaHHIYJIUPOBaHUE YKa3aTeNsIMU U T.IL.)
JECTPYKTHBHOT O MIPOrPaMMHOTO
BO3JICHCTBUSA Ha HEro.
Jlannas yrposa o0ycioBieHa
YSA3BUMOCTSIMH MIPOrPaMMHOTO

06eCH€‘~I€HI/Iﬂ, HCIIOJIB3YIOLIEIO B cBOeH
pa60Te YJacCTKH KOJa, UCIIOIHAEMOro €

JOIOJHUTCIIBHBIMU TpaBaMHu,
HacJIENyEMbIMU CO3/1aBaCMbIMU
TIPpUBUJICTUPOBAHHBIMU IIOTOKaMH

(Hanmuume  OMMOOYHBIX — yKa3aTelew,
HEKOPPEKTHOE OCBOOOKACHHE MaMSTH
u T.IL).
Peanusanys gaHHOW Yrpo3bl BO3MOXKHA
B CIIC/TYIOIIIX YCIIOBUSIX
— B JUCKPEITUTUPYEMOM IMPHIOKCHUH
CYILIECTBYIOT Y4acTKU KoJa,
TpeOyolre HCIOJIHEHHsI C MpaBaMy,
MPEBBIIAIONIMMH  [paBa  OOBIYHBIX
M0JIb30BATEICH;

- HapYIIUTEIh obnamaer
MIPUBWICTHAMH, MO3BOJISIOIIMMU
BHOCHTb H3MEHEHHSI BO BXOJHBIC
JaHHbIE JCKPETUTHPYEMOTO
MIPUIIOKEHHS

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIMAIIOM,
Bayrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

CucremHoe
MPOrpaMMHOE
obecrieueHue,

NPHKITATHOS
NpOrpaMMHOE
obecrieuenue,

CETEBOE
NpOrpaMMHOE
obecrieueHne

10

0.5

Cpennss

cpenHss

AkTyanbHas




YBU.118

erosa nepexBara
NPUBUIICTUPOBAHH
oro mnpouecca

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
MOJy4eHUsl ~ HApYIIUTEIIEM  TIpaBa
VIIpaBIICHHUS TPOIECCOM, O0JIaTarOIIM
BBICOKUMH TPUBIJICTUSAME (HAIIPUMED,
VHACIICJIOBAHHBIMA OT TIOJIE30BATEIIS
WUIN TPYIIIIBI 0JIb30BaTENEH,
BBITIOJTHSFOIIUX POJIb aJIMUHHACTPATOPOB
JICKPETUTHPYEMOH  CUCTEMBI), LIS

BEITIOJTHEHUS TIPON3BOIEHOTO
BPEIOHOCHOTO  KOIa C  TIpaBaMH
JIMCKPETUTHPOBAHHOTO mporecca.
Jannas yrposa o0ycoBieHa
YSA3BUMOCTSIMH MIPOrPaMMHOTO
obecriedeHms, BBITIOJTHSFOIIETO
(YHKIMYM pasrpaHdueHust jnoctyna (B
ITOpUTME I rapamerpax

KOHOQUTypanyy), NPUBOMIINMH K
HEKOPPEKTHOMY DPAacIpe/IeJICHHIO MpaB
JOCTyIa BHYTPH JpeBa HACIIEIyeMbIX
TIPOLIECCOB.

Peanusarust JaHHOM Yrpo3bl BO3MOXKHA
NP BBIMOJIHEHUH OJTHOTO M3 YCIIOBHIA:
— YCHEIIHOTO BBE/ICHHUS HAPYIIUTEIEM
HEKOPPEKTHBIX JTaHHBIX, NPUBOAAIIMX K
nepenoiaHeHnio  Oydepa  wmm K
peanusaiuu HEKOTOPBIX THUIIOB
IIPOrPaMMHBIX WHbEKINIH;
— HAIUYMA y HapYyIIUTEIs IPUBMICTHI
Ha  3allyCK  CHCTEMHBIX  YTHJIHMT,
NpEeIHA3HAYCHHBIX I YNPaBJICHUS
IporeccaMu

Bremnnit
HapyIIUTENb CO
CpEeTHAM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

CucremHoe
MPOrpaMMHOE
obecrieueHue,

TIPUKITAIHOE
MPOrpaMMHOE
obecrieueHue,

CETEBOE
NpOrpaMMHOE
obecrieueHne

10

0.5

Cpenuuii

Cpennsist

AxTyanbHas




YBU.119

VYrpo3a mepexsata
YTIpaBICHUS
THIIEPBU30POM

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
OCYILECTBICHUS HapyIIHUTeIeM
HECAaHKLIMOHUPOBAHHOIO  JOCTYNa K
HH()OPMAIIMOHHBIM, TPOrPaMMHBIM |
BBIYUCIUTEIEHBIM pecypcam,
3apE3epBUPOBAHHBIM U  yIPABJISIEMBIM
TUNEPBU30POM, 33 CYET IOJIYy4EHMs

HapylmMTeJeM  IIpaBa  YIpaBlEHUA
TUNEPBU30POM IYTEM JKCIUTyaTallU
YSI3BUMOCTEH  KOHCONM  YIIPaBJICHUS
TUIEPBU30POM.

JaHHast yrpo3a 00ycI0OBI€Ha HaIUYHEM
Yy KOHCOJI YHPaBIJICHUS] THIIEPBU30POM

MIPOrpaMMHBIX nHTepQeicoB
B3aUMOJIEHCTBHUS c JIPYTAMH
cyObekTamMu  JocTyma  (TIporeccam,
ImporpaMMaMH) ¥, KakK CIEACTBHE,
BO3MOXXHOCTBIO

HECAaHKIIMOHUPOBAHHOIO  JIOCTyMa K

JaHHOM KOHCONM (HmporpamMmMa YpOBHS
BUPTYaIIH3al1H), a TaKKe
HEJI0CTaTOYHOCTBIO Mep o
pasrpaHUYeHHIO JIOCTyra K JaHHOH
KOHCOJIH.

Peanuzanus JaHHOH yrpo3bl BO3MOMKHA
IpH YCIOBMM HAJIMUMS Y HAPYIIMTENA
paB Ha OCYILECTBIICHHE
B3aUMOJICHCTBHA c KOHCOJIBIO
YHPAaBJIEHHS TUTIEPBU30POM

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpETHIM
TIOTEHIHAJIOM

CucremHoe
MPOTrpaMMHOE
obecrieueHue,

TUTIEPBU30D,
KOHCOJTh
yIpaBJICHUs.
TUIEPBU30pOM

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.120

VYrposa nepexsata
YTIpaBJIEHUS
cpenoit
BUPTYyaIU3aLUN

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
OCYILECTBICHUS HapyIIHUTeIeM
HECAaHKLIMOHUPOBAHHOIO  JOCTYNa K
HH()OPMAIIMOHHBIM, TPOrPaMMHBIM |

BBIYHCIIUTCIIbHBIM pecypcam,
3apE€3C€pBUPOBAHHBIM U YIPABJIACMbIM
BCCMU TUIIEPBU30paMHu,

PEAN3YIOIUMHU CPEly BUPTYyalIH3allH,
32 CYyéT MONYYeHUs HapyLIUTeleM
npaBa YIpaBJIeHUS 3TUMHU
THIEPBU30pAMH IYTEM OJKCILTyaTalluu
yA3BUMOCTEH  KOHCONM  CpEJICTBa
yIpaBIeHUs BUPTYaJIbHOM
nH}ppacTpyKTYpOit.

JaHHast yrpo3a 00ycIOBI€Ha HaIUIHEM
y KOHCOIHM CpPEACTBAa  YNpPaBJICHUS
BUPTYalIbHOU nH}pacTpyKTypOH,
peanu3yeMoro B paMKax OJHOH U3
BUPTYAJIbHBIX MAIlIMH, IPOrPaMMHBIX
untepdeiicoB  B3aumonmeicTBUS  C

JIPYTUMU cyObeKTamu J0CTyna
(mporieccaMy, TporpaMMamMM) H, Kak
CIIEJICTBHE, BO3MOYKHOCTBIO

HECaHKIIMOHUPOBAHHOIO  JIOCTyHa K
JAHHOM KOHCONM (HmporpamMma YpOBHS
yIpaBJIEHHUs BUPTYyalH3alluH), a TaKKe
HEJOCTaTOYHOCTBIO Mep o
pasrpaHU4eHHIO JIOCTyra K JaHHOH
KOHCOJIH.

Peanuzanust jaHHON yrpo3bl BO3MOXHA
IPY YCIOBUM HAIWYMS y HapyIIUTENs

paB Ha OCYIIECTBIICHUE
B3aMMOJICHCTBUS C KOHCOJIBIO CPEJICTBA
yIpaBJICHUS BUPTYaJIbHON

uHppacTpyKTypoit

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIHAIIOM,
Bayrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

Wudopmarmo
HHAas CHUCTEMa,
CHCTEMHOE
NpOrpaMMHOE
obecrieueHne

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBHN.121

VYrposa
TIOBPEXKICHUS
CHCTEMHOTO
peecrtpa

VYrpo3a 3aKi04aercd B BO3MOMKHOCTU
HapyuleHus  JOCTYIHOCTHU 4acTu
(yHKIOHATA WU BCel
nH)OPMAIIIOHHOH ~ CHUCTEMBI  U3-3a
MOBPEKICHUS MCIOJIB3YeMOro B €€

pabote peectpa BCJIEJICTBUE
HEKOPPEKTHOTO 3aBEpIICHUsT PaboThI
ornepaoHHON CHCTEMBI
(HEeKOHTpOJIUpyeMast nepesarpyska,

BO3HHMKHOBEHHSI OMIMOOK B pabore
IpaifiBepoB  yCTpOMCTB W  T.IL),
HapylIeHus  IIeJIOCTHOCTH  (haiiios,
colepxallux B cebe JaHHBIE peecTpa,
BO3HHKHOBCHHUS  OMMOOK  (paitoBoi
CHCTEMbI HOCHTEISI WH(POPMAIMH HITH
BCJIE/ICTBHE OCYILIECTBIICHUS
HapyIHTeIeM JIECTPYKTHBHOTO
MPOrpaMMHOT0 BO3/IEHCTBUS Ha
GaiinoBble  00BEKTBI,  conepiKalue
peecrtp.

Januast yrposa o0ycnoBiieHa
cnaboCTsIMH Mep KOHTpOJNS JOCTyma K
¢aitnam, coziepKaIIuM JTaHHbIe
peectpa, Mep pE3CpBUPOBaHUA U
KOHTPOJI LIEJTOCTHOCTH TakuX (aiiioB,
a  TaKKe Mep  BOCCTaHOBJICHHS
paborocriocoOHOCTH ~ peecTpa  H3-3a
cboeB B  paboTe  oOmeparMOHHOW
CHCTEMBI.

Peanuzanust jaHHON Yrpo3bl BO3MOXHA
npu OITHOM u3 YCIIOBHIA:
— BO3HHKHOBEHHMsI OLIMOOK B pabote
OT/ICNIbHBIX ~ TIPOLECCOB WM  BCEH
OIepaLMOHHON CHCTEMBI;
— HQIMYUM Yy HapymMTeNs [paB
JOCTyla K peecTpy WiIH (daiinam,
cozeprkaluM B ceOe JaHHbIE peecTpa

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIMAIIOM,
Bayrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

OOBEKTHI

¢aitnoBoit

CHCTEMEI,
peectp

10

0.6

Cpennss

Cpennss

AkTyanbHas




YBU.122

Yrposa
TIOBBIIIICHUS
MIPUBUIIET U

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
OCYITIECTBIICHHS HapyIIUTelIeM
JECTPYKTHBHOT O POrpaMMHOI0
BO3/ICHCTBUSL HAa JIMCKPEAUTHUPYEMBbIH
mporecc (WM CUCTEMY) WIX Ha ApyrHue
mporeccs! (WM CHCTEMBI) OT ero (e€)
HUMEHH yTéM SKCIUTyaTaluH
HETIPaBOMEPHO TIOTy9E€HHBIX
HapyIINTEIEM JOIOJIHUTENIbHBIX IIpaB
Ha YIpaBJICHUE AUCKPEIUTHPOBAHHBIM
00BEKTOM.

Jlannas yrposa
YA3BUMOCTSIMU MIPOrPaMMHOTO
obecriedeHms, BBITIOJTHSFOIIETO
(YHKIMYM pasrpaHdueHust jnoctyna (B
ITOpUTME I rapamerpax
KOHQUTypaIyn).

Peanusanys gaHHON Yrpo3bl BO3MOXKHA
Opyd  HAIMYMH Y HapYIIHTENs
MporpaMMHOro  obecrieueHust  (Tuma
«OKCILTONTY), CHEIUATBEHO
pa3paboTaHHOrO Ui pealn3anuu
JaHHOH Yrpo3bl B IHMCKPEIUTHPYEMON
cucreme

o0ycioBieHa

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpeTHIM
TIOTEHIHAJIOM

CucremHoe
porpaMMHOe
obecrieueHue,

CEeTEeBOC
MPOrpaMMHOE
obecrieueHue,
nHpopMaIo
HHAas cucremMa

10

0.6

Cpennsist

Cpennsist

AxTyanbHas

YBU.123

VYrpoza moxbopa
napons BIOS

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
OCYILIECTBIICHUS HapyluTeleM
HECaHKIIMOHUPOBAHHOIO  JIOCTyHa K
Hacrpoiikam BIOS/UEFI nyrém Bxoma
B koHcomb BIOS/UEFI mo mnapomro,
MOOOPaHHOMY ~ NPOrPaAMMHO  WIIH
«BPYYHYIO» C IIOMOLIBIO METOJOB
TOTAJIBHOIO INepedopa BapUAHTOB MU
moxbopa o CJIOBapIO.
HanuHast yrposa o0ycioBneHa
crnabocTsiMu MeXaHH3Ma
ayreHTH(QUKALUKM, pEeaTu3yeMoro B
KOHCOJISIX BIOS/UEFL
Peanuzanust naHHON Yrpo3bl BO3MOXHA
B OJHOM M3 CIEIYIOIUX CIy4aes:
— HapylIMTEeIb MOXKET OCYILIECTBUTh
(bu3nUecKkuid 10CTYNl K KOMIIBIOTEPY U
nMeer BO3MOJKHOCTh ero
nepesarpy3Hrh;

— HapyILIUTENb 00Ia/IaeT CrenUAIbHBIM
MPOrpaMMHBIM ~ CPEJICTBOM  Tepebopa
nmaponeii BIOS/UEFI u npusuierusmu
B CHUCTEME Ha YCTAaHOBKY M 3aIlycK
TaKHX CPE/ICTB

Buyrpennuit
HapyLIUTEeNIb €
HHU3KUM
MOTEHLMAIOM

IMukponporpamMmm
[HOE oOecIeYeHuE]
BIOS/UEFI

10

0.6

CpenHss

CpenHss

AxTyanbHast




YBbU.124

VYrposa nomienku
3anucei JKypHaja
perucrpanuu
COOBITHIA

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
BHECCHHUSI HApYIIUTEIIEM W3MCHCHHH B
JKYPHAJIBI ~ PEruCTPalid  COOBITHIA
0e30MacHOCTH JTIUCKPETUTHPYEMO
CHUCTEMBI (ymanenue
KOMITPOMETHP YEOIITIX HAPYIIHATEIS
3aMMcedl WIIM TIOMJIENIKA 3aIlucedl o0 He
TPOU3OILE X COOBITHSIX) ISt
BBCICHUS B 3a0ITyXKIeHIe el
aJIMUHHCTPATOPOB WM COKPBITHS
CIICJIOB peanu3aiyu  APYruX yrpos.
Jaunas yrposa o0ycioBieHa
HEJIOCTaTOYHOCTBIO Mep o
pasTpaHUYeHHIO JOCTyNa K >KypHalIy
perucTpaii  cOOBITHI Oe30MacHOCTH.
Peanusaryis gaHHOH Yrpo3bl BO3MOXKHA
B ONHOM U3 CICOYIONIMX CIy4aes:
— TEXHOJIOTHSl BEJICHHS OIKYPHAIIOB
perucrpanuy coOBITHI Oe30macHOCTH
MIpeATIoNaraeT BO3MOJKHOCTD nX
pelaKTHpOBaHUS u HapYILIATEIh
o00j1aaeT HEOOXOMUMBIMU JIJISI TOrO
MPUBUIICTHSAMHU;

— TEXHOJOTWSl BEJICHHS IKYPHAIIOB
perucrpauuy coOBITHI Oe30MacHOCTH
HE TMpeamoiaraeT BO3MOXHOCTh HX
pEelaKTHpOBaHMs, HO  HapyIIUTENb
obamaer TIPUBHJICT USIMH,
HEOOXOJUMBIMHU JUISl  OCYILECTBIICHUS
3amuck B (pailyibl JKYpHAIOB, a TaKkKe

CreHATbHBIME HPOrpaMMHBIMH
Cpe/ICTBaMH, CIIOCOOHBIMU
obpabaTbiBaTh  (ailel  KypHAJIOB

HCIIONB3YeMOro B AUCKPEAUTHPYEMOit
cucreMe opmara

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bayrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremHoe
porpaMMHOe
obecrieuenue

10

0.6

Cpennss

Cpennss

AkTyanbHas




er03a 3aKJIIOYacTCd B BO3MOXXHOCTHU

OCYITIECTBIICHHS HapyIIUTelIeM
nmepexBata Tpaduka OecrpoBOTHON
CeTH WIM JPYIHX HENpaBOMEPHBIX
NeNCTBHI yTéM Jeranau3aniu
HapyIIUTeIeM COOCTBEHHOTO
TIOAKIIIOYECHUSI K OECIIPOBOHOM CeTH B
TIOJTyaBTOMaTHYECKOM pexume
Yrposa
(manpumep, WPS) 06e3 BBoma Kimoda . o
NOUIOHeH)s K | (bpoBanis Bremnnit CerteBoit y3en,
OecrpoBOTHOM ’ Hapyumrenp ¢ ceTeBoe Heaxryans- | TexHonorus HE
YBU.125 pOBOAL Jannas yrposa 00ycIoBIIcHA pyIt 10 0.5 CpemHsis Huskas y
ceTh B 00Xof HU3KHM porpaMMHOe Hasi MPUMEHSETCS
crabocTamMu MIPOLIEAYPBI
TIPOLETypPHI TIOTEHIHAIOM obecreueHne
ayTeHTH(UKAIIN 0ecrpoBOTHBIX
ayTeHTH(UKANH o
YCTpOICTB B xoze
TIOTyaBTOMAaTHYECKOTO  MOKITFOUESHUSL.
Peanusaryis gaHHOH Yrpo3bl BO3MOXKHA
NPU YCIIOBHU HAIWYHS y HapyIIHTENs
(u3IYecKoro JocTyna K 6ecrpoBOIHOMN
TOYKE JIOCTyHa, MOAJEPKHBAIOIIEH
TOTYaBTOMATHYECKHUI pexKUM
TIOAKITFOYCHUSI
VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH
TIOTY4CHUS HapyIIHUTeIeM
ayTeHTU(UKALMOHHOH WK  JpYroi
3aIIHUIIAeMOit nHpopmanmy,
nepeaBaeMon B xoze
aBTOMATHYECKOTO MOAKIIOUYEHUSI TOYEK
OecrpoBOIHOrO JlocTyna WK
KIIMEHTCKOrO IIPOrpaMMHOT0
obecreyeHus K JIOBEPEHHBIM o
o CereBoil y3emn,
CyOBEKTaM CeTeBOr0 B3aMMOJCHCTBHS, ceTeBoe
IOIMEHEHHBIM HapyIIUTEIEM.
. HpOrpaMMHOe
VYrposza mnoxamens! | [lanHas yrposa obycnosiiena | BHemHuit 0BCCTICUCHNE
6eCrpoOBOIHOTO crabocTamMu MEXaHU3Ma | HapyuuTenb ¢ ’ Heaxtyans- | TexHomorus HE
YBU.126 annapaTHoe 10 0.5 cpenHsis Huzkas
KJIMEHTa Wi | ayreHTU(uKauu cyObeKTOB CETEBOrO | HU3KUM 0BCCTICUCHNE Hasi [PUMEHSETCS
TOYKH JJOCTYIIA B3aMMOJICHCTBUS TIpU  OECIPOBOIHOM | IOTEHLMAIOM TouKa ’
JOCTYIIE.
Y o 6ecrpoBOIHOT
Peanuzanus 1aHHOH yrpo3bl BO3MOXKHA
0 JlocTyna

B Clydae pa3MEILCHHUS HapyLIUTEIeM
KIMEHTa WIM TOYKH OECIIPOBOAHOIO
JocTyna co CrenuaibHO
copMUPOBAHHBIMH napameTpamu
paborer (Takmmu kak MAC-anpec,
Ha3BaHME, WCIOJb3YeMbIi CTaHAapT
nepenayd JaHHBIX M T.I.) B 30HE
JOCTYITHOCTH JUISl JTUCKPEIUTHPYEMBIX
YCTPOHCTB OECIPOBOIHOrO AOCTYIA




YBU.127

VYrposza mnoaMeHsl
JIeUCTBUS
TIOJTE30BATENS
myTém obMaHa

Yrpo3a 3aKIrodaeTcs B BO3MOXKHOCTH
HapYLIUTEIIS BBITIOJTHCHUS
HETIPAaBOMEPHBIX JIEWCTBHII B CHCTEMe
OT WMEHH JpPYyroro IOJIB30BaTeNs C
MOMOIIBI0  METOAOB  CONMAJIbHOU
nmwkeHepun (oOMaHa  TIONIB30BATEN,
HaBS3BIBAHUE JIOKHBIX  YOEXKIeHMIT)
W TEXHHIECKHIX METOJI0B
(ucronp30BaHUE IPO3PAYHBIX KHOIIOK,
MoAMEHa HAANKMCeH Ha 3JIeMEeHTax
YIIpaBIICHUS u Ip.)
Jannas yrposa o0ycnoBiieHa
CI1aboCTIMU uHTEepdeiica
B3aUMOJICHCTBHS C TIOJIH30BATENIEM WM
OIINOKaMH N0JIb30BaTEIs.
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
pu YCIIOBHHT HaJIMYHsI y
JCKPETUTHPYEMOT O TIOJTE30BATENS
IIpaB Ha NPOBEJCHIE HYXHBIX OT HEro
HapYIIUTEIIO Oeparyi

Bremnani

HapyuIMTeNlb CO

CpeIHUM
MTOTEHIMATIOM

IIpuxnanxoe
porpaMMHOe
obecrieueHue,
cereBoe
MPOrpaMMHOE
obecrieueHue

10

0.5

Cpennsist

HHU3Kas

HeaKTyaJlbHa
s

ITorenmuan
HapyIINTENs
HEJIOCTaTOYCH

YBU.128

Yrpo3a mnoaMeHsl
JIOBEPEHHOT'0
I0JIb30BATEIs

VYrpo3a 3akiroyaeTcs B BO3MOXHOCTH
HapymmiTels  BbIIaBaTh  ceds  3a
JIETUTUMHOTO MOJIb30BATEIISA u
BBHINOJHATH NpuéM/miepenady JaHHBIX
OT ero uMeHH. /laHHyI0 yrpo3y MOXKHO
OXapaKTepu30BaTh KaK  <«HMMHTAIHs
JIEHCTBHIHA KJIUEHTay.
Jannas yrposa o0ycioBneHa
C1abOCTIMH ~ TEXHOJOIMH  CETEBOro
B3aMMOJCHCTBUS, 3a4acTyro HE
MO3BOJISIOIIMMHU BBITIOJIHUTE HPOBEPKY
MOJAJIMHHOCTH ~ MCTOYHUKA/TIOIydaTess
HuHpOpMAaLH.

Peanuzanust naHHON yrpo3bl BO3MOXHA
pu HATMIHN y  HapyLmTens
MOJK/IIOYCHUS K  BBIYHUCIUTEIBHOM
ceTH, a  TaKxke CBEJICHUI 0
KOHGUrypalu CeTEeBBbIX YCTPOUCTB,
THIE HCIOJIB3YEMOr0 IPOrPaMMHOrO
obecrieyeHus  T.11.

Buenauit
HapyIIUTENb
HHU3KHUM
MOTEHILIUATIOM

C

CereBoil y3emn,
CETEBOE
IporpaMMHOe
obecrieueHne

10

0.5

Cpennss

HHU3Kasa

HEaKTyallbHa

IloTeniuan
HapYIIUTEIs
HEJIOCTaTOYEH




YBU.129

Yrposza mnoaMeHsI
pE3epBHON KO
MIPOrPaMMHOTO
obecrieueHust
BIOS

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

OIIOCPEIOBAHHOT O BHEJIPCHUS
HapyluTeneM B BIOS/UEFI
JIICKPETUTHPYEMOTO KOMITBIOTEpa
BPEIOHOCHOTO KOJ[a, MYTEM OXHIAHUS
WUIN CO3/1aHus HEOOX OJTMIMOCTH
BBITIOJTHECHHS TIPOIIEYPhI
BOCCTaHOBJICHUSI TIPEABIIYIICH BEpCHU
MIPOrPaMMHOTO obecrieueHus
BIOS/UEFI, NpeBapUTENILHO
MOIMEHEHHOM HApYyIIUTEIEM.
Jlannas yrposa o0ycioBieHa
HEI0CTATOYHOCTHIO Mep

pasrpaHUvYCHUs JO0CTylla W KOHTPOJIA
HEJIOCTHOCTHU PE3EPBHBIX KOIIMiA

MPOrpaMMHOTO obecrnieueHus
BIOS/UEFI.

Peanuzanust naHHON Yrpo3bl BO3ZMOXKHA
B CIIEIYFOLIIX YCIIOBUSIX:

— HapylIUTeNb YCIEIIHO IOJMEHMWI
Pe3epBHYI0  KOIMIO  IPOrpaMMHOr0

obecrieueHus BIOS/UEFI;
- BO3HHUKJIA HE00XOIUMOCTD
BOCCTAHOBIICHHS MpPEBIAYIICH BepcHn
MPOrpaMMHOTO obecrieyeHust

BIOS/UEFI (manHOoe ycnoBHE MOXeET
MIPOU3OMTH KaK CIIy4allHO, TaKk U OBITH
CIIPOBOLIMPOBAHO HAPYIIHUTEIEM)

Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

Muxponporpa
MMHOE 1
anmaparHoe
obecrieueHue
BIOS/UEFI

10

0.6

cpenHss

cpenHss

AxTyanbHas




YBI.130

VYrpoza mnoaMeHsl
COZIEPKUMOTO
CETEBBIX PECYypCOB

VYrpos3a 3akiIrodaeTcs B BO3MOXHOCTH
OCYITIECTBIICHHS HapyIIHUTeIeM
HECAaHKIIMOHMPOBAHHOIO  JOCTyHma K
3alIMINAeMBIM JaHHBIM IOJIB30BaTeNeH
CeTH WIM TIPOBEIACHUS PA3IMIHBIX
MOILIEHHUYECKUX  ACHUCTBUH  IyTEM
CKPBITHOM  TOJMEHBI  COIEPKUMOTO
XpaHsmuxcs (caiiTel, BeO-CTpaHHIBI)
WIN  TepenaBacMbIX  (3JIEKTPOHHEIE
IMIChMa, CETEBBbIC IIAKeTHI) II0 CETH
JTaHHBIX.

Jannas yrposa o0ycnoBiieHa
cmabocTsMH  TEXHOJIIOTHH  CETEeBOro
B3aUMOJICHCTBHS, 3a4acTyro He
TIO3BOJIAIOIIMMH BBITTOJTHUTE TPOBEPKY
TIOTTHHHOCTH COZIEP>)KHMOTr0
JNIEKTPOHHOTO CoOOIeHUS.
Peanusanys gaHHOH Yrpo3bl BO3MOXKHA
MIPU YCJIOBUH HAIMYUSL Y HAPYyIIUTENS
IpaB Ha JIOCTYH K CETEBBIM pecypcaM H
OTCYTCTBHH Y TIOJIb30BATENsl CETH Mep
10 00ECTICUEHHIO HX 1I€JIOCTHOCTH

Bremnani
HapylIuTelh
HHU3KUM
TOTEHI[AATIOM

C

IIpuxnanxoe
pOrpaMMHOe
obecrieueHue,
CeTeBOE
MPOrpaMMHOE
obecrieueHue,
ceTeBoi

Tpapuk

10

0.6

Cpennsist

Cpennsist

AxTyanbHas




YBH.131

Yrposza mnoaMeHbl
CyOBEKTa CeTEBOTrO
JocTymna

VYrposa 3akiodaeTcs B BO3MOXKHOCTU
OCYILIECTBICHUS HapyIIHUTeIeM
HECAaHKIIMOHMPOBAHHOIO  JOCTyHma K
3alIMINAeMBIM JaHHBIM IOJIB30BaTeNIeH
CeTH WIM TIPOBEIACHUS PA3IMIHBIX
MOILICHHUYECKUX  ACHUCTBUH  IyTEM
CKPBITHOM IOAMEHBI B OTIIPABIISIEMBIX
JUCKPEAUTUPYEMBIM  I0JIB30BATEIEM
CeTeBBIX  3alpocax  CBeAeHWH 00
ornpasurene  coobueHus.  JlaHHYyO
Yrpo3y MOXKHO OXapaKTepH30BaTh Kak
«UMUTALUS JIeHCTBUI cepBepay.
Hannas yrposa o0ycnoBiieHa
cmabocTsMH  TEXHOJIIOTHH  CETEeBOro
B3aHMOJICHCTBYS, 3a4acTyro HE
TIO3BOJIAIOMIMMHI BBITTOJTHUTE TPOBEPKY
MOJUTHHHOCTH HCTOYHUKA
nHpopMaLyy.

Peanuzanus 1aHHOH yrpo3sl BO3MOXHA
IIPY YCJIOBHMH YCIICIIHOM BbIJAa4n ceOst
HapylLuTeIeM 3a 3aKOHHOT'O
OTIpaBUTENsT (HapUMeEp, ¢ IOMOLIBIO
JIOKHBIX  (DUIIMHIOBBIX BeO-CcaliTOB).
KntoueBoe  oramume OT  «yrpo3bl
MOIMEHbl  COIEPKMMOIO  CETEBBIX
pecypcoB» 3aKIIFO4aeTcss B TOM, YTO B
JaHHOM  Cllydyae  HapylIUTeNdb  He
H3MEHSET OPUTUHAIIBHOTO
COJICP’KMMOTr0  AIIEKTPOHHOTO pecypca
(BeO-caiiTa, 2JIEKTPOHHOIrO IMHCHMA), a
TOJIBKO CITy)KEOHBIE CBEICHHS

Bremnanit
HapyuIuTenb Co
CpeTHUM
TOTEHI[AATIOM

IIpuxnanxoe
MPOrpaMMHOE
obecrieueHue,
CEeTEeBOC
MPOrpaMMHOE
obecrieueHue,
ceTeBou

Tpaduk

10

0.6

Cpennsist

Cpennsist

AxTyanbHas




YBU.132

VYrpoza
MONTyYCHHS
MpeIBAPUTEIHHOM
uHdopman 00
00BEKTE 3aLUTHI

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
PpacKpbITHS HapyIIUTEeIeM
3aIIMIIAEMbIX CBEJICHHHA O COCTOSHHH
3aIMIIEHHOCTH  JUCKPEAUTHPYEMON
cucrembl, €€  KOHQUrypauuu |
MOTEHLHAIBHBIX YA3BUMOCTSIX H JIp.,
nyréM IPOBEJCHUS MEPONPUATHH IO
coopy W  aHamM3y  JOCTYIHOH
nHpopmarm 0 cucreme.
JaHHast yrpo3a 00ycI0oBI€Ha HaIUIHEM
yA3BHMOCTEH B CETEBOM IIPOrPAMMHOM
obecrieuenny, ITO3BOJISTIOLIM
MOJYYUTh CBEICHHS O KOH(HUrypamun
OT/ICNIBHBIX MPOrPaMM HIIH CHCTEMbI B
1esIoM (OTCYTCTBHE KOHTPOJIS BXOJHBIX
JAHHBIX, HAJIMYHE OTKPBITBIX CETEBBIX
MOPTOB,  HEMpaBWIIbHAs  HACTPOHKa
MOMMTHK  O€30MacHOCTH M T.IL).
Peanu3zaiiiiss JaHHOW Yrpo3bl BO3MOXKHA
MPU YCIIOBHHU TOYYEHHsT HHPOPMAIH
0  JMCKPEAMUTHUPYEMOH  CHCTEeME C
MOMOIIBIO  XOTs OBl  OAHOTO W3
CIEIYIOIIUX  CIOCOOOB — M3Y4YEHHs
JMCKPEAUTUPYEMOit CHCTEMBI:
— aHaJIN3 peaKklUUi CUCTEMbI Ha CETEBbIC
(B T.4. CHHTaKCHYECKH HEBEpHbIC WIN
HECTaHJAPTHBIC) 3aMPOChl K OTKPBITHIM
B CUCTEME CETEBBIM CEPBHCAM, KOTOpbIC
MOTyT  CTaThb INPUYMHOH  BBI30BA
HEOOpaOOTaHHBIX  HWCKIIOYCHUH  C
MOAPOOHBIMH COOOIICHUAMH 00
omubKax, ComepkallyX 3alUIIaeMyto
uHpopmaruo (0 TpacCUpOBKE CTeKa, O
KOH(HUIypalmy CHCTEMBbI, O MaplLIpyTe
NPOXOXKACHUSI ~ CETEBBIX  IAKETOB);
— aHalNM3 peakUuid CHUCTeMBbl Ha
ctpokoBele  URI-3ampocst (B T.4.
HEBEpPHBIE SQL-3anpocsl,
aIbTEPHATUBHBIE MyTH JOCTyNa K
Gaitnam).

JlaHHast yrpo3a OTJIM4YaeTcsi OT YrpoO3bl
nepexsara JaHHBIX W JAPYIHX Yrpo3
cOopa JaHHBIX TEM, YTO HapyIIMTEIb
aKTUBHO olpaluBaer
JMCKPEAUTUPYEMYIO CHCTEMY, a He
MPOCTO 3a Hel HaboaaeT

Bremnni
HapyumuTenb co
CpeaHuM
MTOTCHITHATIOM

CereBoil y3en,
CETEBOE
pOrpaMMHOE
obecrieuenue,
ceTeBou
TpaduK,
NPUKIIATHOS
porpaMMHOE
obecrieueHne

10

0.6

Cpennss

Cpennss

AkTyanbHas




YBU.133

Yrposa
TIOTYYEHUS
CBEJICHUIA
BIIaJIeNbLIE
0eCIIPOBOTHOTO
ycTpoiicTBa

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
PAcCKpBITHSL HAapyIIUTENIEM CBEICHUN O
reorpapIecKix NepeMEILECHUAX
JUCKPEIUTUPYEMOr0 II0JIb30BaTEls B
OIpeIeNIEHHBIE TIPOMEXKYTKUA BPEMEHH,
B TOM 4YHCJIE BBISIBUTH MECTO €ro
paboTEI, IIPOKUBAHUS u T.IL
Ilonydyenue Takux CBEICHHH MOXKET
KCIOJIB30BAThCSL  HapylIUTEIEM B
JAJIbHEHIIEeM JUlsl peald3aliiid Yyrpo3 B
HH(OPMAIIMOHHBIX CHCTEMaX, JOCTYII K
KOTOPBIM HMMEET JUCKPEIUTUPYEMBbIH
N0JIb30BATEIIb.

Jannas yrposa o0ycnoBiieHa
cnabocThio 3aIIUTHI
HACHTU(UKAIMOHHON nHpopmarym

0eCTpOBOIHBIX TOYEK JOCTYyIa MpH WX
MOAKIIOYEHUH K ceTh VIHTepHeT.
Peanusanys gaHHOW Yrpo3bl BO3MOXKHA
MIPU YCJIOBUH HAIMYUSL Y HAPYyIIUTENS
JOCcTyrma K  WICHTH()UKAIHOHHBIMH
JTAHHBIM CTaIIOHAPHBIX TOYEK
0eCrpoBOTHOTO JIOCTYIA, C KOTOPBIMHU
B aBTOMATHYECKOM pexume
OCYILIECTBIISACT B3aHMOJICHCTBHE
OecripoBoiHOE YCTPOHCTBO
JMCKPEAUTUPYEMOTO TI0JIb30BaTEIIS

Bremnanit
HapyLIUTeNlb
HHU3KUM
TOTEHI[AATIOM

C

CereBoil y3en,
MeETa aHHbLIe

10

0.5

cpenHsis

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.134

VYrposa  motepu

JIOBEpHSI
MOCTABIIUKY
00JIauHBIX YCIIyT

K

Vrpos3a 3aKar04aeTcss B BO3MOXKHOCTH
CHIDKEHHSI YPOBHS 3AIUIIEHHOCTH W
JOMYIIEHUsI JOMOIHUTEIBHBIX OIHOOK
B obecrieueHuH 0e30MacHOCTH
3alAIIAEMOM B OOJAYHOM CHCTEME
uHpoOpMaIMK K3-3a HEBOCIIOJIHUMOT'O
OTTOKA y MOCTaBIINKa 00JaYHBIX YCIIyT
HEOOXOOUMBIX PECYPCOB B CBS3U C
rmorepeld  MOTPeOHUTENIMH  OOJaYHBIX
yCIyr JIOBEpUS. K HMX IOCTaBIIHKY.
JlanHas yrpo3a oOycJIOBIIEHa TEM, YTO
n3-3a oOHapomoBaHWs (akToB 00
HHIUICHTaX HH(OPMAITHOHHOM
0e30macHOCTH, CBSI3aHHBIX ¢
MTOCTABIIUKOM 00Ja4YHBIX  YCIYT,
MPOMCXOAUT TIOTEPsI IOBEPHS K TAKOMY
MOCTABIINKY co CTOPOHBI
norpedutenel o0IavHbIX YCIYT, U, KaK
CIIEJICTBHE, BO3HMKAET HEOOXOAMMOCTH

JIaBHHOOOPa3HOTO BBIJICTICHUS
MTOCTaBIIUKOM 00JTauHBIX yciyr
pecypcoB (uenmoBeUecKuXx,
TEXHUYECKHUX, (UHAHCOBBIX)  JUIS

pelIeHNs. BO3HHUKAIONIMX B JJAHHON
cuTyauu  3amad  (MHOXKCCTBEHHbIE
KOHCYJIBTALIUU oJIb30BaTeNei,
SKCTPEHHBIH ~ HEPecMOTp  IMOJIMTHK
0€30MacHOCTH, MOJECPHHU3AIIUS CUCTEMBI
3aIUTHI U JIP.), YTO HE TOJIBKO MOXKET
BbI3BaTh  HEXBAaTKy pECYpCOB IS
obecredyeHus TEKYILETo YPOBHS
3aIMIIEHHOCTH  MHPOpPMAIUK, HO U
CIIPOBOLIMPOBATh JOMYCK «B CIIEIIKE»
HOBBIX OLINOOK.
Peanuzanust naHHON Yrpo3bl BO3MOXHA
B Cily4ae OOHApOIOBAHHS EAMHUYHBIX
WIA  MHOXECTBEHHbIX  (akToB 00
HHLMIEHTaX UH(POPMAIIMOHHOM
0e30macHOCTH, CBSI3aHHBIX c
MOCTAaBIIMKOM  OOJa4YHBIX  YCIYT,
MOBJEKUINX 3HAYUTEIIHBIE YOBITKH IS
€ro KJIMCHTOB

Bayrpennmii
HapyLIUTENb CO
CpETHUM
TIOTEHIHAJIOM

OOBEKTEI

¢aitnoBoit

CHCTEMEI,
UH(pOpMAIHO
HHas CHCTEMA,
UMMHUTPHPOBA
HHas B 00J1aKO

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBI.135

VYrpo3a norepu u
YTEUKH  JIaHHBIX,
o0OpabaTbIBacMbIX
B obJaxe

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
HapYIICHUsI KOH(HUICHIIMATEHOCTH,
LEJIOCTHOCTH u JIOCTYITHOCTH
3aIIUIIAeMOiT uHpopMaImu
noTpeduTenei Oo0NauHBIX  YCIYT,
obOpabaTbiBaeMoOi B 00JIAYHON CHCTEME.
HMauHnast yrposa o0ycioBieHa
crabocTsamMu Mep 3aIIUTHI
uHpopMaIuK,  oOpabaThiBaeMOil B
06navHoit cHcTeMe.
Peasnuzaiyisi JaHHOH yrpo3bl BO3MOXKHA
B Clydae JOMYIICHHS MOCTABIIMKOM
(HEeKOpPEKTHBIN BBIOOp HJIM HACTpOIKa
CPEICTB 3aIlUTHI) WM MOTpeOUTEIeM
(ToTepst mapois, AMEKTPOHHOTO KIF0Ya,
BXOJ ¢ HeOe30macHOW  KOHCOJH)
o0JIlauHBIX ~ YCIYT  OMMOOK  IpH
obecriedeHnn 0e30macHOCTH
3aIIMIIAeMOi HH(OpMaIUK

Buyrpennuit
HapyLIUTENb
HU3KUM
TIOTEHIHAJIOM

C

CucremMHoe
porpaMMHOe
obecrieueHue,
MeTaJaHHbIE,
00BEKTHI
(haitnoBoit
CHCTEMBI

10

0.5

cpenHss

Huzkas

Heaxryanb-
Hast

TexHomorus
MIPUMEHSIETCS

HE

YBU.136

Yrpoza  mortepu
nHpopmarym
BCIIEJICTBHE
HECOIJIACOBAaHHOCT
u paboThl y3JI0B
XpaHWINILA
OOJIBIINX JAHHBIX

VYrposa 3akiodaeTcs B BO3MOXKHOCTH
JOITyCcKa OIIMOOK TMpU KOHMHPOBAaHHU
3alIMIIAaeMON nuHpOpMaIum pu
pacrnpenei€HHOM XpaHeHHH JaHHBIX Ha
Pa3IMYHbIX y3nax XpaHWINIIA
OonbIINX JAHHBIX BCIIEJICTBUE
HECOIVIACOBAaHHOCTH ~ HMX  paloThl,
BJIEKYIIMX 3a CO0OH HEBO3MOXKHOCTB
OCYILIECTBIICHUS JIeT JIbHBIM
TI0JIb30BaTENIEM JIOCTYNa K OJIOKaM HJIx
KO BCed 3ammuinaeMoil MH(pOpMAaIHU.
HanuHast yrposa o0ycioBneHa
cnabocTsIMM MEXaHHW3MOB PEIUIHKALUK
JAaHHBIX, pPEAJIM30BaHHbIX B  y3Jax
XpaHWINILA GOJIBIINX JIaHHBIX.
Peanuzanust naHHON yrpo3bl BO3MOXHA
B YCIOBHMAX  OTKIIOYCHHS  WIH
BBIBEJICHUST M3 CTPOS OJHOTO WM
HECKOJIbKHX Y3JI0B 3a cyér
CrenuaIbHbIX MPOrpaMMHBIX
BO3ZACUCTBUH Ha Y3JIbl XpaHWIMIIA
OOJIBIINX JIaHHBIX, a TaKxKe
BO3HMKHOBEHHSI ~ TEXHMYECKHX  WIIH
MmporpaMMHbBIX cOoeB B paboTe mHX
KOMITOHEHTOB

Buyrpennuit
HapyLIUTENb
HHU3KUM
MOTEHLMAIOM

C

Wudopmarnmo
HHasl CHCTeMa,
y37IBI
XPaHUITHILA
OobIIMX
JaHHBIX

10

0.5

cpeaHss

Hwuzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




YBU.137

Yrpo3a  morepu
YIIpaBICHUS
00JIaYHBIMHU
pecypcamu

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
HApYIICHHUs TOTOBOPHBIX 0053aTENIbCTB
CO CTOPOHBI IIOCTaBIIMKA OOJIAYHBIX
YCIYr B OTHOLICHHH HX MOTpeOUTENs
W3-32  3HAUMTENBHOM  CIIO)KHOCTH
MOCTpOeHN S(PGEKTUBHOH CHCTEMBI
yIpaBIeHUs OOJAuYHBIMU pecypcamu
00J1a4HOM CUCTEMBI, 0COOEHHO
HCTIONB3yIonel  o0NayHbIe  pecypehl
JPYTUX TOCTABIIMKOB OOJIAYHBIX YCIIYT.

Jannas yrposa o0ycioBieHa
CIIOKHOCTBIO OITpeIeITCHHS
JIOTUYECKOT 0 u (u3nIecKoro

MECTOIOJIOKEHHST 00JTauHBEIX PECYPCOB,
HEJOCTATOYHOCTBI0 Mep (DH3HYECKOro
KOHTPOJISL JIOCTYNa K XPaHWIHIIAM
JaHHBIX, PE3CPBHOrO KOIHPOBAHHS U
Ip., @ TaKKe HeOOXOOMMOCTBIO yuérTa
0COOCHHOCTEI  3aKOHOIATENBCTBA B
o0nacTu 3ammThl WHHOPMAIMH CTPaH,
pEe3MACHTaAMH  KOTOPBIX  SIBISIFOTCS
MOCTABIINKH 00TaYHBIX YCIIyT,
BBITIONTHSIONIMX POJIb CYOTIOAPSAYNKOB
[0 OKa3aHMIO 3aKa3aHHBIX OOJNAYHBIX
YCIYT.

Peanuzanys JaHHOH yrpo3bl BO3MOXKHA
IOpH  YCIOBHH, YTO  BBINOJHEHHE
TpeOOBaHMA K (PYHKLIHOHATY 00JaqyHOM
CHCTEMBI 3aTpyaHsETCS (unu
CTAQHOBHUTCSI ~ HEBO3MOXKHBIM)  H3-32
[pPaBOBBIX HOPM  JPYTHX  CTpaH,
YY4aCTBYIOLIMX B  TPAaHCTPaHHYHON
nepenayde 00JIavyHOro TpapuKa

Bremmani
HapyLIUTENlb
BBICOKHM
THOTEHI[UATIOM

C

CereBoit
TpaduK,
O00BEKTHI
¢aitnoBoit
CHCTEMBI

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBU.138

Yrposa noTepu
YIIpaBJICHUS
coOcTBeHHON
UHPPACTPYKTYpOit
IIpH NIEPEHOCE €€ B
o0saKo

er03a 3aKJIIOYacTCd B BO3MOXKHOCTH

JOIMycka OMHUOOK B YIPaBICHUH
nHppacTpyKTypOit CHCTEMBI
noTpeouTens 00JIagHBIX YCIIYT,

HMMHUIPHPOBaHHOH B 00lako, co
CTOPOHBI MOCTABIINKA O0JAYHBIX YCIYT
H3-3a OTCYTCTBUSI Y HETO CBEICHUH 00
0COOEHHOCTSIX YIIpaBIICHUS
KOHKPETHOH CHCTEMBI, a TaKkKe H3-3a
OTCYTCTBHSL y HOTpeOUTeNsi 00JIauyHbIX
YCIIYT, obnanaroniero TaKAMHU
CBEJICHUSIMH, BO3MOYKHOCTH TPOBOJAUTH
BECh KOMIUIEKC paboT IO YIpaBJIEHHIO
nH}ppacTpyKTypOit COOCTBEHHOM
CHCTEMBI B CBSI3H C ¢ UMMHUTpalHei B
obIaxo.

Jlannas yrposa
HEBO3MO)KHOCTBIO
OLIEHKH  TOTpeduTeneM  OONavyHBIX
ycyr peasbHOTO YpOBHS
3alIMIIEHHOCTH, obecreurnBaeMoro
MOCTABIIMKOM  OOJIaYHBIX ~ YCIyr B
OTHOLICHUU 3alUIaeMon
nHpopmaru morpedurens o0JIauHBIX
YCIOYT, B CBS3U C 3aKPbITOCTHIO IS

o0ycioBieHa
JIOCTOBEPHOMN

oTpeduTeneit CBellCHUM o
MIPUMEHAEMBIX MOCTABIIIMKOM
00Ia4HBIX yciyr TEXHOJIOTHsIX,
IIPOrPaMMHBIX u TEXHUYECKHX
peLIeHUSAX, a TaKkKe KOHKPETHbIX

rapamMeTpax HaCTPOEK CPEJCTB 3alUThI
uHpOpMAaLH.

Peanuzanust naHHON yrpo3bl BO3MOXHA
B Cllydasx Iepelayd  IOCTaBILHUKY
o0JIlauHBIX ~ yCIyr 4actd (QyHKIHN
yIpaBJIEHUS CUCTEMOH MHOTpeOuTeNs
00JIaYHbIX yCIYT (IPU MUTPALIUU YaCTH
WM BCCH CHCTEMBI B 00J1aK0)

Buyrpennmii

HapyIIUTENb CO

CpEIHUM
MOTEHIIHATIOM

Wudopmarmo
HHas CHUCTEMa,
HMMHUTPHPOBA
HHas B
00J1aKo,
CHCTEMHOE
pOrpaMMHOE
obecrieuenue,
NPHKITATHOS
NpOrpaMMHOE
obecrieuenue,
CETEBOE
porpaMMHOE
obecrieueHne

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBI.139

Yrposza
MPEOIONICHHS
(uzngeckoit
3aIUATHI

VYrpoza 3akiodaeTcsi B BO3MOXKHOCTU
OCYIIECTBIICHUS HapyluTeneM
MPAKTUIECKH JFOOBIX JECTPYKTHUBHBIX
NeNCTBHI B OTHOILLIEHUN
JICKPETUTHPYEMOi MH(OpMAIIHOHHON
CHCTEMEI npu MOJTy4eHUU M
(bU3HMYecKoro JocTyna K anmapaTHbIM
CpelICTBaM BBIUMCIIUTENIBHOW TEXHUKU
CUCTEMBI ITyTEM MPEOJIOJCHHS CUCTEMBI
KOHTpPOJIA ~ (DU3MYECKOro  JOCTYIIa,

OpraHM30BaHHOMN B 30aHUU
TPEIPUSITHSL.
Jannas yrposa o0ycnoBiieHa

YA3BUMOCTSIMH B CHCTEME KOHTPOJIS
¢du3nueckoro gocrymna (OTCYICTBHEM
3aMKOB B IOMCIICHWH, OLIMOKaMU
TiepcoHaa u T.IL).
Peanyzanyst JaHHOH Yrpo3bl BO3MOXKHA
IIPH YCIOBUM YCIELIHOIO TPUMCHEHHS
HapyLIMTENIeM JII000r0 W3 METOIOB
NIPOHUKHOBEHUSI Ha 00BEKT (oOMaH
HepCoHaa, B3JIOM 3aMKOB U JIp.)

Bremnani
HapylIUTeIb CO
CpeTHUM
TOTEHI[AATIOM

Cepgep,
pabouast
CTaHIus,
HOCHTEJb
“HpOpMaLUH,
anmaparHoe
obecrieueHme

10

0.5

Cpennsist

Cpennsist

AxTyanbHas




YBU.140

Yrposza
MPUBE/ICHUS
CHCTEMBI B
COCTOSIHHE «OTKa3
B 00CITY)XKHBaHHAN

Vrpos3a 3akaro4aeTcss B BO3MOXHOCTH
OTKa3a JICKPEUTUPOBAHHON
CHCTEMOM B  JIOCTYIIE JIETaIbHBIM
MOJIb30BATESIM TIPH  JIABHHOOOPa3HOM
YBEJINYEHUH qrciIa CETEBBIX
COCIMHCHWM C JaHHOW CHCTEMOM.
IlanHast yrpo3a 0OyCIIOBJIEHA TEM, YTO
UIT  00pa0OTKH  KaXIOrO0 CETEBOTO
3a1poca CUCTEMOM MOTPEOIISIETCs YacTh
e€ pecypcoB, a Takke CIaboCTsIMU
CETEBLIX TEXHOJOTHH, CBA3aHHBEIMH C
OrPaHUIEHHOCTHIO CKOPOCTH
00pabOTKH MIOTOKOB CETEBBIX 3aIPOCOB,
M HEJOCTaTOYHOCTHIO MEP KOHTPOJIS 3a
yIpaBjIeHHEM COEIMHEHUSIMH.
Peanuzaiyis JaHHOW Yrpo3bl BO3MOXKHA
NpU  YCIOBHM MPEBBIIICHUS 00BEMA
3alpocoB Haja O00BEMaMH JOCTYITHBIX
st ux  o0paboTKHM  pecypcoB
JMCKPEAUTUPYEMOIl CHCTEMbI  (TakuX
Kak CIIOCOOHOCTH MEPEHOCHTh
TOBBIIICHHYO HarpysKy 130 0%
npuobperarh JIOTTOJTHUTETHHEIE
pecypcsl  Aisl  TPENOTBpALICHHS —HX
ucyepnanusi). KiroueBbIM  (akTopom
YCHEIIHOCTH ~ pealn3alud  JaHHOH
YrpO3bl SIBIISIETCS YKCIIO  3aIlPOCOB,
KOTOpOe MOXKET OTIPaBUTH
HapyYIIUTENb B CMHUIYY BPEMEHH: YeM
Oonpllle  3TO  YHUCIO, TEM  BBIIIE
BEPOATHOCTh YCIEIIHOM peann3anuu
JTAaHHOU YIpOo3bl IS
JICKPETUTUPYEMOM CHCTEMBI

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

Wudopmarmo
HHas CHUCTeMa,
CeTeBOH y3ell,
CHCTEMHOE
MPOrpaMMHOE
obecrieueHue,
CeTeBOE
porpaMMHOe
obecrieueHue,
ceTeBon

Tpaduk

10

0.75

BBICOKast

Cpennsist

AxTyanbHas




YBbU.141

Yrpo3a npuBs3ku
K HOCTaBIIUKY
00JIa4YHBIX yCIIyT

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

BO3HMKHOBEHHS TPYJHO pEIIaeMbIX
(M nake HepaspeInMBIX) MpobiIeM
TEXHHYIECKOTO, OpraHM3aIMOHHOT O,
IOPUANIECKOTO WIN JIpyroro
Xapakrepa, TIPETSTCTBYIOMINX
OCYILIECTBIICHUIO norpeduresieMm
00JIauHbBIX yCIyT CMEHBI nx
MIOCTABIIHUKA.

Jannas yrposa o0ycioBiieHa

OTCYTCTBUEM COBMECTUMOCTU MEKAY
d)OpMaTaMI/I JI@HHBIX W NpOrpaMMHBIMHU

nHTEepdeiicaMy,  HCIONB3YeMBIMH B
00JTagHbBIX HH(DPACTPYKTypax
Pa3IMYHBIX TIOCTAaBIIMKOB OOJaYHBIX
YCIIyT.

Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
pu YCITOBUH HCTIONB30BaHUS
MTOCTaBIIUKOM 00Ia4HBIX yeryr
HECTaHIapTHOTO MPOrpaMMHOTO

obecrieuenuss win Qopmara o0pa3oB
BUPTYAIBHBIX MAIIMH U OTCYTCTBHEM

cpeicTB  TpeoOpasoBaHMs  00pasa
BHPTYaIbHOM MaIlHHbI 7!
UCIONB3yeMoro uM (opMara B ApYyroi
(ucronbp3yemslit JPYruM

TTOCTABIIIUKOM )

Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

Wudopmarmo
HHas CHCTEMA,
HMMHUTPHUPOBA
HHas B
00J1aKO,
CHCTEMHOE
MPOrpaMMHOE
obecrieueHue,
ceTeBoe
MPOrpaMMHOE
obecrieueHue,
ceTeBoi
Tpaduk,
00BEKTHI
¢aitnoBoit
CHCTEMBI

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBbU.142

Yrposza
MPHOCTaHOBKU
OKa3aHus
00JIa4YHBIX  yCIIyr
BCIIC/ICTBHE
TEXHUYECKHX
cboeB

VYrpos3a 3akiar0u4aeTcss B BO3MOXHOCTU
CHIDKEHHsSI KadecTBa OOJAaYHBIX YCIyT
(WM jaxe OTKa3a B WX OKa3aHWU
KOHEYHBIM MOTPEOUTEIISIM) Hn3-3a
BO3HMKHOBEHHS TEXHMYECKHX COOEB
X0Tst OBl y OIHOIO M3 IIOCTAaBIIMKOB
00JIauHbIX YCIayr (BXOASIINX B IIEMb
MTOCPETHUKOB TIPH OKa3aHUK OOJIaYHBIX
YCIIYT X KOHEYHOMY HOTPEOHTENI0), a
TaKKe n3-3a BO3HUKHOBEHHS
CYIIIECTBEHHBIX 3aJICPKEK HITH MOTEPh B
KaHajax nepeaayn JIaHHBIX,
apeHIyeMBIX nmoTpedureneM 1501078
MOCTAaBIIMKAMH  OOJa4HBIX  YCITYT.
Jlannas yrposa o0ycioBieHa
crnabocTsIMH  TIPOLEAYPBI KOHTPOJIS 33
BBITTOJTHEHUEM TEXHUYIECKOTO
00CITY)KUBaHUS u COOJTI0OIEHHEM

PEXUMOB (bYHKIIMOHUPOBAHUS
TEXHUYECKMX  CpeICTB  OOJIauHOM
UH(POPMAIMOHHOM CHCTEMBI.

Peasnu3zaiuis JaHHON Yrpo3bl BO3MOXKHA
MPU YCJIOBUH OTCYTCTBHS MEXaHH3MOB
pe3epBUpOBaHUS CpeAcTB 00paboTKH,
XpaHeHHs M Iepenadyd HHGOpMaLUH,
BXOIAIIMX B  COCTaB  OOJA4YHOM
NH(OPMALOHHOH CHCTEMBI

CucremHoe
MPOrpaMMHOE
obecrieueHue,

anmaparHoe
obecrieueHue,

KaHaJl CBSI3U

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YbU.143

Yrposza
MPOrpaMMHOT0
BBIBEICHHS u3
cTpos cpencTB
XpaHeHHs],
00paboTKH u
(vm)
BBOJIa/BBIBOJIA/TIEP
enayn
nuHpopMaIu

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
TIPEPHIBAHUS HapyIIHUTeNIeM
TEXHOJIOTHU 00paboTKH MH(OpMAIIH B
JTUCKPETUTUPYEMOM  cUCTEME  IIyTEM
OCYITIECTBIICHHS JIECTPYKTHBHOT O
MIPOrpPaMMHOTO (;roxanpHO W
YIAIEHHO) BO3JCUCTBHS HA CPENICTBA
XpaHeHHs1 (BHEIIHHMX, CBEMHBIX W
BHYTPEHHHUX HaKOIHTENeH), 00paboTKu
(pomeccopa, KOHTpoJUIEpa YCTPOKCTB
¥ T.IL.) " (WIK) BBOAA/BBIBOJA/TIEpEIavn
nHpopmary (KIaBUATYypel W JIp.), B
pe3yabpTaTe KOTOPOro OOBEKT 3aIllUTHI
nepeiiér B COCTOSIHME «OTKa3 B
oOciTy)xuBaHUM». [Ipy 3TOM BBIBOZ €T0
U3 JTOTO COCTOSTHHUSI MOXET OBITh
HEBO3MOYKEH yTéM MPOCTOMN
nepe3arpy3kd CHUCTEMBI, a MoTpedyer

MPOBEICHHUS PEMOHTHO-
BOCCTaHOBHMTEIILHBIX pabor.
JaHHast yrpo3a 00yCIOBIeHa HATHYHEM
yA3BUMOCTEH MHKPOIPOrpaMMHOT0
obecrieyeHnss  CPEACTB  XpaHEHHS,
00paboTKH u (wm)

BBOJIa/BbIBOJIa/TIepeiadl MH(POPMAIIUHL.
Peanuzanys JaHHOH yrpo3bl BO3MOXKHA
IpY HAIMYUK Y HApYyIIMTENs NpaB Ha
OTIPaBKy KOMAaHIbl WM CIICLHAIBHO
cOpMHUPOBAHHBIX BXOAHBIX TAHHBIX HA
Cpe/cTBa XpaHeHHs, 00paboTKH U (W)
BBO/Ia/BbIBOIa/TIepeiauy HH(POPMAIIUU

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

Hocurens
vHpOpMaLUH,
MHKpOIIpOrpa

MMHOE
obecrieueHue,
anmapaTHoe
obecrieueHne

10

0.6

Cpennsist

Cpennsist

AxTyanbHas




YBI.144

Yrposza
MPOrpPaMMHOTO
cOpoca Taposs
BIOS

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
OCYILIECTBIICHHS HapyIIUTelIeM
HECaHKIIMOHUPOBAHHOIO  JIOCTyHa K
HACTPOMKaM BIOS/UEFI rnocne
nepe3arpy3kd  KOMOBIOTEpa  MyTéM
BBOZIA «IyCTOro» Iaposl.
HMauHnast yrposa o0ycioBieHa
cmabocTsIMH ~ Mep  pasrpaHHYeHUs
JOCTyIla B ONEPALIOHHON CHCTEME K
¢ynku copoca maponst BIOS/UEFIL
Peasnuzaiyisi JaHHOH yrpo3bl BO3MOXKHA
pu YCIOBHSX
- HAJIMYHUS B MPOrpaMMHOM
obecnieqenrn  BIOS/UEFI  axtuBHOTO
nHTepdeiica QYyHKIUM MPOrpaMMHOTO
cOpoca Mmapois HEIOCPEeACTBEHHO W3-
oz OIePAIMOHHOM CHCTEMBI;
- HAJTHYHS y HapYIIUTEIs
CMENUATBHBIX TPOrPAMMHBIX CPEJICTB,
peanm3yomux cOpoc mapoiisi, a TaKke
npaB B OINEPALMOHHOW CHCTEME st
YCTAHOBKH M 3alycKa JaHHBIX CPEJICTB

Buyrpennuit
HapyLIUTENb
HU3KUM
TIOTEHIHAIOM

C

Muxponporpa
MMHOE
obecrieueHue
BIOS/UEFI,
CHCTEMHOE
MPOrpaMMHOE
obecrieueHue

10

0.6

cpenHss

cpenHsis

AxTyanbHas




YBbU.145

VYrposza mpomycka
MPOBEPKH
LIEJIOCTHOCTH
MPOrpaMMHOTO
obecrnieueHust

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
BHEJIPECHHUS HapyIIUTeIeM B
JIMCKPEAUTUPYEMYIO CHCTEMY
BPEIOHOCHOTO MPOrpaMMHOT0
obecriedeHuss  MyTEM 00MaHHOTO
TIepeHanpaBIeHHs 3aIpocoB
MONB30BATENsl WM €ro IporpamMm Ha
COOCTBEHHBIH ceTeBoi pecypc,
cozlep KAz BPEZIOHOCHOE
IporpaMMHOe OOecIieueHue, Ui ero
«pYYHOI» WM  «aBTOMaTHYECKOI»
3arpy3Kd ¢ HOCIEAYIOmeld yCTaHOBKON
B IIHCKPEIUTHPYEMYI CHCTEMYy OT

WMEHH  TIONB30BATENsl  WIM  €ro
MPOrpamM.
Hannas yrposa o0ycnoBiieHa

craboCTSIMH  MEXaHM3MOB — IPOBEPKU
LIEJIOCTHOCTH  (haiiJIoB  TIPOrpaMMHOTO
obecneuenus n/vnn MPOBEPKU
HOJIMHHOCTH UCTOYHHKA ux
MO YIEHUSL.

Peanyzanys JaHHOH Yrpo3bl BO3MOXKHA
pH YCIIOBHU YCIIEIITHOTr O
UCIIONB30BAHMsT  OOMaHHBIX — TEXHHK
ONHOTO M3 CICAYIOLMX METOMOB:
— «PY4YHOTO METOZa» — HAPYLIMTEINb,
UCTIONB3Yst OOMaHHbIE  MEXaHH3MBI,
yOeKIaeT MONB30BATENsl MEPeHTH 10
CCBUIKE Ha ceTeBoi pecypc
HApPYLIXTEIs], YTO NPUBOIUT K 3aIyCKY
BPEIOHOCHOIO KOJa HAa KOMIIBIOTEpe
TOJIb30BATEIL, WU yoexaaer
TOJIb30BATEIS CaMOCTOSITEIIbHO
3arpy3uTh U YCTAaHOBHUTH BPEIOHOCHYIO
nporpamMMmy (Hampumep, HOI  BHIOM
UrPbl WIH AHTHBHUPYCHOTO CPEICTBA);

—  «aBTOMATHYECKOrO0  METOAa»  —
HapyLIUTEb OCYLLECTBIISIET
JIECTPYKTHBHOE BO3/CHCTBHE
nepeajpecauio GbyHKIIH
aBTOMaTH4ECKOTr0 OOHOBIEHUS
JMCKPEAUTUPYEMOIl  NPOrpaMMbl  Ha

cOOCTBEHHBIH BpEIOHOCHBIH cepBep

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIMAIIOM,
Buyrpennmii
HapyIIUTENb
HM3KUM
HOTEHHAJIOM

C

C

CucremHoe
NpOrpaMMHOE
obecrieuenue,

NPHKITATHOS
NpOrpaMMHOE
obecrieuenue,

CETEBOE
HporpaMMHOe
obecrieueHne

10

0.6

cpenHss

cpenHss

AkTyanbHas




erosa 3aKJII0YacTCd B BO3MOXKHOCTH

OCYILIECTBIICHHS [POLIECCOM
Hapywmurens, (GYHKIMOHUPYIOIEM B
BBIYUCIIUTEIEHOM one
CYIEepKOMITBIOTEPA, CYUTBHIBAHUS
3aIIMIIAEMbIX JaHHBIX U3 OlEPaTUBHOM
MaMsITH, BBIJIC/ICHHOMN TUIst
MapajIeNIbHOr0  (IUCKPEIUTHPYEMOr0)
Tporecca, c HCHOJIb30BaHUEM
onepanui alEHHOTO IIPSMOr0 Borancmresn
pall e p . HBIE Y3JIbI
JOCTyTa K naMsiTd. | BHemHumit
CYIIEPKOMITBIO
Vrpoza npsmoro | JlaHHas yrposa 00yClOBJICHA | HAPYIIUTENb CO TeDa. KAl
obparieHus K | cmabocTMH ~ TPOTOKOJNIA  TPSAMOTO | CPeIHUM r?er’)ez[aqn
aMsITH OCTyNa K OINEpPaTHBHOW TMaMsTH, C | MOTCHIHAIOM Heakryanb- | TexHomorus HE
VYBU.146 JlocTyI P g 1 L JTaHHBIX 10 0.5 cpenHsis Huzkas b
BBIYHCIIUTENIBHOTO | MOMOIIBIO  KOTOPOTO  BBIMONHSETCS | BHYTpeHHHI CVIIEDKOMIBEO Hast MPUMEHSETCS
OISt obpallleHHe K CerMEHTY IaMsATH, | HapYIIUTENb CO yn Eepa
CYIEPKOMITBIOTEPA | BBIJACICHHOMY ULt YAAIEHHOTO | CPEeAHHM CI/ICTeMI’{OG
MapauIeIIbHOTO nporiecca, | MOTEHIHAIOM
(bYHKIHOHHPYIOIETo . NpOrpaMMHOE
y PYIo obecrnieyeHne
BBIYHCITUTEIIEHOM one
CYIIEPKOMITBIOTEPA.
Peanu3zaiiiiss JaHHOW Yrpo3bl BO3MOXKHA
pH YCIOBUH YCIIEITHOT O
OCYIIIECTBJICHHS HAPYLIHUTEIEM JOCTYIa
K BXOJTHBIM/BBIXOJTHBIM JTAHHBIM
MapauIeNIbHbIX TIPOLIECCOB B
BBIYHCIUTEIEHOM none
CYIEepKOMITBIOTEPA
VYrpo3a 3akimoyaeTcs B BO3MOXKHOCTH
ABTOMAaTHYECKOr0 PaclpoCTpaHeHHs Ha
BCIO IPUI-CHCTEMY
HECAaHKLIIUOHUPOBAHHO MOJTYYSHHBIX
Pecypchbie
HapylIuTeJleM  Ha  OJDHOM  Y3Ie
N LEHTPBI TPUJI-
MIPUBKJICTHH.
VYrpoza CHCTEMBI,
JanHast yrpo3a o0ycJoB/IeHa HATHIUEM .
pacmpocTpaHeHus o Buyrpennwmii Y3JIBI TPH-
HECAHKLIMOHUPOBA | o MOCTE! ° ITHEHTCKOM | SvimTens co CHCTEMBI Heakryanb- | TexHomorus HE
YBU.147 P MPOrpaMMHOM ~ O0ECIIEYEeHHH  TPHUI- Pyt i 10 0.5 cpenHsist Huskas Y
HHO TOBBIIICHHBIX CpeIHIM rpua- Hast MIPUMEHSIETCS
CHCTeMbI M CIa0OCTSIMH B MEXaHH3ME
[paB Ha BCIO TPH- MOTCHIHATIOM crucrema,
Ha3HAa4YeHHs TPaB  MOJb30BATEIIM,
cHCTeMy ceTeBoe
peann30BaHHOM B CBSI3YIOLIEM
MPOrpaMMHOE
MIPOrpaMMHOM o0ecrevyeHu .
obecreueHne

Peanuzanust naHHON yrpo3bl BO3MOXKHA
IIPU YCIIOBUH YCIIEIIHOTO IMOBBIIIECHUS
HapyIIUTeIeM CBOUX IPaB Ha OJHOM
y311€ TPUI-CUCTEMBI




VBI.148

Yrpoza coost
aBTOMaTHYECKOTO
YIIPaBJICHUSI
CHCTEMOM
pasrpaHuYeHHs
J0CTyTa
XpaHUIIUINA
OOJILIINX JTaHHBIX

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
BO3HMKHOBEHHS CUTYAIMH, CBSI3aHHBIX
c OIIMOKaMHU aBTOMATHYECKOTO
Ha3HAa4YeHWs  IONB30BAaTesIM  IIpaB
JocTymna (HameneHue
JOTIOTHUTENbHBIMI ~ TIOTHOMOYHSIMH,
OIIMOOYHOE HAaClIeI0BaHKE, CIIyJaiHoe
BOCCTaHOBJICHHE «HEaKTHUBHBIX»
YYETHBIX 3armcei T.IL).
Jannas yrposa o0ycioBieHa
crmabocTaME  Mep  KOHTpois — 3a
OOJIBIITMM KOJIMYECTBOM (OT TBHICSYH, a B
HEKOTOPBIX CIydasx W JI0 HECKONBKUX
MUJTHOHOB) Y4ETHBIX 3ammcen
TIoNTB30BaTeNeH co CTOPOHEI
aIMIHUCTPATOPOB 0€30I1acCHOCTH.
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
MPU YCJIOBMH BO3HHKHOBEHHsI COOEB
WM ommOOK B paboTe CHUCTEMBI
pasrpaHHYeHHs JOCTYNa XpaHMIHIIA
OOIBIINX JAHHBIX

Wudopmarmo
HHasl CHCTEMA,
crcTemMa
pasrpaHuYeHU
s TOCTyTIa
XpaHUIAIIA
OOJBIINX
JTAHHBIX

10

0.5

cpenHss

Huskas

Heaxryanb-
Hast

TexHomorus
MIPUMEHSIETCS

HE

YBU.149

VYrposza coost
00paboTKH
CrelMaIbHbIM
obpazom
HU3MEHEHHBIX
¢aitnoB

Vrpos3a 3akmodyaeTcss B BO3MOXKHOCTH
OCYLIECTBIICHUS HapyIIUTeIeM
Pa3IMYHBIX HENPABOMEPHBIX JICHCTBHI
OT  HMMEHHM  JIUCKPEIUTHPOBAHHBIX
NPUIOXKEHHUH IyTEM BbI30Ba cOOS B HX
pabore 3a cu€T BHECEHHs] U3MEHEHUH B
obpabaTbiBacMbIe
JMCKPEANTUPYEMBIMU
Gbaiiibl WM MX  METaJaHHbIE.
HanuHast yrposa o0ycioBneHa
cnabocTsIMM ~ MEXaHM3Ma  IPOBEPKH
LIEIOCTHOCTU 00pabaThiBaeMbIX (ailiioB
1 KOPPEKTHOCTH, COJEPIKAIIUXCSA B HUX
JIAHHBIX.

Peanuzanust naHHON Yrpo3bl BO3MOXKHA
B YCIOBHSAX:
— HaJIW4Ms y HapyLIMTENs CBEACHUH O
dbopMaTax ¥ 3HauCHWSIX  (AINIOB,
BBI3BIBAOIINX cOoii
(YHKIMOHUPOBaHUS
JIMCKPEANTHPOBAHHBIX
npH ux

- YCIICIIHO CO3/1aHHOM B
JUCKPETUTUPYEM O cucTeme
MeXaHH3Me NepexBara ynpaBiIeHHs Hajl
00paboTKOI HapyIIUTEIEeM
MIPOrPaMMHOT0 cOOsT

pOrpamMMamMu

TIPUIIOKEHUIN
00paboTke;

Buemnuit
HapyLIUTENIb CO
CPEIHUM
MIOTEHILIHAJIOM,
Buyrpennuit
HapyLIUTENIb CO
CPEIHUM
MOTEHLMAIOM

Meranannsie,
00BEKTHI
¢aitnoBoit
CHUCTEMBI,
CHUCTEMHOE
MPOrpaMMHOE
obecrieueHue

10

0.6

Cpennss

Cpennss

AxTyanbHas




YBI.150

Yrpoza coost
nporecca
obHosieHus BIOS

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
BEIBEACHUS U3 CTPOSI KOMIIBIOTEpa U3-3a
BHECCHHSI KPUTHYECKHX OIIHOOK B
IIPOrpaMMHOE obecreyeHne
BIOS/UEFI B pe3synbrate HapyIIeHHs
porecca ero OOHOBJICHUSI.
Jannas yrposa o0ycioBneHa
c1aboCTAMH TEXHOJIOTHH KOHTPOJS 3a
OOHOBIICHHEM TIPOrpaMMHOTO
obecredeHust BIOS/UEFL
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
B XOJE TIPOBENCHUS pEMOHTa W
OOCITY’)KUBaHUsI KOMIIBIOTEpa Kak MpH
YCTaHOBKE KOPPEKTHOI/COBMECTUMOMN
BepcuH OOHOBieHHs (u3-3a cOOeB,
MoMeX W T.L), TaK W TIPH YCTaHOBKE
TTOBPEKAEHHON/HECOBMECTUMOM
BEPCHH OOHOBJICHHS (M3-32 OTCYTCTBHS
MeXaHHW3Ma IPOBEPKU IIEJTOCTHOCTH W
COBMECTHMOCTH)

Buyrpennuit

HapyLIMTeNlb CO

CpeIHIM
MTOTEHIMATIOM

Muxponporpa
MMHO€E U
anmaparHoe
obecrieueHue
BIOS/UEFI,
KaHaJbl CBSA3H

10

0.5

cpenHss

cpenHsis

AxTyanbHas

YBU.151

VYrpoza
CKaHMPOBAHUS
Be0-CEePBHUCOB,
pa3paboTaHHBIX Ha
OCHOBE SI3bIKA
onucanuss WSDL

VYrposa 3akimodaercs B BO3MOXKHOCTH
MOJTyYCHHUs HAPYIIUTENICM CBEICHHH O
TeKyIlleil KOH(pUrypanuu BeO-ciyx0 u
HaIMYMM B HEW ya3BUMOCTEH myTéM
HCCIIeI0BAHUS WSDL-unrepdeiica
BeO-cepBepa.

JaHHast yrposa o0ycnoBiieHa
HEJOCTaTOYHOCTBIO Mep o
obecriedeHlI0  KOH(UACHINATbHOCTH
nHpOpMALMY,  PEalu30BaHHBIX B
WSDL-cepBucax, MNpenOCTaBIISIONIMX
MOIPOOHBIE  CBEICHUA O  IOpTax,
cinyx0ax M COEAMHCHUSX, JOCTYITHBIX
TI0JIL30BATEIISIM.

Peanuzanust maHHON Yrpo3bl BO3MOXKHA
IPY HAIMYMU Y HAPYLIUTENS CETEBOrO
JOCTyIIa K HCCIEyeMOMY CETEeBOMY
pecypey U CHelHaibHbIX IIPOrPAMMHBIX
CpEJICTB CKAHUPOBAHUS CETH

Buenauit
HapyIIUTENb
HHU3KUM
MOTEHILIUATIOM

C

CereBoe
IporpaMMHOe
obecrieueHue,
CEeTEeBOH y3en

10

0.5

cpeaHss

Hwuzkas

Heaxryanb-
Hasi

Texuomorust
MIPUMEHSIETCS

HE




YBU.152

VYrpo3za ynaneHus
ayTeHTH(HUKAINOH
HOI nHpopmarym

VYrpos3a 3akiar04aeTcss B BO3MOXHOCTH
OTKa3a JICTUTUMHBIM MOJIb30BATENISIM B
JOCTyIIe K uH(OPMAIHOHHBIM
pecypcam, a TaKKe B BO3MOKHOCTH
MOJTYYEHUs] HAPYIIUTEIIEM PHBUIETHI
JIMCKPETUTUPOBAHHOIO  TIOJIB30BATEIIS
3a cu€T cOpoca (OOHYJICHHS, YIAICHHS)

ero ayTeHTH(HUKAIOHHOH
nHpOopMaIHH.
Jannas yrposa o0ycinoBiieHa

c1abOoCTSIMH TIONUTHKY PA3rPaHUYCHUS
JIOCTyIla K  ayTeHTH()UKAIMOHHOM
nHpOpPMALMK M CpelcTBaM paboTHl ¢
YUETHBIMH 3alUCSIMH  TIOJIb30BATENCH.
Peayyzanysi JaHHOH Yrpo3bl BO3MOXKHA
IpH  BBINOJHEHWM  OJHOTO U3
CIEYIOMUX YCIIOBUIA:
— ITaTHBle cpencTBa  paboTBl ¢
yU4ETHBIMHE  3aIUCSMH  TIOJB30BaTeNei
obmamator  (yHKIMOHATIOM  cOpoca
ayreHTH(HUKAIMOHHOW MH(pOpMAaLH, U
HApYLIUTENb TONYYWI HPHUBHUICTHH B
IUCKPEIUTUPYEMON ~ CHCTeMe  Ha
UCHOJIB30BAHUE  JIaHHBIX  CPEJCTB;
— HapylUTeNb 00alaeT CeHHAIbHBIM
IIPOrpaMMHBIM obecrieyeHueM,
peammsyromuM  QyHKIMIO  cOpoca
ayTeHTU(UKALMOHHOH MHpOpMALUK, U
TIOJTYY I MIPUBUIICTUH B
JCKPETUTUPYEMOM cucreme Ha
HCIOJIL30BAHKUE JAHHBIX CPEACTB

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremHoe
TPOrpaMMHOE
obecrieueHue,
MHKpOIIpOrpa

MMHO€E
obecrieueHue,
YYE€THBIE
JIAaHHBIE
TIOJIL30BATEIS

10

0.6

Cpennsist

Cpennsist

AxTyanbHas




YBU.153

Yrpo3za ycuneHus
BO3JICHCTBUA  Ha
BBIYUCITUTEIbHBIC
pecypcsl
MOJIb30BaTeICH
pu TTOMOIIIH
CTOPOHHHUX
cepBepoOB

erosa 3aKJIIOYacTCd B BO3MOXKHOCTH

OCYHICCTBJICHUSA HapyHIUTECIIEM
OIIOCPEAOBAHHOI'O JACCTPYKTUBHOT'O
IporpaMMHOro BO3JICUCTBUS Ha

JUCKPETUTHPYEMYIO CHCTEMY OOJIBIINM
00BEMOM CETEBOro Tpaduka,
TeHEePUPYEMOro CTOpOHHHUMH
cepBepaMH B OTBET Ha CETEBbIC
3aIpOChI HapyLIUTEL,
copMHIpOBaHHBIE or HMEHH
JICKPETUTHPYSMOH CHCTEMBI.
I'enepupyemslii CTOPOHHUMH
cepBepaMu CeTeBOU Tpaduk
3HAQUMTENFHO  TIpEBBIIAeT  O00BEM
CeTEBBIX  3alpocoB,  (OPMHUPYEMBIX
HapyIIUTENIEM.

Hannas yrposa o0ycnoBiieHa
crnabocTsiMu Mep MEXKCETEBOr0
9KpAaHHPOBAaHHUS  JUCKPEIUTHPYSMOU
WH()OPMALIMOHHOH ~ CHCTEMBI,  Mep
KOHTPOJS ~ TOJUIMHHOCTH  CETEBBIX
3alpOCOB Ha CTOPOHHMX CcepBepax, a
TaKKe crabocTsiMu MOJIeITH
B3aUMOJIEHCTBUS  OTKPBITBIX CHUCTEM.
Peanusanysa naHHON Yrpo3bl BO3MOXKHA
MIPU yCIIOBUM HAIWYUS y HAPYIIUTEIS:
— CBEJICHHMH O CTOPOHHHX CEpBEpAX C
HEOCTaTOUHBIMH MEpaMH  KOHTPOJI
MOAIMHHOCTH  CETEBBIX  3aIIPOCOB;
— CBEJIEGHMH O ceTeBOM  ajpece
JHUCKpETUTUPYEMOM CHCTEMBI;
- CIIEIMAJILHOTO MIPOrpaMMHOTO
obecriedeHs, peaau3yoiiero GyHKiuumn
reHepaluy CETEBbIX AaKETOB

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Buyrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

Wudopmarmo
HHAs CHUCTEMa,
CeTeBOH y3erl,
CHCTEMHOE
MPOrpaMMHOE
obecrieuenue,
CETEBOE
NpOrpaMMHOE
obecrieueHne

10

0.5

Cpenusist

Cpennsist

AxTyanbHas




YBI.154

VYrpo3a ycTaHOBKU
VSI3BUMBIX BEPCHiA
OOHOBJICHUS
MPOrPaMMHOT0
obecrieueHust
BIOS

Vrpos3a 3akiaro4aeTcss B BO3MOXHOCTH
BHECEHHMS YSI3BUMOCTEH B IIPOrPaMMHOE
obecrieuenue BIOS/UEFI B xome ero
OOHOBIICHUS, KOTOPbIE MOTYT OBITH
HCIIOJIb30BAHBl B JTAJIbHEHINEM JUIS
MIPUBENICHUS. KOMITBIOTEPA B COCTOSHHE
«OTKa3 B 00CITY)KHUBaHHI,
HECAHKIIHOHUPOBAHHOI'O  HM3MEHEHHS
KoH(pHTyparum BIOS/UEFI WA
BBITIOJIHEHHST BPEIOHOCHOTO KOja IpU
KaXIOM 3aIyCKe KOMIIBIOTEDPA.
Hanuast yrposa o0ycioBieHa
cnabocTsIMH Mep KOHTPOJISI OTCYTCTBHS
YA3BUMOCTEH B TOJIBKO YTO BBIIIEIIIHX
BEpCHX OOHOBJIEHHUsS IPOrPaMMHOTO
obecrieueH st BIOS/UEFIL
Peanuzaiyis JaHHOW Yrpo3bl BO3MOXKHA
B XOIC TMpPOBEICHHS pPEMOHTa |
00CITyKUBaHUS KOMIIBIOTEpa

Buemnuit
HapyLIMTeNlb CO
CpeaHUuM
TIOTEHIIUAJIOM,
Buyrpennuit
HapyuuTenb co
CpeaHuM
TIOTEHIMAJIOM

Muxponporpa
MMHOE
obecrieueHue
BIOS/UEFI

10

0.6

cpenHss

cpenHsis

AxTyanbHas




YBU.155

VYrpo3a  yrpaThl
BBIYHMCITUTETBHBIX
pecypcos

Yrpo3a 3akio4aeTcs B BO3MOXKHOCTH
OTKa3a JITUTHMHOMY TIOJIb30BATENIO0 B
BBIJICJICHUH PECYPCOB U 00pabOTKH
€ro 3ampocoB  W3-3a  HCUEPIAHHS
HapYIIUTEIEM CBOOOIHBIX PECYpPCOB B
CUCTEME, OCYIIECTBIEHHOIO IMYyTEM HX
HECAHKIIMOHUPOBAHHOTO  HUCKITFOUCHHS
13 o0IIero myjga pecypcoB Ha OCHOBE
TEXHHK «YT€YKH PECYpCOB»  WIIH
«BBIJICIICHUS PECYpPCOBY.
Jannas yrposa o0ycioBieHa
CTa0OCTSIMH MEXaHHW3Ma KOHTPOJS 3a
pacrperneneHueM BBIYUCITUTEIBHBIX
pPECypcoB MEXIy MONB30BAaTEISIMH, a
TaKKe Mep MEXKCETEBOTO
SKpAaHWPOBAaHHS  JAUCKPEIUTHPYEMOU
HH(POPMAITHOHHON CHUCTEMBI u
KOHTPOJS  TOJUIMHHOCTH  CETEBBIX
3alpOCOB  Ha CTOPOHHUX CEpBEpax.
Peanusanys gaHHOW Yrpo3bl BO3MOXKHA
TIPU yCIIOBUH HAJIWYUS y HAPYIIUTEIS:
— cBefeHHH o opmaTe W mapamerpax

NECTPYKTUBHBIX  BO3JEHCTBUH  Ha
CHCTEMY, NPHUBOIALIMX K HCKIIOYEHHUIO
(«yTeuxn» I «BBIJICTICHUION)
cBOOOZIHBIX PECYpCoB M3 OOIIEro myrna
pecypcos JUCKPEAUTHPYEMOI
CHCTEMBI;

— TpHUBUIIETHH, JOCTaTOYHBIX A
OCYIIECTBIECHHS JIECTPYKTHBHBIX
BO3JICHCTBUI («yTeukn» WU

«BBIIEICHUA») B JUCKPEIUTHPYEMOI
CHCTEME;

— OTCYICTBHE Yy aJAMHHHCTPAaTOpPOB
BO3MOJKHOCTH: I TEXHUKH «yTCUKH
pecypcoB» — nepe3arpy3ku CUCTEMbI BO
Bpems OTIPABKH HapyLIUTelIeM
OonmpIIOr0  YKMCIa ~ 3alpoOCcOB  Ha
BBIJICJICHUE PECYpPCOB, a UL TEXHUKH
«BBIIIETICHUS pecypcoB» -
(b opcrpoBaHHOTO OCBOOOK/ICHHUST
peCypcoB, BBIJEICHHBIX II0 3arpocam
BPEIOHOCHBIX MPOLIECCOB

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIMAIIOM,
Buyrpennmii
HapyIIUTENb
HM3KUM
HOTEHHAJIOM

C

C

Wudopmarmo
HHasl CHCTEMa,
CeTeBOH y3e,
HOCHTEIb
uH(pOpMaIH,
CHCTEMHOE
NpOrpaMMHOE
obecrieuenue,
CeTEeBOC
HporpaMMHOe
obecrieueHue,
ceTeBo

Tpapuk

10

0.6

Cpennss

Cpennss

AkTyanbHas




VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
packpbITHs MH()OPMAIMH, XPAHSIIEHCS
Ha YTepsSHHOM HOcHTeNne (B cirydae

OTCYTCTBHSA IIM(POBAHMSA JAHHBIX),
wi e€ morepu (B ciydae OTCYTCTBHS N
oTep ( M T Buyrpennuit
VYrpoza  yrpartbl | pe3epBHOI KOIUit JIAaHHBIX ).
N HApYLIUTENb C Hocurens
YBU.156 HocuTenei Jannas yrposa o0ycioBneHa HI3KHM N 10 0.5 Cpenusisi | Cpenssisi | AKTyanbHast
uHpOpMaLU cnabocTsIMH Mep PEerucTpauuy U yuéra
. MOTEHLHATIOM
HOcUTeNei HHPOpMAIHH, a TaKKe Mep
pe3epBUPOBaHUS 3aIIHIIACMBIX
JIAHHBIX.
Peasnu3zaiyiss JaHHON Yrpo3bl BO3MOXKHA
BCIICJICTBHE XAJIATHOCTH COTPYAHHKOB
Vrpos3a 3aKmodaeTcss B BO3MOXKHOCTH
YMBIIUICHHOTO BBIBEJICHUS W3 CTPOs
BHEUIHMM  HapylIUTeIeM  CPEJCTB
XpaHeHus, oOpaGorkm u  (Win)
BBOJIa/BBIBOJIa/TIepeiadll HH(POpMAIINH,
YTO MOXET MPHBECTH K HaPYIICHHIO
OCTYITHOCTH, @ B HEKOTOPBIX CIy4asx
VYrposa AOCTY > P Yy
u LEITOCTHOCTH 3aIHIIAeMOM
¢buznueckoro
nHpOopMaIHH. Cepsep,
BBIBEJICHUS u3
JaHHast yrposa o0ycnoBieHa N pabouas
cTpost cpencTB BHermnuit
ADAHCHIS crnabocTsiMu Mep KOHTPOIIS | o el © CTaHIMA,
YBU.157 P i ¢u3Myeckoro JoCTyma K CpeACTBaM Py HOCHTEIb 10 0.6 Cpennsisi | Cpenssisi | AKTyanbHas
00paboTKH u HHU3KHM
XpaHeHusi, o0paboTkn W (Win) nuHpopmanuy,
(vH) MOTCHIIHAIOM
BBOZIa/BbIBOJIa/NIepeiadi  MH(MOPMALHHL. anmapaTHoe
BBOJIa/BBIBOJIA/TIEP y
eau Peanuzanus 1aHHOH yrpo3bl BO3MOXHA obecrnieyeHne
IIPY YCIIOBHMH NOJIY4EHUS HAPYILIUTEJIEM
uHpopmarn pH Y Y4 pym

(bu3nueckoro Jocryna K HOCHTEISIM
nHpopmanyy (BHEIIHUM, ChEMHBIM H
BHYTPEHHHM HaKOIUTEJSAM), CPEACTBAM
obpaboTku MHpOpManuu (Iporeccopy,
KOHTpOJIIEpaM YCTPOMCTB U T.I.) H
Cpe/ICTBaM BBOJa/BbIBOIa MH(OpMALIUH
(xmaBuatypa u T.11.)




er03a 3aKJII0YacTCd B BO3MOXKHOCTHU

yTpaTsl XpaHsencs Ha
(bopmaTupyemom HOCHUTEJe
nHpOopMaIH, 3a9acTyro 6e3

BO3MOYKHOCTH €€ BOCCTAaHOBJICHHSA, W3-
3a NpEeAHaAaMEPECHHOI'0 HJIH cnyqaﬁﬁoro

BBITIOJTHEHUSI MPOLIEAYPBI
(bopmaTupoBanus HOCHTEIIS .
Buewnuit
nHpOopMaIHH.
HApYLIUTENb €
Jannas yrposa o0ycioBiieHa
Yrposa HU3KUM
c11a00CTBI0 MEp OrpaHUYCHHUS JOCTYIIA
(bopmaTupoBaHus . MOTEHIIHAIIOM, Hocwurens
YBU.158 9 K CUCTEMHOU GyHKIIH . 10 0.6 Cpennss | Cpenssis | AKTyasibHast
HOCHTEIEeH .. | BHyTpeHHHI uHpopMaHn
(bopmaTupoBaHus HOCHTETeH
uHpOpMaIH HApYIIUTENb €
nHpOpMaIHH.
. HH3KUM
Ha peammamuro fmaHHOH — yrpossl
MOTEHIHATIOM
BIMSIIOT ~ Takue  (DaKTOpel  Kak:
—  Bpewms, npoleamee  nocie
(dbopMaTHpoBaHUS;
— TN  HoOcWTeNs — WH(OpMaIHy;
— tun (QailoBoi CHUCTEMBI HOCHTEIS;
— MHTEHCHBHOCTH B3aHMOJICHCTBHUS C
HOcHTeNleM Tocie (GopMaTHPOBaHUS H
Ap.
VYrposa 3akiodaeTcs B BO3MOXKHOCTH
MOJTy4eHUs HApYLIUTENEM JAOCTyNa K
3aIIHUIIAeMOit nHpopmanmy,
BBITIOJTHEHUS MIPUBUJICTUPOBAHHBIX
olepanyii WIM OCYIIECTBICHUS HHBIX
JECTPYKTUBHBIX  BO3JeHCTBUII  Ha
HEKOPPEKTHO 3allMUIEHHBIE
KOMITOHEHTbI BEO-IIPHIIOKEHUH.
aHHas 032 o0ycnoBieHa . o
A yre Y Buemnuit CereBoil y3emn,
VYrposza crnabocTamMu (nnu OTCYTCTBUEM)
HapyLIUTEeNIb € ceTeBoe
YBI.159 «(OpcUpOBaHHOrO | MEXaHW3Ma HPOBEPKH KOPPEKTHOCTH USRI DO PAMMHOE 10 0.6 Cpennsas | Cpenuss | AKTyasibHast
BeO-Opay3uHra» BBOJMMBIX JaHHBIX Ha BeO-cepBepax. porp
MOTEHLUAIOM obecrnieyeHne

Peanuzanust maHHON Yrpo3bl BO3MOXKHA
IIPU YCIOBMU YCIEIIHOH peann3anuu
«PY4YHOTO BBOJa» B QJPECHYIO CTPOKY
BeO-Opay3epa omnpeaenEHHBIX aIpecoB
Be0O-CTpaHHUI] u OCYILIECTBICHUS
MIPUHYIUTENBHOIO TEepexoa Mo APEeBy
BeO-caliTa K CTpaHMIAM, CCHUIKM Ha
KOTOpBIE SIBHO HE YKa3aHbl Ha BeO-
caiire




VYrpo3a 3aKi04aercd B BO3MOMKHOCTU
OCYILECTBICHUS BHEIITHUM
HapyIIUTEeIeM KpakH KOMIbIoTepa (|
MOAKITIOYEHHBIX K HEMY YCTPOICTB),
USB-nakomurenei, ONTHUYECKUX
JIMCKOB WM JIPYTUX CPEJICTB XPaHCHHUS,

00paboTKH,  BBOJA/BBIBOJA/TICpEAAYH
VYrpo3a xwuimeHus | nHbOpMAaIHu. Ceprep
CpencTB Jannas yrposa o0ycioBiieHa a6ot1a$;
XpaHeHws, crabocTsamMu Mep KOHTpOJIs | BHeurnuit ETaHHHH
00paboTKH u HU3MYECKOr0 JIOCTyNIa K CPEACTBaM | HapylIUTelIb C ’

YBU.160 p ¢ Iy p Py HOCUTEIb 10 0.6 cpenHsas | cpelHsa |AKTyalbHas
(vm) XpaHeHHs, 00paboTkMm W (WIM) | HA3KUM P —
BBOJIa/BBIBO/IA/TICp | BBOJA/BHIBOAA/TICpeaud WH(OPMAIIAHU. | TMOTCHIIMAIOM aHHap aTHoe,
exaqn Peanusarys gaHHOH Yrpo3bl BO3MOXKHA P
obecreueHne

uHpOpMaIH NPY YCIIOBHU HAIWYHS y HapyIIHTEIIs

(u3MYECKOro JOCTyma K HOCHUTEISIM

nHpopmary (BHEIIHNM, CHEMHBIM H

BHYTPEHHUM HaKOIUTEISIM), CPEICTBAM

o0paboTk MH(popManuu (Iporeccopy,

KOHTpOJZIepaM YCTPOWCTB W T.I.) H

cpeJicTBaM BBOJa/BbIBO/Ia MH(OPMAIIUK

(xyaBHATYpa M T.IL)

VYrposa 3akimodaeTcs B BO3MOXKHOCTH

BO3HMKHOBEHHUS CHTYAI[UM THIIA «OTKa3

B OOCIYyXHBaHMH» CO  CTOPOHBI

BBIYHCIHUTEILHOTO OIS
VYrpoza

CYIIEpKOMITBIOTEPA.
YpE3MEPHOro

JaHHast yrposa o0ycnoBieHa
UCHOJIb30BAHUS

crabocTaMi  Mep  KOHTpois 32
BBIYUCITUTENBHBIX .
peCypCoB pacrpezesieHIeM BBIYMCIIUTENbHBIX | BHyTpeHHuUI Beruuciurens

€CypCOB  CYNEPKOMIIBIOTEpa  HpPH | HAapyLIUTEeNIb C HbIE Y3JIbI Heakryanb- | TexHonorus He

VYBU.161 CYIEepPKOMITBIOTEPA peeyp ynep P P Py 3 10 0.5 cpenHsis Huzkas Y

5 xome o0paboTke  3a7ayd  HECKOJBKUMHU | HUZKUM CYIIEPKOMIIBIO Hasi HPUMEHSETCS

IIPOLIECCOPaMHU. MOTEHLUAIOM Tepa
HHTCHCHBHOTO Peanusaius naHHON Yrpo3bl BO3MOXKHA
obMeHa yrp

pu YCIIOBHUH BBITIOJTHEHUS
MEKITPOLIECCOPHBI

CYNEPKOMITBIOTEPOM crieuuQpUIHbIX
MH COOOLICHUSIMU

BBIYMCIMTENBHBIX ~ 3aJa4, B  XOJe

KOTOPBIX TeHEepUPYIOTCS

MEXKIIPOLIECCOPHBIE ~ COOOIICHUS ¢

00JIBIION HHTEHCUBHOCTBIO




YBU.162

Yrposa
IKCILTyaTaluH
1 poBoit
TTOJIITACH
MIPOrPaMMHOTO
KoIa

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

TIOBBIIIICHUS HapyLIUTEIIEM
TIPUBHIIET Ui B cucremax,
HCTIONB3YIONIMX IM(POBYIO IOAIICH
KOZa B KayecrBe  CBA3YHOLICH

nHpOpMaIIK MEXTY IPOrpaMMon U eé
MIPUBIJIETHSAMH, ITYTEM AUCKPEIUTALUH

MeXaHu3Ma MOITUCHIBAHUS
MIPOrpPaMMHOT0 KOJa.
Jlannas yrposa 00yciioBIIcHA
cabocTIMHU B MEXaHU3ME

TIOATIMCBIBAaHKMS TPOTPaMMHOTO  KOJa.
Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
pu CIIETYIOIIIX YCIIOBHSX:
— JUCKPEIUTHUPYEMBIH TIPOTPaMMHEIH
KOJI HaIMCaH C MOMOMIBI0 (peiiMBOpKa
(framework), MOJICPAKHUBAOLIETO
TIOATIMChIBAaHNE TIPOrPaMMHOTO  KOZa;
— JUCKPEIUTHUPYEMBIH IPOTPaMMHBIH
KOI IO/ CaH BEHJIOPOM
(TmocTaBIIMKOM MIPOrpaMMHOTO
obecrieueHus);

— HapylUTeNb WMEET BO3MOXKHOCTD
BHEJPUTb  NPOTPaMMHBI KO B
JMCKPEAUTUPYEMBII KOMITBIOTED

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

C

CucremMHoe
MPOrpaMMHOE
obecrieueHue,

TIPUKITAIHOE
MPOrpaMMHOE
obecrieueHue

10

0.6

Cpennsist

Cpennsist

AxTyanbHas




YBU.163

Yrposa mepexrara
HMCKJTFOUEHMSI/CUTH
ana u3
MPUBUIICTHPOBAHH
oro OJ10Ka

(GyHKIHI

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

HapyImuuTeNls TONYdUTh IIpaBa Ha
JOCTYI K 3aIlUIIaeMod HH(pOpManuH
yTéM repexsaTa
HCKJIIOYEHHI/CUTHAJIOB,
CIeHEPUPOBAHHBIX Y4acCTKOM
MIPOrpaMMHOI0 KOJa, HCIOJIHSIEMOro ¢
TIOBBIIIEHHBIMH TIPUBIIIET USIMA
(MpUBMIIETUPOBAHHBIM O10KOM
(GyHKIHIT) ¥ comepiKaIiero KOMaHapl 1o
YIIPaBICHUIO 3alUIAeMON
nHpopmarmeit.

[JanHast yrpo3za oOyclioBI€Ha TeM, YTO
BEI30B MPOTPaMMHBIX  (QYHKIMH B
TIPUBIJIETHPOBAHHOM pexume

MOJPa3yMEBaeT OTKIIOYEHUE Ul HUX
MEXaHU3MOB pa3rpaHUuCHUsl JOCTYIIA.
Peanuzanust faHHON yrpo3bl BO3MOXHA

pH CIIETYIOIHX YCIIOBHSIX:
—  MCKpeIuTHpyeMas  Tporpamma,
HaricaHa Ha SI3BIKE
MPOrpaMMHPOBAHHS,

MO EPIKUBAOILETO MEXaHHU3M
MPUBHICTHPOBAHHBIX 6710K0B
(Hanpumep, Java);

— B JIUCKPEIUTHPYEMOH IpOrpamme
BBI30B IMPUBHIICTHPOBAHHBIX OJIOKOB
OCYILIECTBIIEH He0e30MacHLIM
croco0oM (HCIOJIb30BaHO MYOIMYHOE
OOBbsIBIICHHE BHYTPCHHHX (YHKLIHH,
HCIIOJIB30BaHA TeHEPAIUS UCKITIOUCHUH
W3  NPUBWIECTHPOBAHHOrO  OJIOKa);
— HapyuMTenb O0JagaeT IpaBamy,
JIOCTATOYHLIMH IS repexsara
MPOrpaMMHBIX HCKIIFOUSHHH B CHCTEME

Bremnnit
HapyIIUTENb CO
CpEeTHAM
TIOTEHIMAIIOM,
Bayrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

CucremHoe
porpaMMHOe
obecrieuenue

10

0.6

cpenHss

cpenHss

AkTyanbHas




VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
pacnpocTpaHeHUs HETaTHUBHBIX
MOCTIE/ICTBUII OT peayu3aliy yrpo3 Ha
(hU3MYECKOM WM BUPTYAIEHOM ypOBHE
00J1a9HOH HH(PPACTPYKTYPHI HA YPOBHU
YIIPaBIEHUS M OPKECTPOBKH, a TaKKe
Ha BCe WH(OPMAINIOHHBIE CHCTEMEI,

pa3BEpHYTHIE Ha Oaze
JICKPETUTHPOBAHHON o0TayHOI . Oo6naunast
HHPPACTPYKTYPHI Breumii UHPPACTPYKT
Yrposza PaCTPYKTYPBL. HapyluTeiab ¢ pacTpyK
HMauHnast yrposa o0ycioBneHa ypa,
pacmpoCTpaHeHHsI HHU3KHUM
HEBO3MOKHOCTBIO (DYHKIIHOHHUPOBAHHS CO3JaHHas C
COCTOSIHUSI «OTKa3 MOTEHIIHAIIOM, Heakryanb- | TexHomorus HE
YBU.164 WH(POPMAITMOHHBIX CHCTEM B oOOJaKe . HCIOJIb30BA- 10 0.5 cpenHsis Huzkas
B OOCITY)KUBaHHH» . .. | BHyTpeHHHI Hasi MPUMEHSETCS
. | IpH HEKOppEeKTHOW paboTe camoii HHEM
B 00JIauHOM N HapyIIUTeNlb C .
00a4HOil MH(PACTPYKTYPBI, & TaKKe TEXHOJIOT it
uH(ppaCTpyKType HHU3KHUM
3aBHCHMOCTBIO  paboTOCIIOCOOHOCTH BUpTYyaJn3a-
9 . | moTeHIHanoM
BEPXHHX ypoBHEi 006a4HO Jives
HHPPACTPYKTYPBI or
paboTocrocodHOCTH HIDKHIX.
Peanusanusa naHHON Yrpo3bl BO3MOMKHA
B cilyyae MPHBEACHHS  OONAYHON
UHPPACTPYKTYphl Ha (HHU3UUECKOM HITH
BUPTYaJIbHOM  YpOBHE  OOJNa4HOM
UHQPACTPYKTYPbl B COCTOSIHHE «OTKa3
B OOCITY)KMBaHUN
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
HapyLICHUS 6e30macHOCTH
3aIMIaeMoil HHPOPMAIUU BCIEICTBUE
op IIporpammuoe
BbIOOpA Ul IIPUMEHEHHS B CHUCTEME
obecrieueHue,
KOMIIOHEHTOB HE B COOTBETCTBUH C HX
3a1aHHBIMU IIPOEKTUPOBIINKOM TEXHITACCKOE
VYrpoza P P CpeACTBO,
(YHKLIMOHATBHBIMH .
BKJIIOUCHUS B i BHyrpennuit UHpOpMAIHO
XapaKTepUCTUKAMH, HaJ&XHOCTBIO, IMorenuman
MPOEKT He HApyLIUTENIb CO | HHAas CUCTEMA, HeaKTyaJlbHa
YBU.165 HamuuueM  ceprudukaroB W p. 10 0.5 Cpennsist HU3Kast HapYIIUTEIs
JIOCTOBEPHO CPEIHUM KIII0YeBast s
Jannas yrposa o0ycnoBieHa HEJJOCTaTOYeH
HCIBITaHHBIX MOTEHLMAIOM cucrema
HEJJOCTaTOYHOCTBIO MEp 110 KOHTPOJIO
KOMITOHEHTOB uHpopmarmo
3a OIIMOKAMH B XOZ€ IPOCKTHPOBAHUS rod
CHCTEM, CBS3aHHBIX C 0€30IaCHOCTBIO.
o uHdpacrpyk-
Peanuzanus 1aHHOH yrpo3bl BO3MOXKHA Typhi

IIPU YCJIOBUH BbIOOpA [UISl IPUMEHEHHUS
B CHCTEME KOMIIOHEHTOB IO IIEHE,
pa3peKIaMUPOBAHHOCTH H Jp.




erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

CHIDKCHHUS CKOPOCTH 00paboTKH
JAHHBIX (t.e. JIOCTYITHOCTH)
KOMITOHCHTaMH POrpaMMHOTO
obecriedeHus (WM CHCTEMBI B IIEJIOM)
u3-3a BHeApeHHs B Hero (B He€) TIporpammHoe
U30BITOYHBIX KOMITOHCHTOB obecrieyeHue,
(M3HaYaIBHO HEHY)KHBIX WK uHpOpMALIHO
HEO0OXOIMMOCTh B KOTOPBIX OTMaa Ipu | BHyTpeHHUi HHasl CHCTEMa,
VYrpo3za BHegpeHuUs A P 1P yTp ? [Torenumnan
. BHECCHHM W3MCHCHHH B  IPOEKT). | HAPYLIUTENb CO KII0YeBast HeaKTyaJlbHa
YBU.166 | cucremHO# 10 0.5 Cpennsist HU3Kas HapyIIUTEIs
Jannas yrposa 00ycIIOBJICHA | CpeJHUM cucrema
N30BITOYHOCTH HEI0CTaTOueH
HEJJOCTATOYHOCTBIO Mep 0 KOHTPOII | TOTCHIMAIOM uHpOpMaIHo
3a OIIMOKaMH B XOJI¢ TIPOCKTHPOBAHHSI HHOU
CHCTEM, CBSI3aHHBIX C 0E30MaCHOCTBIO. HHPPACTPYKT
Peasnuzaiyiss JaHHOW Yrpo3bl BO3MOXKHA YpBI
MpY YCIIOBUM BHECEHHSI W3MCHCHHWH B
repeveHb 3aj1ad, peraeMbIx
MPOCKTHPYEMBIM POrpaMMHBIM
obecrieyeHreM (IpoeKTUpyeMoit
CHCTEMOH)
Vrpo3a 3akiovacTcss B BO3MOXKHOCTH
HapyIICHUS 0e30mMmacHOCTH
3alIMIIAeMON nuHpOpMaIUK
BPEIOHOCHBIMU MpOrpaMMamH,
CKPBITHO  YCTaHABIMBACMBIMU  IIPH
MOCCIICHUH TI0JIb30BATEIISIMU CHCTEMBI
¢ pabounx MecT (HaMEpEeHHO WU IIpH
CllyyailHOM NepeHanpaBIeHUH) CalTOB
VYrpo3sa 3apakeHus . . .
¢ HeOnaroHan&XHbIM COAEPXUMBIM U | BHyrpeHHuii CereBoii y3eu,
KOMIBIOTEPE PH | sojvekaeMbiMH ¢ NPHBIIErMAMM | HAapyWHTENs  C ceTeBoe HeaKTyaJlbHa Horerpan
YBU.167 MOCEIICHUU Y P o Py 10 0.5 Cpennsist HU3Kas Y HapYIIUTEIs
i JMCKPEAUTUPOBAHHBIX T10JIb30BATENCH. | HU3KUM HpOrpaMMHOe
HeOJIaroHaIeKHbIX HEJIOCTaTOYeH
caitTon Jannas yrposa 00ycIIOBJICHa | NOTEHLHAJIOM obecrnieyeHne

c1aboCTAMH MEXaHM3MOB (DHIBTPALIUK
cereBoro Tpaguka M aHTHBHUPYCHOI'O
KOHTpOJs Ha YPOBHE OpraHU3alllu.
Peanuzanust maHHON Yrpo3bl BO3MOXHA
pu YCIIOBUH MOCELIEHNS
IOJIb30BATEIAMH CHUCTEMBI C pabO4YMX
MeCT CalTOB ¢ HeOIaroHaa&XHbIM
COIIEPIKUMBIM




YBU.168

Yrpoza «xpaxm»
Y4ETHOH  3amuch
JocTyna K
CEeTEeBBIM

cepBHcaM

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
HEIPaBOMEPHOI0 O03HAKOMJICHHUS
HapyIIUTEeIeM c 3aIUIaeMOn
nHdopmareli mMonbp30BaTEN  ITYTEM
TIOTY4ECHUSI nHpopmarm
HASHTUUKAIN/ ayTeHTU()UKALIUH,
COOTBETCTBYIOILICH  ydéTHOH 3amucu
JOCTyna IONB30BAaTENsl K CETEBBIM
cepBHCcaM (conmanbHOM CeTH,
00JIa4HBIM CEepBHCaM H Jp.), ¢ KOTOPOH
CBSI3aH HEaKTHBHBIH/HECYIIeCTBYIOMNN
azpec JNIEKTPOHHOM TIOYTHL.
Jlannas yrposa o0ycnoBiieHa
HEJIOCTaTOYHOCTBIO MEpP KOHTpPOMS 3a
AKTHBHOCTBIO/CYIIECTBOBAHHEM
ATUKOB 3JIEKTPOHHON TIOYTHI.
Peanuzanust naHHON yrpo3bl BO3MOXHA
pu YCIOBMSIX
— HIMYMA cTaTyca «cBOOOJEH JUIs
3aHUMaHMUSA» y ajapeca 3JIEKTPOHHOU
MOYTHI, C KOTOPHIM CBs3aHA Yu&THas
3aMUch  JOCTyNa  MONb30BaTeNs K
CeTEeBBIM CepBUCaM (Hampumep, eciH
MONIB30BaTENb YKa3al IIPU PETHCTPALuN
HECYIIECTBYIOIIUH apec WiIn JOIro He
obpamajics K IIOYTOBOMY  SIIHKY,
BCIIEJICTBUE UYETO, €ro OTKIIOYMIN);
— HaIW4Ws y HAPYIIUTEIS CBEICHUH 00
aZpece  JNEKTPOHHOM  TOYTHL, C
KOTOpbIM ~CBsi3aHa y4€THas 3aluch
JHUCKPEIUTHPYEMOroO MOIb30BaTENs s
JOCTyIa K CETEBBIM CEpPBUCAM

Bremrani
Hapyummrenp ¢
HHU3KHAM
TOTEHI[UATIOM

CeteBoe
MPOrpaMMHOE
obecrieuenue

10

0.6

Cpenusist

Cpennsist

AxTyanbHas

YBU.169

Yrpoza Hanmuuus
MEXaHU3MOB
paspaborunka

VYrposa 3akiodaercs B BO3MOXKHOCTH
repexsara YIpaBJIeHHUs POrpaMMOi 3a
CYéT  WCIOJB30BaHUS  OTJIAJJOYHBIX
MEXaHH3MOB (cneruanbHbIX
IPOrPaMMHBIX byHKLIMi WK
almnapaTHbIX SJIEMEHTOB, HOMOTAIOLINX
NPOBOJIUTh TECTHPOBAHHE U OTIAAKY
CpEeICTB BO BpeMs HX pa3pabOTKH).
Nanuast yrposa o0ycioBneHa
HEJJOCTaTOYHOCTBIO Mep 10 KOHTPOJIO
3a ommbOkaMu B Xozie pa3paboTKu
cpencTB 3aILHUTHI UHPOPMALIHHL.
Peanuzanust naHHON yrpo3bl BO3MO)KHA
IpY YCIOBHM, YTO B IPOrpamMMe He
yIaJIeHBI OTIaI0YHBIC MEXaHU3MBI

Buyrpennuit
HapyLIUTENIb CO
CPEIHUM
MOTEHLINAIOM

IIporpammuoe
obecrieueHue,
TEXHUYIECKOE
CpelcTBO

10

0.5

cpenHss

cpenHss

AxTyanbHast




YBI.170

Yrposza
HETIPaBOMEPHOTO
¢ poBaHUs
nHpopmarym

VYrpo3a 3aKIrodaeTcs B BO3MOXKHOCTH
(akTHYeCKOH TOTEpPH  JOCTYITHOCTH
3alIMINAaeMBIX  JaHHBIX  ¥3-3a  HX
HECAaHKIIMOHNPOBAHHOT O
KPHITOrpadIecKoro Mmpeodpa3oBaHus
HApYIIUTEJIEM C MOMOLIBI0 U3BECTHOTO
TONBKO €My CEKPETHOro  KIro4a.
JaHHas yrpo3a 00ycI0oBI€Ha HaIUIHEM
crnabocTell B aHTUBUPYCHOM 3amiure, a
TaKkKe B MEXaHHW3Max pasrpaHUYCHUS
JOCTYTIA.

Peanusarys gaHHOH Yrpo3bl BO3MOXKHA
TP YCIOBHHM YCHENIHOH YCTaHOBKH
HapyIIUTelleM Ha IUCKPEIUTHPYSMbIH
KOMIIBIOTEP cpeJcTBa
KPHIITOrpadIecKoro Mmpeodpa3oBaHus
nHpopMaIK, a TakkKe YCHENIHOTrOo
OOHapYKESHUS (uneHTH(UKAINH)
HapyLIUTEJIeM 3alIUIaeMbIX (aiiinoB

Bremnani
HapylIUTeIh
HHU3KUM
TOTEHI[AATIOM

C

OOBeKT
(haitnoBoit
CHCTEMBI

10

0.6

Cpennsist

Cpennsist

AxTyanbHas




YBU.171

Yrposza
CKPBITHOTO
BKJTFOUCHUS
BBIYHCIIUTEIEHOTO
ycTpoiicTBa B

cocTaB 00T-ceTH

erosa 3aKJIIOYacTCA B BO3MOXKHOCTH

OIIOCPEIOBAHHOTO OCYIIIECTBIICHUS
HapPYIIHTEIIEM JIECTPYKTUBHOT'O
BO3JCHCTBHS Ha WHQPOPMAIMOHHEIC
CHCTEMBI c MHOKECTBa
BBIYHCITUTEITBHBIX YCTPOICTB
(KOMTIBIOTEPOB, MOOWITHHBIX

TEXHHYECKHMX  CpPeACTB W 1p.),
MOJIKIIOYEHHBIX K ceth MHTepHer, 3a
cuéT 3axBara YIpPaBICHHWS TAaKAMH
yCTpoiicTBam IyTEM
HECAaHKIIMOHMPOBAaHHOH YCTAaHOBKM Ha
HUX:

— BpenonocHoro IIO Ttuma Backdoor

TSt obecrieyeHus HapyIIUTEIs]
BO3MOXKHOCTBIO yIaTEéHHOTO
JOoCTyIa/yrpaBlieHus
JIMCKPEIUTUPYEMBIM BBIYHCIUTEIBHBIM
YCTPOICTBOM;

— xiuenTckoro I1O s BKIIOYEHHS B
OOTHET W MWCIIOJB30BAHMS CO3JaHHOIO
TakuM 00pa3oM OOTHETa B pa3lIMYHBIX
MIPOTUBONPABHBIX ~ IEsIX  (pacchuIKa
cramMa, IpoBeJICHHUE aTak TUIA «OTKa3 B

00CITY)KUBaHHUI u Ip.).
Januast yrposa o0ycnoBieHa
YA3BUMOCTSIMH B CEeTEBOM
POrpaMMHOM obecrneyeHnu u
crnabocTsiMu MEXaHH3MOB
AQHTUBHPYCHOTO KOHTPOJISI u
MEXCETEBOr0 9KPaHUPOBAHHSL.

Peanuzanust naHHON yrpo3bl BO3MOXHA
NP YCIOBUM HAJIW4Us BbIXOZA C
JMCKPEAUTUPYEMOT'0 BHIYUCIUTEIIBHOTO
ycTpoiicTBa B ceTh VIHTEpHET

Bremmani
HapyLIUTENb
HHU3KHAM
TOTEHI[UATIOM

C

CereBoil y3en,
CETEBOE
NpOrpaMMHOE
obecrieuenue

10

0.6

Cpennss

Cpennss

AkTyanbHas




er03a 3aKJII0YacTCd B BO3MOXKHOCTHU

HapyLICHUs 0e30MmacHOCTH

3aIIMIIAeMOi uHpOpMAIUH

TIOJTE30BATENS BPEIOHOCHBIMA

porpamMmMam, CKPBITHO

YCTaHABIMBAEMBIMU MIPU  ITOITYyIEHUN

TIOJTE30BATEIISIMU CHCTEMBI

UIEKTPOHHBIX  IHCEM,  COAEPIKAIINX

BPEIIOHOCHYIO mporpaMmy  THIA

«IIOYTOBBIH  YEPBBY, a  TaKke .
Yrposa N Buewnuit

HEBOJIPHOTO Yy4JacTHs B JalbHeHIeM CeteBoe

YBU.172 PaCHpOCTPARCHHA TPOTUBOIIPABHOM pacrpocTpaHEeHUN HapyIHTEh ¢ TpOrpaMMHOE 10 0.6 Cpennss | Cpenssis | AKTyasibHast
«IOYTOBBIX HH3KUM
N BPEIOHOCHOTO KoJa. obecreueHne

yepBei» TTOTEHIHAIIOM

Jannas yrposa o0ycioBieHa

crabocTamu MEXaHU3MOB

AQHTHUBHPYCHOTO KOHTPOJIS.

Peanusarust JaHHON yrpo3bl BO3MOXKHA

pu YCIIOBUH HaJIMYHSI y

JHCKPETUTHPYEMOT O TIOJTE30BATENS

UIEKTPOHHOTO TIOYTOBOTO SIIIMKA, a

TaKXKe HaJM4Hs B €r0 aJpeCHON KHHTe

XO0Ts OBl ONHOTO ajpeca JpPYroro

TIOJTE30BATENS

VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH

HETPaBOMEPHOTO OCYILIECTBIICHHS

HapyIIUTEIIeM MAacCOBOH  PacChUIKU

KOMMEPYECKHUX, MOJUTHIECKUX,

MOIIICHHUYECKUX W HMHBIX COOOLICHHUI

Ha BeO-cepBep Oe3 3ampoca co CTOPOHBI

JCKPETUTUPYEMbIX Be0O-CepBEpPOB.

HanuHast yrposa o0ycioBneHa

YS3BUMOCTSIMH MEXaHU3MOB

¢bunpTpayn cooOmiennii, | Buemrnuit Cerenoe

VEIL173 VYrpoza «cmama» | MOCTYNAIOIIMX w3 cetn UurepHer. | HapymuTenb ¢ HpOrpaMMHOe 10 06 cpemss | cpenss | AKTyansHas
BeO-cepBepa Peanusaiys naHHON Yrpo3bl BO3MOXKHA | HU3KUM
obecreueHne

npu YCIIOBUH HAITNYHS B | HOTEHIHAIOM

JCKPETUTUPYEMOM BeO-cepBepe

AKTHBUPOBAHHOTO ¢byHKIHOHANA,

peanu3yIoIero pasinyHble TOYTOBBIC

cepBepa, CITYXObI JTOCTAaBKU

MTHOBEHHBIX  COOOLIEHHWM,  Oiory,

(GbopyMbl, ayKIMOHBI BeO-Mara3uHOB,

OHJIAMH-CEPBUCHl  OTIpaBkH  SMS-

COOOIIEHHH, OHJIaliH-CEPBUCHI

T'OJIOCOBAHMSA U IpP.




YBU.174

Yrposza
«hapMUHT )

erosa 3aKJIIOYacTCAd B BO3MOXKHOCTH

HENPaBOMEPHOTO 03HAKOMJICHHUS
HapPYIIHTEIEM c 3aIuIaeMon
vHpOpMAITHCH (B T.4.

HAEHTU(HUKAIN/ ayTeHTH()UKALIIH)

MOJIb30BATENSl  IYyTEM CKPBITHOTO
MepeHanpaBiIeHusl IO0JIb30BaTENsT Ha
HOIEIBLHBIN cair (BBITTISISAIHAN
OIMHAKOBO C OpPUTHMHANBHBIM), Ha
KOTOPOM  OT  JHCKPEIUTHPYEMOIO
mojp3oBaTeNss  Tpedyercs BBECTH

3aIIMIIAEMYIO nHpopmarIo.
Jannas yrposa o0ycioBieHa
YSI3BUMOCTSAMU DNS-cepsepa,
MapHIpyTH3aTopa.

Peanmusarust JaHHON Yrpo3bl BO3MOXKHA
TIPY yCJIOBUH HAJIWYUS y HApYIIUTEIS:
— CBEICHUM O KOHKPETHBIX CaiTax,
MOCeIIaeMbIX  TIONb30BaTeNieM,  Ha
KOTOpBIX TpeOyeTcst BBOJ 3alUIAaeMOH
nHpopMaImy;

— CpeACTB CO3JaHUSI W  3aIycka
MOAIETBHOTO caiita;
— CMEeLHaNbHBIX POrPAMMHBIX CPEJICTB
TUIIA  <OKCIUIOUT»,  peaau3yroIux
NepeHanpaBiIeHe IONb30BaTENsl Ha
MOAJETBHBIN CaMT.
Kpome Toro, yrpose npaHHOro THMa
MOAABEPKEHBl TIOUIMHHBIE CaWThI, He
Tpedyromme YCTaHOBJICHUS
0€301acHOr0  COGJMHEHHS  Iepen
BBOZOM MH(OpPMALK OrPaHHYEHHOTO
JocTymna

Bremnanit
HapyLIUTeNlb
HHU3KHAM
TOTEHI[UATIOM

C

Pabouas
CTaHIMS,
CETEBOE
MPOrpaMMHOE
obecrieuenue,
CeTeBOM

Tpaduk

10

0.6

cpenHss

cpenHss

AxTyanbHas




YBU.175

VYrposa
«puimHray

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

HENPaBOMEPHOTO 03HAKOMJICHHUS
HapYIIHTEIIEM c 3aIuIaeMon
vHpOpMAITHEH (B T.4.

HACHTU(HUKAIN/ ayTeHTH()UKALIIH)
MIOJTB30BATENS IyTEM YOSXKIEHHS €ro C
TIOMOILIBIO METOZI0B COLUAIbHON
HHKEHEpUH (B T.4. TIOCBUIKON IIEIEeBBIX
maceM (T.H. spear-phishing attack), c
TIOMOIIBI0O 3BOHKOB C BOIPOCOM 00
OTKPBITHI BIIOYKCHUS TIIChMa,
HMHTAIMEeH PEeKIIAMHBIX TpeTOKESHUH
(fake  offers) wnmm  pa3THMYHBIX
npwioxennit (fake apps)) 3aiitm Ha
THOIELHBII caiT (BBITTISA AN
OMHAKOBO C OpHTMHAIBHBIM), Ha
KOTOPOM  OT  JUCKPEIUTHPYEMOTO
nmone3oBaTeNst  TpeOyercs  BBECTH
3aIMIIAaeMyl0  MHGOpMAIMI0 WK
OTKPBHITh 3apaXEHHOE BJIOKEHHE B
MTHCBME.

JlanHast yrposa o0ycioBieHa
HEI0CTaTOYHOCTHIO 3HAHUHN
0JIb30BaTeNIell 0 METOAAX U CpeNCTBaX
«pumHra.

Peanusanys gaHHOW Yrpo3bl BO3MOXKHA
MIPU YCIIOBUM HAIWYUS y HAPYIIUTEIS:
— CBECHUM O KOHKPETHBIX CalTax,
MOCEI[aeMBIX  IIOJIb30BATENIEM,  Ha
KOTOpBIX TpeOyeTcsi BBOA 3alHIIaeMOM

uHpopMaLUH;
— CpeACTB CO3/JaHMSI W  3aIycKa
MOJICJLHOTO caiira;

— CBEICHMII O KOHTaKTax IOJIb30BaTels
C JIOBepeHHOH opraHuzanueil (HoMep
TesieoHa, agpec IEKTPOHHOW MOYTHI

u Ip.).
Hnst yOCKICHUS TOJIL30BATES
PacKpbITH uHpOpMAIHIO

OrPaHUYEHHOI'0 JOCTYMA (MIH OTKPBITH
BJIOXKEHHE B IHMCHMO) Haubojee 4acTo
HCTIONb3YIOTCSI MOJJIENbHBIE MHChMa OT

aJIMIHUCTPAINU Kakoi-mubo
OpraHu3alui, c KOTOpOH
B3aUMOJIEHCTBYET TM0JIb30BATENb

(Hanpumep, 6aHK)

Bremnni
HapyLIUTENlb
HU3KAM
MTOTCHITHATIOM

C

Pabouas
CTaHIWS,
CETEBOE
NpOrpaMMHOE
obecrieueHue,
ceTeBOM

Tpapuk

10

0.5

cpenHss

HHU3Kasa

HeaKTyaJlbHa

ITorenmuan
HapyLIUTENs
HEJIOCTaTOYCH




YBU.176

Yrposa
HapyIIeHUsI
TEXHOJIOTHIECKOTO
/IIpOU3BOICTBEHHO
ro Iporecca u3-3a
BPEMEHHBIX
3a/IepIKeK,
BHOCHMBIX
CpeIcTBOM
3AIUTHI

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU
OpUBCACHUA CUCTEMBI B COCTOSHHC

«OTKa3 B OOCIY)KMBaHUM» WU
HapYLICHUS LITATHOTO pexuma
(bYHKIMOHUPOBAHUS W3-32 BPEMEHHOM
3aJIepKKA B CHCTEMaX PpEabHOro
BpPEMEHH, BHOCHMOW B  IIPOLECCHI
neperadl ¥ oOpabOTKH 3aIlUIIaeMOH
uHOOPMALMKM  CPEACTBAMU  3aIlUThI
uHpopMaImm, BBI3BAHHOM
HEO0OXOMMOCTHIO 00paboTKH

repeaaBaeMoii/o0padaTeIBacMON
nH(OPMALMK HA TIPEAMET BBISBICHHS H
HEeUTpanu3auu yrpo3 6e30macHoOCTH
nHpOpMaIHH.

Ha peanu3anuio [JaHHOH  Yrpo3sl
BIMSICT HE TONBKO HOMEHKIATypa
MPUMEHSEMBIX  CPEACTB  3aIUTHI
uHpopMaIyH, rapameTpel ux
HACTPOHKH, 00BEM
nepeaBaeMoii/oopabarsiBaeMoit
uHpOpMAILMK, a TaKkKe  TeKylas
AKTUBHOCTh BHEIIHHMX HapyIIUTENeH,
MPOrpaMMHbIE  BO3JICHCTBHSA KOTOPBIX
00pabaThIBAIOTCSA CPEACTBAMH 3allUThI
nHpopmarm

Bremnanit
HapyLIUTeNlb
HHU3KUM
TOTEHI[AATIOM

C

CpencrBo
3aIUTHI
nHpOpMaH

10

0.6

Cpenusist

Cpennsist

AxTyanbHas




YBU.177

Yrposa
HETIOATBEPKIEHHO
ro BBOJA JAHHBIX
orepaTopoM B
CHCTEMY,
CBSI3aHHYIO c
0€30MMacCHOCTHIO

VYrposa 3akiodaeTcs B BO3MOXKHOCTU
BO3HMKHOBEHHsI omuOoK B pabore
CHCTEMbI BCJIEICTBHE OTCYTCTBUS (WIH
UTHOPHPOBAHUS) TIPOLETypPHI
OOHApY)KCHHsI U UCIPABICHHUS OLIMOOK
B JIaHHBIX, BBOJUMBIX BO BpeMsi pabOThI
CaMHM OIEpaTopoM, 10 aKTHBH3ALUH
ympasisemMoro obopynoBanus. Kpome
TOro, K peau3alMy JaHHOH yrpo3bl
MOT'yT TIPUBECTH HEKOPPEKTHO
peann3oBaHHBIE (WM OTCYTCTBYIOIIHE)
cpencTaa pearupoBaHUsI Ha
HENPaBUIIbHBIE,  CaMOIPOHM3BOJIBHbIC
JeHCTBUS oreparopa, CpeACTBa ydéra
HIDKHHX/BEPXHHUX TIPENIEJIOB CKOPOCTH
U HampaBJeHUsl peakluH Oleparopa,
CXeMBl pEarupoBaHHs Ha JBOWHOE
HaXXaTHe KIABHII NPH BBOJAC OOBIYHBIX
U KPUTHYECKHMX JAHHBIX, MPOIEIypPbI
(opMHUpOBaHUST BpPEMEHHBIX TIay3 C
BO3MOJKHOCTBIO ~ BbIOOpa  pa3sHBIX
OTBETOB (ma/mer u T.IL).
Peanusyemocts JTAaHHOM YrpO3bI
3aBUCHUT or TpeOOBaHU,
IIpeIbABISEMBIX K npoLesypam
OOHapY)KeHHUs W WCIPABJICHUS OLIMOOK
BO BBOAMMBIX JaHHBIX B CHCTEMY,
CBSI3aHHYIO ¢ O€30MAacCHOCTBIO, a TaKKe
Pa3HULIEH MEXy 3TUMH TPeOOBaHUAMU
u (paxTHUECKUM ypOBHEM OOHApYKEHHs
U MCIPaBJICHUsI OIINOOK

Bryrpennmii
HapyIIUTENb
HU3KHM
TIOTEHIHAJIOM

C

CucremMHoe
MPOrpaMMHOE
obecrieueHue,

CETEBOE
MPOrpaMMHOE
obecrieueHue,

TIPUKITAIHOE
NpOrpaMMHOE
obecrieuenue,

anmaparHoe
obecrieueHne

10

0.5

cpenHsis

cpenHss

AxTyanbHas




YFposa 3aKJIIOYacTCd B BO3MOXKHOCTH
OCYHICCTBJICHUSA HapyHIUTEIIEM
JACCTPYKTHUBHOI'O IporpaMMHOro
BOSHeﬁCTBHH Ha CUCTEMY 3a cuér

HCIOJIB30BAHKSI ~ HMCIOLIMXCA — WIIH
peIBAPUTEIIHHO BHEJPEHHBIX
CTaHAPTHBIX (M3BECTHBIX M OOBIYHO HE
OIpeIeIIIeMbIX aHTHBUPYCHBIMU
nporpaMMaMi  Kak  BPEIOHOCHBIX) | BHeurHuit
Vrposza CHCTEMHBIX M  CETEBbIX  YTHIHT, | HApYLUIUTEIb C
HECAHKIMOHUPOBA | MPEJHA3HAYCHHBIX VISl MCIIONB30BAHHS | HU3KUM Crcremmoe
HHOTO aIMUHHCTPATOPOM [UISl THATHOCTHKH M | MOTEHIHATIOM
YBU.178 A PATOPOM LA 1 THATIOM, NIpOrpaMMHOE 10 0.6 cpenHsas | cpelHsa |AKTyalbHas
KCIIOJIb30BAHUS 00CITY)KUBaHUS CHCTEMBI (cetn). | BayrpenHmit 0BCCIICUCHIE
CHCTEMHBIX u | Peamusauus aHHOH yrpo3bl BO3MOXHA | HApYIIUTENb C
CETEeBBIX YTHITHT pu YCIOBHSIX: | HU3KHM
— HaJMYHe B CHCTEME CTaHJAPTHBHIX | TMOTCHIMAIOM
CHCTEMHBIX M CETEBBIX YTHINAT WIH
YCIICIIHOE MX BHEAPCHUE HAPYIINTEIEM
B CHCTeMy W  COKpbITHE  (C
HCIIOJIB30BAHHEM CYIIECTBYIOIIHX
ApXUBOB, aTpPUOYTOB «CKPBITBIN» WK
«TONBKO Ui YTEHHS»» W JIp.);
— HaIMYKE y HAPYIIUTEIS PUBHICTHI
Ha 3aITyCK TaKUX yTHJIUT
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
HApYIICHUs! LEJIOCTHOCTH 3allUIIAeMOH
uHpopMaMu IMyTEéM OCYIIECTBIICHUS
HapyLIUTeIeM JIECTPYKTUBHOT O
¢bu3nueckoro BO3ZIEHCTBUS Ha
MAallMHHBI  HOCUTENb  MH(OpPMALUU .
WIM  JEeCTPYKTHBHOI'O IPOrPaMMHOIO Brewmnii
VYrpoza ACCTPYK porp Hapylmurenp ¢
Bo3ZeicTBUA (B T.4. M3MEHEHHE
HECaHKIIMOHUPOBA HHU3KUM
o OT/ICNIbHBIX OWT WJIM TIOJIHOE 3aTHpaHue OOBEKTHI
HHOM MIOTEHLIHAJIOM, . o
YBU.179 nH(pOpMALMN) Ha JAHHBIC, XPAHSIIIUECS o (aiinosoit 10 0.6 Cpennsisi | Cpenssist | AKTyanbHas
MozupuKaIMu « Buyrpennuit
3alIMIIaeMoi Ha He. HapyIIUTeNlb C CHCTEMET
Peanuzanust maHHON Yrpo3bl BO3MOXKHA Pyt
uHpopmaru HU3KHM
B CiOyd4ae TIIOJY4€HUS HapylUTeseM
MOTEHLMAIOM

CHCTEMHBIX MpaB Ha 3alliCh JaHHBIX
wii  (u3Myeckoro  Joctynma K
MAaIIMHHOMY HOCHTEII0 HH(pOpMALHU
Ha PpAacCTOSIHUE, JOCTaTOYHOE IS
OKa3aHHs 3¢ pekTUBHOrO
JECTPYKTHBHOTO BO3ICHCTBHS




Texamueckue

cpencTsa
BO3/YIIHOTO
KOH/IUIIMOHHP
VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH OBaHMS,
TOBPEXKICHUS YacTH  KOMITOHEHTOB BKJTIOYAst
CHCTEMBI WM CHCTEMBI B IIEJIOM TpyOOIpOBOL
BCJIC/ICTBHE BBIXO/Ia TEMIIEPATypHOT'O HBIE CHCTEMBI
pexxuMa HX paboTBl W3  3aJaHHBIX ULt
TpeOOBaHMI  W3-3a  BO3HMKHOBEHMs | BHenrnwii LUPKYISLHAN
Vrposa orasa | OTKa3d BXOLIIMX B He€ TMOACHCTEM | HApYMIUTENIb CO | OXJIaXIEHHOT
HOACHCTEMEL BEHTHIISIIN u TEMIICPaTypHBIX | CPEIHUM 0 BO31yXa B
YBU.180 obecrieuenus 1pHGOpOB. . HOTeHHHanq,M’ HOL, 10 0.6 Cpennss | Cpenssis | AKTyaslbHast
TeMIepaTypHOTo Peanusarust maHHON yrpo3bl Bo3MOXKHa | BHyTpeHHHMit TIporpaMMupy
Kak BCJIC/ICTBHE €CTECTBEHHBIX | HapyHIUTElb eMble
pexuMa TEXHOT€HHBIX TIPHYMH, TaK W TYTEM | HHU3KHM JIOTNYeCcKHe
TIPOBEACHHUS OIPEIEEHHBIX | TOTEHIUAJIOM KOHTPOJIJIEPHI,
MEPONPHUITHI HapyIIUTEIIEM, pacrpeaesiéHs
HarpaBJIeHHBIX Ha yaajaéHHoe BI€ CHCTEMBI
OTKJTIOYCHHE/BBIBOL u3 CTpOst KOHTPOJIS,
KOMITOHEHTOB TIO/ICHCTEMBI yIIpaBJIeHUECK
obecriedeH s TEMIIEpaTypHOro pexxuma He CHCTEMBI 1
Apyrue
HporpaMMHbIe
cpencTBa
KOHTPOJISt
VYrpos3a 3akmrouaeTcs B BO3MOXHOCTU
MOJYYEHHUs HApYIIUTENEM YIPaBICHHS
KPHTHYECKUMHU ornepanusaMu
T10J1b30BATENS MyTéM nepexsaTa
OJHOPA30BBIX MApOJIEH, BBICHLIAEMBIX
CHCTEMOM aBTOMATHYCCKH, u
HCIIOb30BAHUS UX ISl OCYILECTBICHHS
HENPAaBOMEPHBIX HEHCTBUH 1O TOrO,
VYrpo3a mepexBara | Kak HUCT€YET HX CPOK JCHUCTBUA o
OJTHOPA30BbIX (oObryHO, HEe Oomee 5  MHHYT). Buenrnii CeteBoe
o N HapyLIMTENb CO Heaxryans- | TexHomorus HE
YBU.181 naponeii B pexxume | Peanuzanust naHHON yrpo3bl BO3MOXHA TIPOrpaMMHOE 10 0.5 cpenHss Huskas
peanbHOro npu BBITIOJIHEHUH CIIEYIOIINX CPEHIM obecnieyeHne Has TPUMERACTCA
o TIOTEHIMAJIOM
BPEMEHU YCIIOBHI:
HaJMYUE Yy HapyIMTENs CBEJeHHH 00
uHpopmaru
uAeHTUUKALMK/ ayTeHTH)UKALTUH
JMCKPEAUTHPYEMOTO TOJIb30BATENS
YCIIOBHO-TIOCTOSTHHOT'O JeHCTBUS;
yCIEIIHOoe OCYIIIECTBIECHHE
HapylmuTesieM — TepexsBata  Tpaduka

MEXOY CHCTEMOH U MOJb30BaTEIEeM




YBI.182

Yrposza
¢usmyeckoro
ycTapeBaHUs
anrnapaTHBIX
KOMIIOHEHTOB

Yrpo3a 3aKiIrodaeTcs B BO3MOXHOCTH
HapYIICHUSI (G yHKIMOHATIBHOCTH
CHCTEMBI, CBA3aHHOH C 0€30MaCHOCTHIO,
BCIICJICTBME  OTKA30B  allllapaTHBIX
KOMIIOHEHTOB 3TOM CHCTEMBI H3-3a HX
¢usmyeckoro ycTapeBaHUs
(pxaBneHue, OBICTPBIi H3HOC,
OKHCIICHHE, 3aTPsI3HEHNE, OTCIIaNBaHUE,
MeNyIeHHe © Jp.), OOYCIOBJICHHOTO
BIUSIHAEM (DU3UYUECKON OKpYKaromien
cpensl (BaXxHOCTH, TBLTH,
KOPPO3UIHBIX CyOCTaHIHIA).
Bo3MoxHOCTP  peann3aliil  TaHHOH
Yrpo3bI BO3pacTraer pu
HCIIOIb30BaHIN TIOJTE30BATEISIMU
TEXHHYECKUX CPEICTB B YCIOBHSX, HE
YIOBJIETBOPSIOIIIX TpeOOBaHUAM
3aJJaHHBIX UX HPOU3BOIUTEIIEM

Buyrpennuit
HapyLIUTENb
HU3KUM
TOTEHIMAIOM

C

AnmnapatHoe
CpEJICTBO

10

0.75

Bricokas

cpenHsis

AxTyanbHas




YBU.183

VYrpo3a mepexsata
YIIpaBJICHUS
aBTOMAaTH3MPOBaH
HOM CHCTEMOM
YIIpaBJICHHS
TEXHOJIOIMUECKUM
U TpoleccamMu

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
OCYITIECTBIICHHS HapyIIHUTeIeM
HECAaHKIIMOHMPOBAHHOIO  JOCTyHma K
nHpopMaIOHHOH MH(PACTPYKTYpE 32
CuéT MONy4deHHs HapyIIUTENIeM IIpaBa
ylpaBlleHHs BXozsiied B e€ cocraB

aBTOMAaTHU3UPOBAHHOM CHCTEMOI
yIpaBICHUS TEXHOJIOTHUECKUMU
npoueccaMu  IMyTéM  JKCIUTyaTaluu
YSI3BUMOCTEH eé MIPOrpaMMHOTO
obecrieueHus WIH cimabocrei
TEXHOJIOTUUECKUX MPOTOKOJIOB
nepeaayn JTAHHBIX.
JanHast yrpo3a o0yciIoBlIeHa HAJTHIAEM
y  aBTOMAaTH3UPOBAaHHOH  CHCTEMBI
yIpaBJICHUS. TEXHOJIOTHUECKUMU

MIPOLIECCAMU  IIPOTrPaMMHBIX ~ CETEBBIX
nHTEpPEICOB B3aMMOJCHCTBHS M, Kak

CIIC/ICTBUE, BO3MOKHOCTBIO
HECAaHKLUMOHUPOBAHHOIO  JOCTYyMa K
JTaHHOM CHCTEME, a TaKXe

HEJJOCTaTOYHOCTBIO Mep (WIbTpaluu
cereBoro TpahuKa M AHTHBHPYCHOU
3aILUTHI.

Peanuzanus naHHON yrpo3bl BO3MOXKHA
IpY YCIIOBMM HAaJW4Ms y HapyLIMTeEss

pas Ha OCYIIECTBIICHUE
B3aMMOJICHCTBUSA c
aBTOMAaTHU3UPOBAHHOMN CHCTEMOH
yIpaBIeHHs TEXHOJIOTMYEeCKUMHU
npoueccamy.  Peanmuzauumss  1aHHOU
yrpo3bl MOXET HIPUBECTH K
— OJOKMPOBAHUIO WM HCKAKCHHIO
(HEeKOpPPEKTHOCTh BBITIOJIHEHHS)
QITOPUTMOB ~ OTpabOTKM  3aJaHuid
yIpaBIeHHs TEXHOJIOTMYEeCKUMHU
IpoLieccaM, HETIOCPEICTBEHHOIO
yIpaBIICHUS o0opynoBaHUEM
NIPEIIIPUSTHS;

—  HapyUIeHHMIO  IITaTHOrO  XOja
TEXHOJIOTMYECKUX POLIECCOB;

— YaCTHYHOMY WIH TIOJJHOMY OCTQHOBY
TEXHOJIOTHYECKHX IPOLIECCOB 0e3 (1u
¢) BbIxo#a(-oM) OOOpYIOBaHUS U3

CTpos;
— aBapuUHHOM CUTyalluM B KPUTHUYECKOU
cucTeMe HH(OPMAIHOHHOM

HHPACTPYKTYPHI.

Bueunuit
HapyIIUTeNb ¢
BBICOKUM
MOTEHIHAJIOM,
Buyrpennuii
HapyLIUTEIb CO
CpeTHUM
MOTEHINAIIOM

IIporpammHoe
obecrieueHne
aBTOMAaTH3UPO
BaHHOM
CHUCTEMBI
yIpaBJIeHUs
TEXHOJIOTUYEC
KUMH
IpoLeccaMu

10

0.5

Cpennss

HU3Kas

HEaKTyaJIbHa

Texuomorust
MIPUMEHSIETCS

HE




YBU.184

VYrpoza
arperupoBaHus
JIAHHBIX,
oOpabaTbIBaeMBIX
c MOMOIIIBO
MOOHIIBHOTO
ycTpoiicTBa

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU
OCYHICCTBJICHUS HAPYLIUTCIIEM c60pa u

aHanm3a nH(pOopMaImy,
obOpabaTeiBaeMoit [¢ TIOMOIIBIO
MOOMJIBHOTO ~ yCTpOMCTBa, 3a CUér
HCTIOb30BAHHMS CIIEIUAIEHOTO
MIPOrpPaMMHOTO obecriedeHms,
BCTPaMBacMOro  IIOJNB30BaTEIEM B

CHCTEMHOE IpOorpaMMHOe o0ecreueHue
MOOMIIBHOTO ~ YCTPOMCTBA, a TaKke
BCTPanBacMOro B MOOHJIbHBIE
MPOrpamMMbl 110l BHJOM IPOrPaMMHOM
miatgopmMel  UIT  UX  pa3paboTKH
JIpYrAMHI KOMITaHUSIMH.
JaHHast yrpo3a 00ycI0OBI€Ha HaIUIHEM
B MOOWJIBHOM YCTPOHCTBE MHOXECTBA
KaHaJIOB Mepesaud [aHHBIX, a TaKoKe
CIIO)KHOCTBIO ~ KOHTPOJIS ~ TOTOKOB
uHOpPMAIMM B TaKOM YCTPOWCTBE.
Peanuzanus 1aHHOH yrpo3bl BO3MOXHA

pH YCIOBUH HCIOJb30BaHUS
MOOHMIIBHBIX YCTPOHCTB
TOJIb30BATEISIMU. B KauecTBe
cobupaemoii  MHpOpPMALMK  MOTYT
BBICTYIIATh!

— NEPCOHAJIBHBIC JTaHHbLIC ITOJIB30BATEIA
1 KOHTAKTUPYIOUIUX € HUM JIMI] (I'IOJ'I,
BO3pacT, pEJIMTUO3HBIE U NOJIUTUYECKUE

B3JISIBI u Ip.);
- uHbOpManus OrpaHUYEHHOI0
nocryna (ucropus Opay3epa, CHHCOK
KOHTaKTOB  IIOJIB30BaTENs,  HCTOPHS
3BOHKOB u Ip.);
— nmaHHbIle 00 OKpyXKamowel cpene
(Texymee MECTOIOJIOKECHNE

MOOMJIBHOTO YCTPOKWCTBA, MAapIIPYThI

JBIDKCHUs, HajlMuue OecHpOBOIHBIX
ceTei B panuyce JIOCTYTIA);
- BUJICOJJAHHBIE, CHUMaeMble
BHJCOKaMepaMu MOOHIIBHOTO
YCTPOMCTBA;

- ayJMOJaHHbIE, CHUMaeMble

MHUKpPOGOHOM yCTpOICTBa

Bayrpennmii
HapyHIUTENb CO
CpETHUM
TIOTEHIHAJIOM

MobusapHOE
YCTpPOICTBO

10

0.5

cpenHss

Huskas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBI.185

Yrposza
HECaHKIMOHNUPOBA
HHOTO W3MEHEHHS
rapamMeTpoB
HACTPONKH
CPE/ICTB  3aIIUTHI
nHpopmarm

Vrpos3a 3aKimodaeTcss B BO3MOXKHOCTH
OCYILIECTBIECHUS HapyIIUTelIeM
HECAHKIMOHUPOBAHHOIO  H3MCHEHUS
[apaMeTpoB  HACTPOMKH  Cpe/CTBa
3amuThl HHpopMarmu. [laHHas yrposa
o0ycioBIeHa ciaboctsamu Mep
pasrpaHHYeHUs JocTyna K
KOH(UTypaIrMoOHHEIM (haiiinam cpeacTsa
3amuThl  MHpOpManuK.  Peanmuzaims
JAaHHOM  yrpo3bl  BO3MOXHA  IIpH
YCIOBUM IIONY4eHUS HapyIIUTEIeM
mpaB  JOCTylla K  MPOrPaAMMHOMY
nHTepdeiicy yIpaBIeHHsS CPEICTBOM
3aIIUThl MHQOpPMAlMK, a TaKKe IpH
HAJMYUH Yy HApYIIUTENs CBEICHHH O
CTpyKTYpe W  Qopmare  Qailio
KOHQUTypalMl  CpeACTBa  3alUTHI
nuHpopMaIn

Buemnuit
HapyLIUTENb
HU3KUM
TIOTEHIIUAJIOM,
Buyrpennuit
HapyLIUTENlb
HU3KUM
TIOTEHIIMAJIOM

C

C

CpencrBo
3aIIUTHI
nHbOopMamn

10

0.6

Cpennsist

Cpennsist

AxTyanbHas

YBU.186

VYrpo3a BHeIpeHUs
BPEZOHOCHOTO
Koz qepe3
peKi1amy, CepBUCHI
U KOHTEHT

VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH
BHEJIPEHHS HapyIIUTEeIeM B
UH(OPMALHOHHYIO CHCTEMY
BPEIOHOCHOTO  KOZIa  TMOCPEICTBOM
pEKJIaMbl, CEPBUCOB M (MJIM) KOHTEHTa
(r.e. YOCKICHUS OJIb30BaTENs
CHCTEMbl aKTUBHUPOBATh CCBUIKY, KOI U
Ip.) TpU TOCELICHUH IOJIb30BATEIEM
cucTeMsl caiitoB B cetu VIHTEepHeT minu
YCTaHOBKOW mporpamMm ¢ (yHKIuen
oKa3a PEKIIaMBl.
HanuHast yrposa o0ycioBneHa
c1ab0CTAMH MEXaHH3MOB (DHIBTPALIUH
cereBoro Tpaguka M aHTHBHUPYCHOI'O
KOHTpOJs Ha YPOBHE OpraHU3alllu.
Peanuzanust naHHON yrpo3bl BO3MOXHA
pu YCIIOBUH MOCELIEHNS
II0JIb30BATEIAMH CHUCTEMBI C pabO4YMX
MECT caiiToB B cetu MHTepHeT

Buyrpennuii
HapyIIUTEIb
HHU3KUM
MOTEHLUAIOM

C

CeteBoe
HporpaMMHOe
obecrieueHne

10

0.5

Cpennss

HU3Kas

HEaKTyaJIbHa
A

IToTenmuan
HapYIIUTEIs
HEJIOCTaTOYEH




YBI.187

Yrposa
HECaHKIMOHNPOBA
HHOT'O
BO3JICHCTBHSI  Ha
CpPE/ICTBO 3aIIHUTHI
nHpopmarym

VYrpo3a 3aKi04aerca B BO3MOMKHOCTU
OCYILECTBICHUS HapyIIHUTeIeM
HECAaHKIIMOHMPOBAHHOIO  JOCTyHma K
MPOrpaMMHOM  Cpefe  YNpaBICHUS
CPEACTBOM 3alIWTHl HHGOPMAIMU H
HN3MEHEHHUS pexuma €ero
(YHKIIMOHHPOBAHUSL.

VYrpo3za o0OycroBIeHa HAIUYHEM Y
CpeICcTB 3alUThI nHpOopMaIN
NIPOrpaMMHOM  CpeIbl YIPABICHUA MU
B3aMMOJICHCTBUSL C  IOJb30BATEISAMU
CUCTEMBI.

Peanuzanust faHHON yrpo3bl BO3MOXHA
IIPY YCIIOBUM NOJTYYEHHsI HapyLIUTENeM
paB  JOCTyNa K I[POrpaMMHOMY
nHTEpQEicy yIpaBIeHHUs CPEACTBOM
3amUTHl HHGOPMAIN

Buemnuit
HapyLIMTeNlb CO
CpeaHUM
TIOTEHIIUAJIOM,
Buyrpennuit
HapyLIMTeNlb Co
CpeaHUM
TIOTEHIIMAJIOM

CpencrBo
3aIUTHI
nHbOopMamn

10

0.6

Cpennsist

Cpennsist

AxTyanbHas

YBU.188

VYrpo3a moaMeHsI
MPOrpaMMHOT0
obecrnieueHust

VYrposa 3akimodaercs B BO3MOXKHOCTH
OCYILIECTBIICHHS HapyIIHUTeIeM
BHEJIPEHHsI B CHCTEMY BpPEIOHOCHOTO
MPOrpaMMHOr0 o0ecredeHust 3a Cuér
3arpy3Kd M YCTaHOBKH BpPEJIOHOCHOTO
MIPOrPaMMHOTO obecrieyeHus,
CKPBITOT'O IOZl BHAOM JIETHTHMHOTO
cB00OOIHO PpacrnpocTpaHsieMoro
IIPOrpaMMHOT0 obecrieyeHusI.
JaHHas yrpo3a 00ycI0OBI€Ha HaIUYHEM
y TOJb30BaTeNs NpaB VIl YCTaHOBKU
MPOrpaMMHOr0 00ECIICYECHHUsI M3 CETH
WuTtepHer.

Peanuzanust naHHON yrpo3bl BO3MOXHA
IpY  CKayMBaHUM  HPOrPaAMMHOTO
obecrieyenus B cetu MHTepHeT

Buyrpennuii
HapyIIUTEIb CO
CPEeIHUM
HOTEHIUAJIOM

IIpuknaaHoe
NpOrpaMMHOE
obecrieuenue,
CETEBOE
HporpaMMHOe
obecrieueHue,
CHCTEMHOE
porpaMMHOe
obecrieueHne

10

0.6

CpeaHAA

CpeaHA

AxTyanbHas




YBI.189

Yrposza
MaCKHPOBaHHS
JIeUCTBUI
BPEIOHOCHOTO
Koza

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
COKpBITUS B CHUCTEME€  JeiicTBUH
BPEIOHOCHOTO Koza 3a cuer
TIPUMEHEHUS CIEIHAIBHBIX
MEXaHM3MOB  MACKHpOBAaHUS  Koja
(apxuBHpOBaHHMe, M3MeHeHHe (opmaTa
JaHHBIX ¥ Jp.), KOTOPbIE IPETSTCTBYIOT
ero JanbHeHIeMy aHaJH3Yy.
JlanHast yrpo3a o0ycIIoB/IeHa HATHIAEM
Croco0oB MaCKHUPOBAHHUS
MIPOrPaMMHOTO KOZ[a, HE YYTEHHBIX
CHT'HATYPHBIMHA Gazamu CpencTB
3amuTEl  MHpOpMamuHM, a  TaKKe
MEXaHHU3MOB OIEPAIIIOHHON CHCTEMBI,
MO3BOJISIIOMINX ~ OCYIIECTBUTH  TOHCK
MoOIynen CpencTB 3aIUTHI
nHpOpMaIHH.

Peanusanys gaHHON Yrpo3bl BO3MOXKHA
NpU  YCJIOBMM  HCHONB30BaHUI B
CHCTEME YCTapeBIINX BEPCHH CpPE/ICTB
3amuThl HHGOPMAIU

Bremmni
HapylIUTeIb CO
CpeTHUM
TOTEHI[AATIOM

CucremMHoe
porpaMMHOe
obecrieueHue,

CETEBOE
MPOrpaMMHOE
obecrieueHue

10

0.6

Cpennsist

Cpennsist

AxTyanbHas

YBU.190

VYrpo3a BHenpeHHs
BPEIOHOCHOTO
Koga 3a  CYeT
MOCEIIEHHS
3apa)KeHHBIX
CaliTOB B  CETHU
Wntepner

VYrposa 3akimodaercs B BO3MOXKHOCTH
OCYILIECTBIICHHS HapyIIHUTeIeM
BHEJPEHHS BPEJOHOCHOIO KOga B
KOMIIBIOTEP TOJIb30BATEINS pu
MOCCIIEHUH  3apaKCHHBIX  CaWTOB.
Hapymmrens  BbLBIseT — HamOoinee
MocelaeMble  MOJIb30BATENIEM  CaHTBhI,
3aTeM MX B3/1aMblBa€T M BHEIpseT B
HUX BPEIOHOCHBIN KoJ. JlaHHas yrposa
o0ycioBieHa crnaboctamu Mep
AHTUBUPYCHOH  3alUUTBI, a  TaKKe
OTCYTCTBHEM NPAaBHJI  MEXKCETEBOr0
SKpaHupoBaHus. Peanuzanms naHHON
yrpo3bl BO3MOKHA pH:
- HEOI'PaHUYEHHOM JlocTyre
nonp3oBaTens B ceTh  MHTepHer;
— HaJIMYMU Y HapYIIMUTENs CBEJCHHH O
caiiTax, OCeIAeMBbIX T10J1b30BaTEIeM

Buenauit
HapyIIUTENb CO
CpeHUM
MOTEHILIUATIOM

CeteBoe
IporpaMMHOe
obecrieueHne

10

0.6

Cpennss

Cpennss

AxTyanbHas




erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

OCYILIECTBIICHHS HapyLIUTENIEeM
3APAKEHHS CHCTEMBI MyTEM YCTAHOBKH | p 0 TpukiaaHoe
UCTPUOYTHBA, B KOTOpPBIA BHEIPEH pOrpaMMHOE
VYrpo3a BHeIpEeHHS AMCTPHDYTHBE, P AP HApYLIUTENb € porp
BpEIOHOCHBIH Kox. JlaHHast yrposa obecrieueHue,
BPEIIOHOCHOT'O HH3KUM
o0ycoBieHa caboCTsIMH Mep ceTeBoe IMoreniman
KOZIa B . MOTEHIIHAIIOM, HeaKTyaJlbHa
YBU.191 mECTpHGYTHE QHTUBUPYCHOM 3amurhl. Peanusanus Biyrpennuii IPOrpaMMHOE 10 0.5 Cpennsist HU3Kas HapyLIUTEIs
JAHHO yrpo3bl BO3MOXKHA TIPH: obecrieyeHue, HEJ0CTaTOueH
MPOrpaMMHOTr0 HApYLIUTENb  C
- MPUMEHEHHU T0JIb30BaTENIEM CHCTEMHOe
obecreyeHust HU3KHM
CTOPOHHHUX TUCTPHUOYTHBOB,; HpOrpaMMHOE
. | moTeHuManoM
- OTCYTCTBUH aQHTHBUPYCHOU obecrieueHue
MPOBEPKH nepes YCTAHOBKOM
aucTpulbyTuBa
Vrpos3a 3aKmodaeTcss B BO3MOXKHOCTH
OCYIIECTBIICHUS HapyIIUTelIeM
JICCTPYKTUBHOI'O  BO3JCHCTBHS  Ha
PyK o IIpuxnanxoe
CHCTEMY yTem IKCIUTyaTalud | BHermHuit
SI3BUMOCTEi MPOrpaMMHOIO | HapyIIUTedb C MPOrpaMMHOe
VYrpoza Y porp P obecrieyeHue,
obecreueHusl. Jannast yrpo3a | HH3KHM
HCIIOJIb30BAHUS ceTeBoe IMoreHuuan
.. | oOycrnoBineHa c1a0OCTSIMHM MEXaHH3MOB | IIOTCHLHAIIOM, HeaKTyallbHa
VYBU.192 | ya3BUMBIX BepcHii . HporpaMMHOE 10 0.5 CpenHss HU3Kast HapyIIUTEINs
aHaJlM3a TPOrpaMMHOro obecrieyeHus: | BHyTpeHHHI
MPOrpaMMHOTO . obecrieyeHue, HEJ0CTaTOYeH
Ha HaJlM4Ue ysA3BUMOCTed. Peanusanus | HapyummTenb ¢
obecneyeHus . CHCTEMHOE
JNAHHOM  yrpo3sl  BO3MOXKHA  IPH | HU3KUM
OTCYTCTBUH MPOBEPKH nepes | MOTEHLIHAIoM fPOrpamMmroe
T pOBep p obecrnieyeHne
NIPUMEHEHUEM MIPOrpaMMHOTO
obecrieyeHHss Ha HAJIMYME B HEM
yA3BUMOCTEH
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
yredkn  uHoOpManmM  3a  CYeT
IIPUMEHEHUS BPEIOHOCHBIM
IIPOrpaMMHBIM obecrieyeHreM
QITOPUTMOB  mH(poBaHus TpaduKa,
Vrpoza  yredku | CKpbIBalOIMX caM (akT nepenadu
nHpopMalMM 33 | JaHHBIX.
$op Hudopmarmo
cuer mpuMeHenus | JlamHas y  rpoza  oOyciioBieHa N
Buemnuit HHBIE
BPEIOHOCHBIM cnabocTsIMH Mep 3aIUThl MHPOpMALUK IMoreniman
HapyLIUTENIb CO pecypcsl, HeaKTyaJlbHa
VYBU.193 MPOrpaMMHBIM IpU XpaHeHuH, o0paboTKe U mepegaye CpeTHIM OBLeKThr 10 0.5 Cpennsis HU3Kast HAPYIIUTEIs
obecrieyeHneM UH(OPMALOHHBIX pecypcos. p . o HEJI0CTaTOUCH
. TIOTEHIMAJIOM (aitnoBoit
JIrOPUTMOB Peanuzaius JaHHOH Yrpo3bl BO3MOXKHA: CHCTEMBL
mudpoBaHus — IIPH YCIIOBMM YCIICLIHOTO BHEAPEHHUS
Tpaduka B JMCKPEAUTUPYEMYIO CHCTEMY
yKa3aHHOT'O BPEIOHOCHOT O
MPOrPaMMHOT0 obecredeHus;
— IIPU OTCYTCTBHMH WIIM HEJOCTATOYHOH
peanusauu Mep MEKCETEBOr0

9KpaHHPOBAHHUS




VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
CHATHSA HapyLIUTEIIEM
IIPEyCTaHOBJICHHBIX IIPOU3BOIUTEIEM
OorpaHM4YeHHH Ha KOH(HUTrypHupoBaHHE

Yrposa M
MPUBUIIETHPOBAHHBIX byHKumit
HECaHKIIMOHHUPOBA N
MOOMIBHOTO  ycTpoiictBa.  JlaHHas .
HHOI'O Buewnuit
yrposa o0ycioBieHa HaJIUYHeM
HCIOJIb30BaAHUS . Hapywmrens ¢ | MobGuibHoe Heakryanb- | TexHomorus HE
YBU.194 YSI3BUMOCTEH B OIepaMOHHBIX . 10 0.5 cpenHss Huzkas
MPUBUIICTHPOBAHH . BBICOKHM YCTPOUCTBO Hasi MPUMEHSETCS
. | cucreMax MOOWIBHOTO YCTpOICTBa,
bIx ymicuaii MO3BOJISIFOIIMX ~ MOJIYYUTh  JIOCT g | OTCHHHATION
MOOWIIEHOTO O 1 AOCTYI
. HaCTpoWKam [PUBUJICTUPOBAHHBIX
yCTpoiicTBa .
byHKUMIL.
Peasnu3zaiyiss TaHHON Yrpo3bl BO3MOXKHA
TIPY MOJTYICHNH HapYIIUTEIEeM J0CTYIa
K MOOHJIBHOMY YCTPOHCTBY
VYrpo3a 3akirodaeTcs B BO3MOXHOCTH
YIOAJCHHOTO 3alycKa BpPEJIOHOCHOTO
KOJZa 3a CYET CO3JaHHs MPUIOKCHHH,
HCIIONB3YIOMIMX  00XOA MEXaHH3MOB
3aIIUTHI, BCTPOCHHBIX B OMEPAIHOHHYIO
CHCTEMY.
HMaunast yrposa o0ycioBieHa
ommbKaMK B Iporeccopax (Harmpumep,
ommOkamMu B mpoueccope  Intel
nokonienust Haswell), mo3Bomnsromumu
32 CYeT CO3/aHUi  CICLHAJIbHBIX
VYrpoza NPWIOKEHUH  OCYLIECTBIATH  00XOZ Crawiona
YIaJIeHHOTO MEXaHM3MOB 3alllUThI, BCTPOCHHBIX B HbIC 1 P
3amycKa OIEePALMOHH cucreMy (Hampume N
Y part yio y  (manpumep, Buemnuit MOOWIIbHBIC
BPEIOHOCHOT O MEXaHU3Ma ASLR). o INotenmnman
. HapylwuTeslb C | ycTpoiicTBa Heaxkryaib-
YBU.195 koma B obxox | Peamusamms maHHOM yrpo3bl BO3MOXHA 10 0.5 cpenHsis Huzkas HapYIIUTEIs
BBICOKUM (KoMIbIOTEpBI Hasi
MEXaHU3MOB IpH: HEJIOCTaTOYeH
MOTCHIHATIOM 1 HOYTOYKH)
3aIIUTHI — MHUIMMPOBAHUH KOJUIM3UH B TaOIULEe (anmapaTHoe
orepaluoHHON LeNneBbIX Oy(pepoB - ¢ ee HOMOLIBIO or OII;ICTBO)
CHCTEMBI MOXKHO Y3HaTh Y4acTKU MaMsTH, IJe yerp

HAaXOIATCS KOHKPETHbIE (parMeHThI
KOJIa;

- CO3/1aHUH MIPUIIOKEHHS,
HCHOJIB3YIOIIEro 3TH (parMeHTsl Koja
Js o0Xoa MEXaHH3Ma  3aIlUThl;
— 3alycKe JaHHOTO MPHIOKEHHUS B
CBSA3KE C OKCIUIOWUTOM  KaKOW-1H0O
YS3BUMOCTH ~ CaMOM  ONEPalMOHHON
CHCTEMBI IS CO3JaHUSI BO3MOXKHOCTU
YOAJeHHOTO0 3alyCka BpPEJIOHOCHOTO
KoJa




YBI.196

Yrpo3a KOHTpons
BpPEJOHOCHOM
IIpOrpaMMoin
CITHCKA
MIPUIOXKEHUH,
3alyIIeHHBIX  Ha
MOOMIIEHOM
YCTpOMCTBE

Vrposa 3akio4aeTcss B BO3MOXKHOCTH
HCIIOJIB30BAHUS BPEIOHOCHOI
NpOrpamMMbl ISl  KOHTPOJISL ~ CIIMCKa
MPUIOKEHHH, 3aIyIICHHBIX Ha
MOOMIIEHOM YCTpOMCTBE.
HMauHast yrposa o0ycioBieHa
HEJOCTATOYHOCTHIO Mep o
AQHTHBUPYCHOW 3alllHTe, YTO MO3BOJISET
BBITIOJTHUTD HEKOHTPOJIHUPYEMBIi
3alyCK  BpPEIOHOCHBIX  MPOrpaMm
(OTCyTCTBHE KOHTPOJISI pasperieHHOro
MIPOrPaMMHOTO o0ecredeHws).
Peasnu3zaiyiss JaHHOW Yrpo3bl BO3MOXKHA
Npy  YCIOBHMH, 4YTO  BPEIOHOCHAS
nporpamMMa BHEJIpeHa Ha MOOHIEHOM
YCTPOWCTBE M HEMpeJHAMCPEHHO
3aIyIleHa CAMHM IOJIb30BATEIEM

Bremmni
HapyluTeiab ¢
BEICOKHM
TOTEHI[AATIOM

MobuisHOE
YCTpOHCTBO
(ammapaTtHOE
YCTpOICTBO)

10

0.5

cpenHss

Huzkas

Heaxryanb-
Hast

TexHomorus
MIPUMEHSIETCS

HE

YBU.197

VYrpoza xuieHus
ayTeHTH(HUKAIMOH
HOM uHpopMarn
u3 BPEMEHHBIX
¢aiinos cookie

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
XHIICHUS c HCHOJIb30BaHUEM
BPEIOHOCHOM IIPOrPaMMBbl
ayreHTH(UKAlMOHHOW  uH(opManun
T0JIb30BATEIICH, ux CYETOB,
XpaHseiicss BO BpEeMEHHBIX (aiimax
cookie, ¥ mepenayn 3ToW MHPOpMALUH
HapyLIMTeNsAM 4Yepe3 OTKpbIThlii RDP-
TIOpT.

JaHHast yrposa o0ycnoBieHa
HEJOCTaTOYHOCTBIO MEP aHTHBHPYCHOM
3aIIUTHI, YTO IO3BOJISICT BBINOJHUTD
HEKOHTPOJIMPYEMbIH 3aIycK
BPELOHOCHOTO IIPOrpaMMHOT0
obecriedeHuss (OTCYTCTBHUE KOHTPOJIS
Ppa3peleHHoro IPOrpaMMHOI0
o0eCIeYeHusI).

Kpome TOrO, JTaHHAast yrposa
o0yc/iOBI€Ha HENPHUHATHEM Mep 110
CTUPAHUIO OCTATOYHOW MH(OpMaLUK 13
BPEMEHHBIX ¢aiinoB (ouncTke
BPEMEHHBIX (¢aiinos).
Peanuzanust naHHON Yrpo3bl BO3MOXKHA
IpY  YCIOBMM, 4YTO Ha aTaKyeMoM
KommbioTepe oTKpeIT RDP-mopt

Buenmauit
HapyLIUTEIb CO
CpeHUM
MOTEHILIUATIOM

Hudopmarnys,
XpaHsLascs
Ha
KOMIIBIOTEPE
BO
BPEMEHHbIX
¢aitmax
(nporpamm-
HOe
obecrieueHue)

10

0.6

CpeaHAA

CpeaHA

AxTyanbHas




YBU.198

Yrpo3a CKphITHOH
perucTpanyn
BpPEJOHOCHOMH
MIpOrpaMMoin
YUYETHBIX 3aIHCEH
aJMHUHUCTPATOPOB

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
CKPBITHOTO  CO3/laHHMsl  BHEAPCHHOU
BPEIOHOCHOM IPOrpaMMOH  y4eTHBIX
3alucell ¢ IMpaBaMu aJIMHUHUCTPATOpaA C
LENBIO MOCJIEAYIOLIETO 150:¢
HCIIOJIb30BAHUS Ui
HECAaHKLIMOHUPOBAHHOIO  JOCTYNa K
MIOJTB30BATENbCKON MH(pOPMAIMK U K

HacTpoiKam IIPOrpaMMHOTO
obecrieyeHus,  YCTaHOBJICHHOTO  Ha
HHHUITPOBAHHOM KOMIIBIOTEPE.
Hannas yrposa o0ycnoBiieHa
HEJJOCTaTOYHOCTBIO Mep o
AQHTUBHPYCHOH 3aIUTe, YTO MO3BOJISIET
BEITIOJTHUTD HEKOHTPOJIMPYEMBIi

3aIyCK BPEIOHOCHOTO IIPOTrPaMMHOTO
obecrieueHnss (OTCYTCTBHE KOHTPOJIS

Ppa3penIeHHOro MPOrpaMMHOT0
obecriedeHms).
Kpome  Toro,  gaHHas  yrposa

00yCIIOBJIEHa HEIOCTaTOYHOCTBIO Mep
0 pa3rpaHUYEHHIO JOCTyNa (KOHTPOIb
CO3IaHMs YUYETHBIX 3amnmcei
MOJIb30BaTEINCH).

Peanuzanus 1aHHOH yrpo3bl BO3MOXHA
IpY  YCIOBMM, 4YTO Ha aTraKkyeMoM
KommbioTepe oTKpeIT RDP-riopt

Bremmani
HapyuuTenb co
CpeTHUM
TOTEHI[AATIOM

Cucrema
yIpaBIeHHs
JOCTYIIOM,
BCTPOEHHAs B
OIEPAIMOHHY
10 CHCTEMY
KOMIIbIOTEpa
(mporpamm-
HOE
obecrieueHue)

10

0.6

Cpennsist

Cpennsist

AxTyanbHas




YBU.199

VYrpo3a nepexsara
YIpaBJICHUs.
MOOMIIEHOTO
ycTpoiictBa  mpu
HCII0JIB30BAHUU
BHPTYaJIbHBIX
TOJIOCOBBIX
ACCHCTEHTOB

Yrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
yIpapJeHus: MOOHJIBHBIM YCTPOHCTBOM
u 3aIyIICHHBIMU Ha HEeM
NPWIOKEHUSAMUA OT UMEHH JICTAIbHOTO
MONTB30BATENsl 3a CYET IMepeadd ITHX
KOMaH][ gyepes BUPTYaJIbHBIX
TOJIOCOBBIX aCCHCTEHTOB (HampHMep,
yepes Siri UL [Phone).
Jannas yrposa o0ycinoBiieHa
npobieMaMu ayTeHTHQHKAIIN
TOJIB30BaTeNsl, B 4acTHOCTH Ho Voice
ID. T'omocoBoil acCUCTEHT HE MOXKET
OBITH TIOTHOCTBIO YBEPEH B TOM, UTO
oOpamaronuiics K  HEMy  ToJoc
TIPUHAJICKUT BIAJEIIbIy yCTPOKMCTBA,
MOATOMY ISl yIOOCTBA TIOJIb30BaTENeH
" rapaHTHA cpabaTeIBaHMs
YCTaHaBIIMBACTCS HU3Kast
4qyBCTBUTENBHOCTE  Voice ID. DOro
MO3BOJISIET HAPYIINUTEIIO WCIOIB30BaTh
3allCaHHyl0 Ha  JUKTOPOH  pedb
BJajenbla MOOMJIBHOTO YCTpOMCTBA.
Peanusanys gaHHON Yrpo3bl BO3MOXKHA
IpY  YCIOBMM, 4YTO BUPTYaJbHbIH
TOJIOCOBOM  aCCHCTEHT HAaXOOHUTCA B
aKTUBHOM COCTOSIHUM (TO €CTh, He
OTKJIIOYEH) M YCTaHOBJICHA HH3Kas
YyBCTBUTEJILHOCTh rOJIOCOBOTO
uzneHTuuKaTopa

Bremmani

Hapynurejilb COo

CpeIHIM
MTOTEHIMATIOM

MobusHOE
YCTPOWCTBO U
3aITyIeHHbIe

Ha HEM

TIPUIOKEHUS

(mporpamm-

HOE
obecrieueHue,
annapaTrHoe

YCTPOHCTBO)

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




VYrposa xwulieHus

VYrpo3a 3akiIrodaeTcs B BO3MOXHOCTH
XHILIECHUS TAHHBIX IOJIB30BATENSL C €ro
MOOMIIEHOTO ycTpoicTBa gepes
BUPTYAJIbHBIX TOJIOCOBBIX ACCHCTCHTOB
(marpumep, wepe3 Siri mus [Phone).
Jannas yrposa o0ycioBieHa
npobieMaMu ayTeHTHUKAIIN
TOJTB30BaTENsl, B 4AaCTHOCTH mo Voice
ID. T'onocoBoi acCUCTEHT HE MOXKET
OBITH TIOTHOCTHIO YBEpEH B TOM, UYTO

uHGOpMaIMy  C | oOpamaromedcs K = HeMy  ToJoc JaHHbie
MOOHIIBHOTO MPUHAUICKNT BIAJETBIy YCTpOWCTBa, | BHeurHuit TOJT30BATEIIS
VEN.200 ycTpoiicTBa TP | MOITOMY IS ynOOCTBa IONB30BaTeNell | HapYIIUTEIb CO MO6PIJ'II>HOFO 10 05 — Hiskas Heakryanb- | TexHomorus HE
HCIOJIb30BaHUH u rapaHTH{ cpabatbIBaHUs | CPEAHHM YCTpOCTBa Hast MPUMEHSETCS
BUPTYAJIbHBIX YCTaHaBJIUBACTCS HH3Kas | TOTCHIUAIOM (ammapatHoe
TOJIOCOBBIX qyBCTBUTENBHOCTE  Voice ID. 3to YCTpOICTBO)
ACCUCTEHTOB HO3BOJISIET HAPYIIUTENIO HCIOIb30BaTh
3alMCaHHYI0 Ha JUKTOQOH  peub
BlaJenbla MOOWIBHOTO YCTPOHCTBA.
Peasnu3zaiuis JaHHOH Yrpo3bl BO3MOXKHA
NpU  YCIOBHH, YTO  BUPTYaJbHbBIH
rOJIOCOBOM  ACCHCTEHT HAXOOHUTCS B
AKTUBHOM COCTOSHMHM (TO €CTh He
OTKJIIOYEH) M YCTaHOBJICHA HH3Kas
YyBCTBUTEJILHOCTh rOJIOCOBOTO
nieHTH(HUKATOpa
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
YT€UKU MOJb30BATEIbCKUX JAHHBIX 3a
CYET UCIOJIb30BaHUS PEATM30BAaHHOH B
VYrpoza  yreuku | Opaysepax (YHKIMM aBTOMaTHYECKOro
0JIb30BATEJIbCKUX | 3amojiHeHne  (opMm _aBTOpH3ALMH. Ayrentudura
JTAHHBIX npu | Peanmzanus JTAHHOM YIPO3BI
HCIIOJIb30BaHUN o0ycIoBiieHa XpaHeHHeM B Opay3epax B | BuemrHuit u;;(;x—;l—:;;e
YBU.201 ymcumii OTKPBITOM  BHAC  TOTL3OBATCILCKHX | HAPYIMHTEID €O | 1oy s oparens 10 0.5 cpenusisi | cpenmHsisi |AKTyaibHas
ABTOMAaTHYeCKOro | JaHHBIX, HCHOJIb3YEMBIX JUISL | CPEeAHUM (porpamv-
3aI0JIHCHUS aBTO3AIOJHEHUA (OPM aBTOPU3ALMU. | MOTEHLUAIOM
ayrenTudukauuon | Peamusaius gaHHOW yrpo3bl BO3MOXKHA 6 Hoe
HOH wuHQOpPMaUMM | IPH  YCIOBUM, YTO IMOJb30BATENb obecneuerue)
B Opaysepe HCTOb3yeT Opay3ep, B  KOTOPOM

peanu3oBaHa U aKTHMBUPOBaHA (yHKIHS
aBTOMATHYECKOro 3aroiiHeHus Qopm
aBTOPH3ALIHU




YBN.202

Yrposza
HECaHKIOHUPOBA
HHOH  yCTaHOBKH
NpUIOKEHUH  Ha
MOOMITEHBIE
ycTpoiicTBa

erosa 3aKJII0YacTCd B BO3MOXKHOCTHU

YCTaHOBKH MIPHIOKECHUHA Ha
BHPTYaJbHBIC MAIUHBEI MOOMIIEHBIX
YCTPOWCTB, paboraromux oI
VIIpaBIICHHEM OIEPAIIMOHHON CHCTEMBI
Android, HECaHKIIMOHUPOBAHHO
3aITyIIeHHBIX BHEIPCHHOU
BpPEJOHOCHOU MPOrpaMMoil.

BpenonocHas mporpaMma  3amyckaer
BHPTYaJIbHYI0 MaIlIMHy Ha MOOMIBHOM
yCTpoOiicTBE, pasmenaer
(ycranaBnuBaeT) B 3TOH BUPTYaNbHOI
MalllMHE HEOIPaHWYEHHOE KOJIMYECTBO

NIPUIIOKEHUH.

Hannas yrposa o0ycnoBiieHa
HEJJOCTaTOYHOCTBIO MEp TI0 KOHTPOIIO
3a 3aITyCKOM TIPUKJIATHOTO
MPOrPAaMMHOTO  OOECIICUeHHs,  4TO
TIO3BOJISIET BBITIOJTHUTH
HEKOHTPOJIMPYEMBIH 3aITycK
BPEIOHOCHOTO TIPUKJITHOTO
IPOrpaMMHOro obecrieueHust mo daxry
COBEPILICHHUS TI0JIb30BaTENIEM
pasNuuHBIX JAEHCTBMH B CHCTEME
(Hampumep, TPH HONBITKE 3aKPbITH
MONIB30BaTENEM HEKeTIaTeIbHON
PpeKIIamBI).

Peanusanysa naHHON Yrpo3bl BO3MOXKHA
IpY YCJIOBUM HAJIMYMsA Ha MOOMIBHOM
YCTPOICTBE BPEJOHOCHOH MPOTrpaMMBl,
CIIOCOOHOH  3aIlyCTHTh BHPTYAJIBHYIO
MallMHy M  YCTAHOBUTb B 3Ty
BUPTYaJIbHYIO MAIUHY IPHIOKEHUE

Bremmani
HapyuuTenb co
CpeTHUM
TOTEHI[UATIOM

MoGubHBIE

ycTpolicTBa
(ammapaTtHOE
YCTpPOKCTBO,
porpaMMHOe
obecrieueHue)

10

0.5

cpenHss

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




YBN.203

VYrpoza  yreukn
nHpopmarm c
HETIOJKITFOYEHHBIX
K cetu HHuTepHer
KOMIIBIOTEPOB

erosa 3aKJIIOYacTCd B BO3MOXKHOCTH
XUINCHUA JaHHBIX C HCIIOAKIHOYCHHBIX
K CCTH I/IHTepHeT KOMIIBKOTEPOB 3a CHET

KOMITpOMETAIHH uX arnmapaTHbIX
9JIEMEHTOB WA YCTPOUCTB
KOMMYTallMOHHOT'O o0opymoBaHUs
(Hammpumep, MapIIpyTH3aTOPOB),
OCHAIIEHHBIX LED-unaukaropamu,
(ukcanuu MepILaHus ITHX
HUHJMKATOPOB H pacmdpoBKU
MOJTY4EHHBIX PE3YIABTATOB.
Peanmmzarus JaHHOKN Yrpo3bl

o0yCIIOBIIEHA TEM, 4TO CyIIECTBYET
BO3MOKHOCTE HECAHKIIMOHHPOBAaHHOT O

HOTYIeHUS YIPaBIICHUS 3THMH
MHIUKATOpPaMU (c MOMOIIIBFO
CrieluaIbHON HPOLINBKH WIH
TOBBIIIICHHS TPUBIIIET Ui u
BBIIIONIHEHUSL  BPEJOHOCHOTO  KOJia),
TIO3BOJISIOILETO nepenaBarh
nH(pOpMALHIO MyTeM ee
peoOpa3oBaHus B
TI0CIIE/10BaTENBbHOCTh CHTHAJIOB
HHJMKaTOPOB KOMIIBIOTEPOB u
KOMMYTaLlHIOHHOT'O obopyoBaHys.

Peanuzanust nanHoi Yrpo3bl BO3MOXKHaA
Ipu YCJIIOBHUH, YTO 3JIOYMBIINUICHHUKOM

noiaydeH  (GU3MYECKHH  OOCTYym K
KOMIIPOMETHPYEMOMY KOMIIBIOTEPY
17831 KOMMYTALHOHHOM Y
000pyIOBaHHUIO TUIst YCTaHOBKHU

CPEZCTBA BH3yaJbHOrO CheMa CUTHAIIOB
LED-unukaTopoB

Bremnnit
HapyIIUTENb CO
CpETHIM
TIOTEHIHAIIOM,
Bryrpennmii
HapyIIUTENb CO
CpETHUM
TIOTEHIHAJIOM

IIporpammuoe
obecrieueHue

10

0.5

cpenHsis

Huzkas

Heakryans-
Has

TexHomorus
MIPUMEHSIETCS

HE




VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
HECAHKIMOHUPOBAHHOIO  HM3MEHEHUS
BPEIOHOCHOM IIPOrpaMMON 3HA4EeHUH
[1apaMeTPOB KOHTPOJS U YIPABICHUS
KCIIOJIHUTEIBHBIMUA  YCTPOICTBAaMH B

MPOrpaMMHUPYEMbIX JIOTHYECKHX
KOHTpOIIepax roce ee
MPOHUKHOBEHUSI M aBTOPH3AllUM Ha
Yrposza N
JAHHBIX yCTpoiicTBax.
HECaHKIMOHNPOBA
Peamuszarst  yrpo3sl  00ycioBieHa
HHOTO HM3MCHEHHS .
. BO3MOXKHOCTBIO BPEIIOHOCHOH .
BPEIOHOCHOM Buewnuit
MPOrpamMMoit NPOrpaMMEL  OOHAPYKHBATL B CeTH HapymmTeslb co | AmmapaTHoe
YBIN.204 porpamy NIpOrpaMMHUpPyEMBIe JIOTMYECKUe Py Pe 10 0.6 Cpennss | Cpenssis | AKTyasibHast
3HAYCHHUH CpeIHIM YCTpOICTBO
KOHTPOJIJIEPHI, MPOHUKATH "
rapamMeTpoB .| moreHIManoM
(GYHKIMOHHPOBATh B ONEPAHOHHON
MPOrpaMMHUPYEMBbI
cucTeMe MPOrpaMMHPYEMBIX
X JIOTHYECKHX
JIOTHYECKHX KOHTPOJUIEPOB, a TaKkKe
KOHTPOJIJIEPOB
HEJIOCTaTKaMH1 MEXaHH3MOB
ayTeHTH(HKALUH.
Peanusarust JaHHOM yrpo3bl BO3MOXKHA
MpU  YCIOBHM, 4YTO  CYIIECTBYET
BO3MOXKHOCTH JIOCTyHa K JJIeMEHTaM
ABTOMATH3UPOBAHHON CHCTEMBI
yIpaBIeHHs TEXHOJIOTMYEeCKUMHU
nporieccamu 1o ceti MHTepHeT
VYrposa
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
HapyIICHUS
AGOTEI HapylIeHUust paboThl KOMIIBIOTEpa |
P OTKa3a B JIOCTyIE K €ro JaHHbIM 3a
KOMIIbIOTEpA u
cyeT  OMMOOYHOro  OJIOKUPOBAHUS .
OJIOKUPOBAHUS Buemnuit AnmnapatHoe
joctyma Kk ero | SPSACTBOM - ST uspopmarm HApyLIUTEeNIb € CTPOIHCTBO
YBU.205 Y ¢aitnos. Py yerp > 10 0.6 Cpennsisi | Cpennsisi | AKTyasibHas
JTAHHBIM u3-3a . HHU3KUM HpOrpaMMHOe
o Peanusanus JIaHHOM yrpo3bl
HEKOPPEKTHOM MOTEHLMAIOM obecrnieyeHne
AGOThI 00ycii0BJIEHa TEM, YTO Ha KOMIIbIOTEpE
P YCTaQHOBJICHO CpencTBoO 3aILUTHI
YCTAQHOBJICHHBIX

Ha HEM CpEACTB
3aIIUTHI

uHpopmalyy, peanusyroilee GyHKIUO
6n0KkrpoBanust (BaitoB




erosa 3aKIII0YacTCd B NPCKPALICHUN

paborsr  obopymoBanms ¢ YIIY,
BBI3BAHHOM H3MEHEHUEM
VYrpo3a oTkaza B | IEOJNOKAIMOHHOH  MH(MOpPMAIMu O
pabote JTAHHOM 000pyIOBaHHH. Yrposa JY—
obopynoBanus u3- | 00ycioBiIeHa r'€0JIOKAIIMOHHOM [Morenmman
N Hapymmresls ¢ | AnmapaTHoe Heakryainb-
YBU.206 3a HW3MeHeHus | IpuBs3Kod obopymoBarust ¢ YITY x . 10 0.5 cpenHsis Huskas HapyLIUTEIs
. . . | BBICOKHM YCTpOICTBO Hast
T'e0JIOKallMOHHON KOHKPETHOU reorpaguyeckoit HOTEHIHATIOM HEJIOCTAaTOYeH
nHpopmarn O | KOOpAWMHATE TIPU IyCKO-HAJIaJOYHBIX
HEeM paborax. VYrposa peanusyerci HpH
YCIIOBHH TIEPEMEIIEHHsT 000pYIOBaHHS
¢ UIlY u npuBOAUT K HEBO3MOXXHOCTH
€ro JaibHeHIIel SKCIuTyaTauu
VYrpoza 3aKIJII0YAeTCst B
HECAaHKIIMOHNPOBAaHHOM TIOTYYEeHUH
Yrposza P yaen
JOCTyna K TapamMeTpaM HacTPOHKH
HECaHKIIMOHNPOBA .
unpopmaru B obopynosanuu ¢ UITY | Breunwuit
HHOTO JOCTymna K
HaDAMETPaAM TOCPEICTBOM UCTIONB30BaHMs | HApPYLIMTENb C
HaETpoﬁllzn CIeIHaTbHBIX «MacTep-KoJOB» | HU3KHM ArmmapartHoe
WHKEHEPHBIX  Tapojel <OKECTKO | MOTEHIMaJIOM CTPOHCTBO Heakryans- | TexHomorus HE
YBU.207 o0opynoBaHus 3a ( P P ), THATIOM, yerp > 10 0.5 cpenHss Huskas y
cuer TIPOITMCAHHBIX» (HE M3MEHSEMBIX IMyTeM | BHyTpeHHHit porpaMMHOe Hast MIPUMEHSIETCS
KOHOQUTypUpOBaHHs) B MPOrPaMMHOM | HapymuTedb C | obecrieueHne
HCIIOIb30BaAHUS
o0ecrieyeHu: JaHHOTO O0OpYAOBAaHUA. | HU3KUM
«MacTep-KOI0B»
VYrposa 00ycioBieHa HEOOXOAUMOCTBIO | TTOTCHINATIOM
(MH)XEHEPHBIX
napoeii) NPOBEJCHUSA PEMOHTHBIX paboT IpH
P cbosx B IO obopynmoBanmst ¢ YITY
IPEJICTABUTEIISIMU IPOU3BOAUTEIIS
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
HCIIOJIL30BAHUS BBIYUCITUTENBHBIX
€CYpCOB  CPEACTB  BBIYMUCIMUTEIBLHON .
peeyp pen Buemnuit
TEXHHUKH ULt OCYIIECTBIICHUS
HapyLIUTEeNIb €
CTOPOHHUX BBIYHCIIUTENBHBIX
HHU3KUM
IIPOLIECCOB.
MIOTEHLIHAJIOM,
VYrpoza  peammsyercs  3a  Ccuyer o
VYrpoza Buemnuit
BHEJIPEHUS B cpencraa
HELEeJIeBOro . HapyLIUTENb CO
BBIYHCIIUTEILHON TEXHUKH Cpencrso
HCIOJIB30BAHUS N CPEIHUM
BPEZOHOCHOMH PO PaMMBbl, BBIYHCIIUTENb
BBIYUCIIUTENBHBIX . . | moTeHnuamoMm, .
YBU.208 cojiepxKalieil  Koi, — peann3yrouui . HOU TEXHHKH, 10 0.6 cpenusisi | cpenmusisi |AKTyaibHas
pecypcos Buyrpennuit
HCIIOJIL30BAHUS BBIYUCIIUTENBHBIX MOOWIIbHOE
cpeactsa eCypcoB Al CBOMX HyXX (B HApYIIHTEIE ¢ CTPOMCTBO
BBIMMCIUTENbHOH | Do o0 M HHU3KUM yerp
YaCTHOCTH, TUISL MaiHUHTa
TEXHHUKH TIOTEHIIHAIIOM,
KPHUITOBAIIOTHI). o
Bnyrpennuit
Nanuas yrposa o0ycioBneHa
HapyLIUTENIb CO
HEJIOCTATOMHOCTBIO  CTEAYIONIX  Mep | oo
3aIIUTHI uHbOopMaIHu: P
MOTEHLMAIOM

— Mep 1O aHTHBHPYCHOHM 3aIllUTe, YTO
MO3BOJISIET  BBIMOJIHUTH YCTAHOBKY M
3alyCK  BPEIOHOCHOH  TpOrpaMMbl;




— Mep IO OIrPaHUYCHUIO IIPOrPaMMHOMI
cpelbl, YTO IO3BOJIOT HApPYLIUTEIIO
OCYIIECTBIIATH OECKOHTPOIBHBIN
3aIlyCK IPOrpaMMHBIX KOMIOHEHTOB.

YBU.209

VYrpoza
HECaHKIHOHUPOBA
HHOTO JOCTyna K
3aIUIIIaeMOKN
MaMsATH saapa
nporeccopa

VYrpoza 3akiodaeTcsi B BO3MOXKHOCTU
MOJIy4EHUsI JOCTyNa K 3allUIIeHHON

MaMsITH 3 MPOrpamMMmBbl, HE
o0Japaromei COOTBETCTBYIOILIUMU
rnpaBaMu, B pe3y/ibTare 3KCIUTyaTaluu
YSI3BUMOCTEH, TIO3BOJISTIOIIMX

NIPEONOJIETh MEXaHM3M pa3rpaHIICHUS
JOCTYIA, pealn3yeMbli [EeHTPATbHBIM
TIPOLIECCOPOM.

Peamusarst JTaHHOM YIPO3BI
00yCIIOBIIEHa HAIWYUEM YS3BUMOCTEH,
CBSI3AHHBIX C OIMMOKOH KOHTPOJIS
JOCTyna K TIaMsTH, OCHOBaHHBIX Ha

CIIEKYIISITHBHOM BBITIONTHEHUH
HHCTPYKIMI  mporeccopa.  Ommbka
KOHTPOISL ~ JOCTyma  0OycCJOBJIeHa
CIIETYIOIINMHA (axropamu:

1) oTcyTCTBHE NPOBEPKH TIPaB JOCTYIa
mporecca K YATaeMbIM 00JIacTsM TpH
CIIEKYJISITHBHOM BBITIOJTHEHUH
omepaiyii, B TOM YHCIE TP YTCHUH 3
OIepaTUBHON TIaMSITH;
2) OTCYTCTBHE OYMCTKM K3IIa OT
PE3yNbTaTOB OIMOOYHOT O
CIIEKYJISITUBHOTO UCIIOJTHEHNS;
3) XpaHeHHe JTAHHBIX aapa
OIEPALIMOHHON CHCTEMBI B aJpPECHOM
IIPOCTPAHCTBE nporecca.
Peanuzanust naHHON yrpo3bl BO3MOXHA
n3-3a HaJIMYUs POLIECCOPOB,
UMEIOLIMX alllapaTHble YA3BUMOCTH U
OTCYTCTBUS COOTBETCTBYIOLINX
OOHOBIICHUI

Bremnnit
HapyIIUTENb
HU3KHM
TIOTEHIMAIIOM,
Buyrpennmii
HapyIIUTENb
HU3KHM
HOTEHHAJIOM

C

C

ArnmapartHoe
YCTpPOICTBO

10

0.6

cpenHss

cpenHss

AkTyanbHas




er03a 3aK/II04acTCd B BO3MOXXHOM

HapYIICHUH (bYHKIMOHUPOBAHUS
MPOrPaMMHBIX, MPOrpaMMHO-
arnmapaTHbIX 9JIEMEHTOB
Viposa UH)OPMALMOHHOM ~ CHCTEMBI WM
P UH(OPMALMOHHON CHCTEMBI B IICJIOM
HapYIICHUSI o
AGOTEL u3-3a HEKOPPEKTHOM padoThI ArnmapaTHoe
p . | ycraHOBIeHHBIX OOHOBIICHHMIT (mardeii) YCTPOHCTBO,
HUH(POPMALOHHO .
CHCTEMHOTO porpamMMHoro | BHyTpeHHHI MHKpOIpOrpa
CHCTEMEL, obecrieueHus HapylIuTeilb C MMHOE Heakryanb Torenmman
YBU.210 BBI3BAHHOI'O ) pym ’ 10 0.5 cpenHsis Huskas y HapyLIUTENs
Vrpoza  oOycioBieHa  HalWYMeM | BBICOKHM CHCTEMHOE U Hasi
OOHOBJICHHEM HEJIOCTaTOYCH
KPUTHYECKUX  OIIHOOK,  Je(eKTOB, | MOTCHIMAIOM MPUKIIAJIHOE
HCIIONIB3YeMOro B .
e yA3BUMOCTEH B HCIIOIb3YEMOM MPOrpaMMHOe
MPOrpaMMHOM obecreyeHnn obecrnieyeHne
MPOrpaMMHOT0 .
UH(POPMAIHOHHO CHCTEMBI.
obecredeHust N
Peasnu3zaiyiss JaHHON Yrpo3bl BO3MOXKHA
MpY YCJIOBUM YCTAHOBKH OOHOBJICHHI
Ha MPOrpaMMHO-aMnapaTHbIe
KOMITOHEHTBI HUH(POPMAIHOHHOM
CHCTEMBI
Vrpo3a 3akio4acTcss B BO3MOXKHOCTH
JIECTPYKTHBHOI'O  BO3JCHCTBHS  Ha
UH(POPMALOHHYIO cucTeMy u
oOpabaTbiBacMyl0 €0 UH(OPMAIMIO B
pe3ynbrate  paboThl  MPOrpaMMHOI0
VYrpoza obecrieyeHus,  UCIOIb3YEMOro s
UCHOJIb30BAHUS aIMHHUCTPUPOBAHUS
HETIPOBEPEHHBIX NH(POPMALOHHBIX CHCTEM.
oJIb30BaTeNbCkuX | JlaHHas yrposa cBsi3aHa co c1abocTAMU
JIaHHBIX IpH | MPOLEAYPHI MIPOBEPKH
(bopmupoBaHUK I0JIb30BATEIIbCKUX JIaHHBIX, .
Buyrpennuit
KOHQUIypallMOHH | HCHONB3YeMbIX Ipd  (HOPMHUPOBAHUU CucremHoe
. . HapyLIUTEeNIb €
YBN.211 oro Gaiina, | koHpurypanmonHoro  ¢aina s USRI HpOrpaMMHOe 10 0.6 Cpennsas | Cpenuss | AKTyasbHast
HCIIOb3YeMOro MIPOrPaMMHOT0 obecredeHus obecreueHne
MOTEHLMAIOM
MPOrpaMMHBIM aIMMHHUCTPUPOBAHUS
obecriedeHrneM HH(OPMAIOHHBIX CHCTEM.
aIMUHUCTpUpOBaH | Peanmsanust naHHOW yrpo3bl BOZMOXKHA
ust B cioydae, €ciM B HMH(OPMAIMOHHOU
MHOOPMALMOHHBIX | CHCTEME HCHOJb3YeTCs HPOrpaMMHOE
CHCTEM obecrneueHue aJIMMHHUCTPUPOBAHUS
UH(MOPMALMOHHBIX CHCTEM, KOTOpPOE B
KauecTBe HCXOIHBIX JTaHHBIX
HCIIONIB3YET KOH(UTypanoHHbIe

¢aitnpl, chopMUpOBaHHBIE Ha OCHOBE
TOJIb30BATENBCKIX JAHHBIX




YBU.212

VYrpo3a mepexsata
YTIpaBIICHUS.
nH(pOPMAIIOHHOH
cUcTeMOH

VYrpo3a 3aKi04aeTcd B BO3MOMKHOCTU
OCYILECTBICHUS HapyIIHUTeIeM
HECAaHKLIMOHUPOBAHHOIO  JOCTYNa K
HH()OPMAIIMOHHBIM, TPOTrPaMMHBIM |

BBIYUCITUTENbHBIM pecypcam
HHPOPMAITHOHHON CHUCTEMBI B
pe3ynbraTe T1OJIMEHBI CpencTB
LIEHTPAIU30BaHHOIO YIpaBIeHUs

HH(POPMAILIMOHHOH cHCTeMON win  eé
KOMIIOHEHTaMH.

JaHHast yrpo3a 00ycI0OBI€Ha HaIUYHEM
y CpesCTB LEHTPAIN30BaHHOTO
YIIPaBIIECHHS TIPOrPaMMHBIX
nHTEpPEHCOB  B3aMMONCHCTBHSI  C
JIpYrAMHI cyOBeKTaMH JlocTymna
(mpomeccamu, TporpaMMamH) H, Kak
CIIE/ICTBHE, BO3MOKHOCTBIO
HECAaHKLHMOHUPOBAHHOIO  JOCTYyMa K
JTAHHBIM cpecTBamM
LEHTPAIN30BAHHOTO  YIPABJICHMsS, a
TaKKe HEJOCTAaTOYHOCTBIO MeEp II0
pasrpaHMYeHUI0 JOCTya K  HUM.
Peanuzanust faHHON yrpo3bl BO3MOXHA
IIPU YCIOBUM HAIIMYUsl Y HapyIIUTENs
mpaB Ha OCYILIECTBIEHHUE
B3aUMOJEHCTBUA ~ CO  CPEACTBAMH
LEHTPAIN30BAHHOTO YIIPABJICHUS

Bryrpennmii

Hapynurejib COo

CpeHIM
MTOTEHIMATIOM

Wudpacrpyx-
Typa
nHpopMaImo
HHBIX CHCTEM

10

0.6

Cpennsist

Cpennsist

AxTyanbHas

YBU.213

VYrpoza  obxoma
MHOro(haKTOpHOU
ayTeHTH(UKAIUH

VYrposa 3akimodaeTcs B BO3MOXKHOCTH
obxona MHOro(haKTOpHOU
ayreHTHUKAlMM IyTeM BHEIPEHHs
BPELOHOCHOTO KoJa B
JHMCKPEAUTUPYEMYIO CHCTEMY u
KOMIIOHEHTBI, y4acTBYOLIUE B
npouexype MHOro(aKTOpHOU
ayTeHTU(UKALIIH.

HNanuast yrposa 00yCIIOBIICHA!
- HaJIM4ueM YA3BUMOCTEH
MIPOrpaMMHOT0 olecrieueHus;
— cnabocTAMU Mep aHTUBHUPYCHOM
3aIUTHl W PA3TPAaHUYEHHs JOCTYIA.
Peanuzanus 1aHHOM yrpo3bl BO3MOXKHA:
- B ciny4ae paboTst
JMCKPEAUTUPYEMOT'O  TIOJIB30BATENS  C
Gaitmamu, MOCTYMAIOIIUMU u3
HEJJOBEPEHHBIX HCTOYHHUKOB;
— IpY HAJIMYUM Y HEro INpPUBHICTHI
YCTQHOBKH MPOrpaMMHOTO
obecredeHus

Buenanit
HapyYIIUTENb
BBICOKMM
MOTEHLIAATIOM

C

CucremHoe
MPOrpaMMHOE
obecrieueHue,
MHKpOIporpa

MMHOE
obecrieueHue,
y4eTHbIE
JTaHHBIE
MOJTb30BaTENIS

10

0.5

CpenHss

Huzkas

Heaxryanb-
Hasi

IloTeniuan
HAPYIIUTEIs
HEJOCTATOYEH




Yrpo3sl u3 ba3ooii mogesau yrpo3

Buemnuit
Yrposa  yreuku
- HApYLIUTEIb C
aKyCTHYECKOU
. BBICOKHUM
magopvam € | Hamwaue Qynicuuii ronocosoro sonia MOTEHLIAATIOM Pabouas Heaxryanb- | TexHonorus HE
TKY 001 | TIPUMEHEHUE WIH (YHKIMM ~ BOCIIPOW3BE/ICHHUS N o 10 0.5 Cpenusisi | Hwuskas Y
BHYTPEHHHI CTaHIHs Hasi MPUMEHSETCS
M AKYCTHYECKHUMH CPEICTBAMU HAPVILHTENE C
TEXHUYECKMX D oo
CPEJCTB
MOTECHIHAIOM

TKY 002
Yrposa
HECaHKIIMOHHUPOBA
HHOT'O chéma | IlepexBaT (MPOCMOTP) 3alIHIIAEMO
uHpOpMaIyy, UHPOPMAILMH MOKET OCYIIECTBIISATHCS
oTroOpakaeMoil Ha | MOCTOPOHHUMH nunaMu | BremrHmit Torermma
JIACTLICE C PACCTOSIHUSI TPSMOW BHIUMOCTH W3- | HapyIIUTEIb C Pa6ouast Heaxkryaiib-

TKY 003 P p . Pyt 10 0.5 Cpennsas | Huskas Y HapyIIUTeINs
MOHHTOpA 3a MpEJeSIOB KOHTPOIUPYEMOM 30HBI C | BBICOKHM CTaHIHS Hast HETOCTATOMCH
MOCTOPOHHUMH HCIIOJIB30BAHHEM MOTEHIIHATIOM
JIHIAMH, OINTHYECKHX (ONITHKOAJIEKTPOHHBIX)

HaxXO/SIIMMHUCS 3a | CPEICTB
TpeienamMmu
TIOMEILCHHS
VYrposa 3akimodaeTcs B BO3MOXKHOCTH
repexBaTra TEXHHYECKHMH CPEICTBAMU
VYrpoza yTEUKH
MOOOYHBIX (HE CBS3aHHBIX C HPSMBIM
uHdopmal 1O . Cepgep,
(bYHKIMOHAIBHBIM 3Ha4yeHueM | BHemHwmit
Kanaam anementoB MCII/IH) uHpOpMATHBHBIX | HapyIIUTEIb C paouas Heakryanb Toreruman
TKY 004 MOOOYHBIX pMa Py CTaHLus, 10 0.5 cpenHsis Huskas Y HapYIIUTEIs
3NIEKTPOMAr HUTHBIX nonen U | BBICOKUM Hasi
3NIEKTPOMArHUT- HOCHUTEJIb HEJIOCTaTOYeH
. NEKTPUYECKUX CHT'HAJIOB, | MOTEHLUAIOM
HBIX M3JIy4eHHH U UHpOpMALMU
BO3HMKAOLINX pu
HaBOJIOK .
o0paboTKe 3ammInaeMol HHPpOpMALUH
TEXHUYECKHMH CPEICTBAMU
VYrpoza  peanmsyercs ~ 3a  cuyer .
VYrpo3a BHeApeHUs Buyrpennuit
o BHeJIpeHHs (YCTaHOBKM) B CpeICTBa
IPOrpaMMHOH, . HapyLIUTEIb C
BBIYHCIIUTEILHON TEXHUKH
POrpaMMHO- - HHU3KUM
. NPOrpaMMHOM ~ WIM  NPOrPaMMHO- Cepsaep,
anmnapaTHoi 9 MIOTEHLIHAJIOM, HeaxryanbHa

TKY 005 anmapaTHoM 3aKIIaJIKH, o pabouast 10 0.5 Cpennsisi | Huzkas
3aKJIA/IKH Ha BHEIIHMI

00eCreunBaloIyl0 CheM H (nm) CTaHIMA,
ABTOMATHSHPOBRH | |\ o o mmaemol 1 (popmarn HapYLIUTEIb C
HOE pabouee P y P i HU3KHM

a TaKKe NP OMpPE/IeTCHHBIX YCIOBUSIX
MECTO MOTEHLNAIOM

HECaHKIMOHUPOBAHHBIN JOCTYII




Buyrpennuit

Yrposst Ienp peamusanuu yrpossl COCTOMT B HADVILHTEIS C Yuérusle
TKY 005 BesiBIeHHs — winn | nmomydennn HCJI myrem mpeononeHus p}}III/LILLISKI/IM JIaHHBIC 10 0.6 Cpenusisi | Cpenssist | AKTyanbHas
roxbopa mapojel | MapoNbHOH 3aIlUTHI P —— MOJIB30BATEIIS
HNHble HCTOYHUKHU yTPo3
[lepebon B 3NEKTPOCHAOKEHUN MOTYT
npuBecTH K cbosm B pabore MCII/In .
VYrposza c6os | "P p .. | BHyrpeHHnit
cHOTOMbI I CpencTB BBIMHMCIUTENBHOR | o e Cepgep,
nny 001 P IEKTPOCHAGHKE TEXHHUKHU, YTO MOXKET BBI3BaTh K IIOTEPH HHEI};EJM pabouas 10 0.75 | Beicokass | Cpenussi | AKTyanbHas
p WM HecoxXpaHeHHIo uHpopmarmy, a CTaHIUS
HUS TIOTEHIHAIOM
TaKXke HapYIICHUIO €€ JOCTYTHOCTH B
UCTIx
Yrposa
HCIIONB30BaHMS HE | YTpo3a 3aKiIrodaeTcss B BO3SMOXHOCTH | BHyrpeHHHMit
TEHHBIX HECAaHKIIMOHUPOBAHHOI'O KOIHPOBAHMS | HapyIIUTENIb C Hocwurens
my 002 | V7 HHOHHD p Pyt 10 0.75 | Bbicokas | Huskas |AkryanbHas
OTYYXKIIAEMBIX 3aIMIIAeMOi nHpopmarmu Ha | HU3KHM nHbopManmn
HOCHTEIEH CheMHbIe HOCUTENN HH(popMarmn TTOTESHIHAIOM
nHpOpMaIU
VYrpo3a 3akiaroyaeTcs B BO3MOXHOCTH
YMBIIIIEHHOT 0/ HEYMBIIIZIEHHOTO
BBIBEJICHUS M3 CTPOS BHYTPEHHUM
HApyILIUTEJIEM  aBTOMAaTH3HPOBAaHHbIE
paboune Mecra, cepBepa WM KaHAJbI
CBSI3M, UYTO MOXET IIPUBECTH K
Vrposa BoBoma n3 | NEPYWCHHIO  JIOCTYNHOCTH, —a B
P HEKOTOPBIX CIIy4asX W IEJIOCTHOCTH .
CTpOs o Buyrpennmit Cepgep,
ABTOMATH3MPOBAH | o IACMOH uHbOpMAILIL. HApyLIUTEeNIb € abouas
Uy 003 P HanuHast yrposa o0ycioBneHa Pyt P 10 0.5 Cpennsisi | Cpenssisi | AKTyanibHast
HbIE paboune HHU3KUM CTaHIMA,
crabocTamMu Mep KOHTPOJISL
MecTa,  cepBepa MOTEHLMAIOM KaHaJIbI CBSI3U
UL KaHaUIb! CBSI3H ¢busnueckoro JlocTyna K
aBTOMATH3UPOBAHHBIM pabounm
MecTaM, CepBepaM HJIM KaHajlaM CBSA3U.
u3anus JaHHON bl BO3MOKH
Peanuza AHHO 03bl BO3MOXKHA
IIPY YCJIOBHMH TNOJY4EHUS HAPYLIUTEIEM
¢busmyeckoro JoCcTymna K
ABTOMATH3UPOBAHHOMY pabouemy
MECTY, CEepBEpY WM KaHAJIY CBS3H.
Vrnosa VYrposa 3akiodaercs B BO3MOXKHOCTH
HefaHKHI/IOHI/I oBa YMBILUIEHHOT 0/ HEYMBIILUICHHOTO
P HapyLICHUs 6e30macHOCTH N
HHOT'O . Bnyrpennuit
3alIMIIAeMOI uHbopMAaIu Cepgep,
OTKJTFOYEHHUS HapyLIUTENb €
ny 004 CPOICTE TOMB30BATENS,  MyTeM  3apakemws | = pabouas 10 0.6 Cpenusas | Cpenusist | AKTyasibHast
P . BPEIOHOCHBIMU porpamMMamMu CTaHLMsA
AQHTHBUPYCHON MOTEHLMAIOM
B— (Bupycamn) aBTOMAaTH3UPOBAHHOTO
pabouero MecTa.
rHpOpMAITIH

Peanuzanust naHHOM yrpo3bl BO3MO)KHA




IIPU YCIIOBHM HAJIWYUS y TOJIB30BATENIS
BO3MOKHOCTH OTKJIFOYEHUS CPEICTBA
AQHTUBHPYCHOH 3aIIUTHI.

VYrpoza  yrpatel, | Yrpo3a 3akiroyaeTcsi B BO3MOXKHOCTH
Kpa)XM HOCHUTEJIEH | OCYIIECTBICHHS HapyIIHTelIeM .
P yit Py Buyrpennuit
nHpopmarm MIPAaKTHYECKH JIIOOBIX JI€CTPYKTHBHBIX
N M HapyluTeiab ¢ Hocurens
UMY 005 | comeprkamux JecTBuit B OTHOLICHUU 10 0.6 cpenHsas | cpelHsa |AKTyalbHas
N . | HE3KHM nHbOopMamn
KITFOUH TMCKPETUTHPYEMOH HMH(POPMaMOHHON
N TIOTEHIHAIOM
JIEKTPOHHOMN CHCTEMBI,  JOCTYIIHBIX  BIAJEJIbIly
TOJIITACH KioueBoro Hocuresst B UCITJH.
Yrposza
HEaHTPONOTeHHO- | YTrpo3a 3aKiIro4yaeTcsi B BO3MOKHOCTH Cepgep,
ro (CTUXWIHHOrO) | HapyIICHUS paboTocnocobHOCTH pabouast
nny 006 xapakrepa, UCII[H, a Taxke  JOCTYIHOCTH U CTaHIA, 10 0.75 Bbicokast | Cpennsa |AkryanbHas
HampuMep yIaphl | HeJI0CTHOCTH 3aIyIaeMoit HOCHTEIh
MOJIHUH, TOXapsbl, | nHpopmarwm nHbOopMayn

HAaBOJHCHUS U T.II.




FOCYAAPCTBEHHOE ABTOHOMHOE TPO®ECCHOHAJIBHOE
OBPA3OBATEJIbHOE YYPEXIAEHHUE «<MEJHOTI'OPCKUH 3
HHAY CTPUAJIBHBIN KOJUIEAK» I' MEJJHOTI'OPCKA OPEHBYPI'CKOU

OBJIACTH (I'AIIOY MHK)
PaspabGoTunk:
AIMHHHCTPATOP
HH(pOPMALHOHHOMH 0e30MacHOCTH M I'opeaos C.H.
COI'JTACOBAHO:

3amecturens qupekropa no bOIT zmy Manun B.A.






	В соответствии со статьей 19 Федерального закона от 27 июля 2006 года № 152-ФЗ «О персональных данных», оператор ИСПДн при обработке персональных данных (далее - ПДн) обязан принимать правовые, организационные и технические меры или обеспечивать их пр...
	Модель угроз содержит данные по угрозам, связанным с несанкционированным, в том числе случайным, доступом в ИСПДн с целью изменения, неправомерного распространения информации или деструктивных воздействий на элементы ИСПДн и обрабатываемых в них инфор...
	В Модели угроз представлена оценка исходного уровня защищенности защищаемой информации, а также анализ угроз безопасности информации.
	Анализ угроз безопасности информации включает:
	описание угроз;
	оценку вероятности возникновения угроз;
	оценку реализуемости угроз;
	оценку опасности угроз;
	определение актуальности угроз.
	К информационным ресурсам ИСПДн осуществляется удаленный доступ сотрудников других организаций по незащищенному каналу связи.
	Модель угроз может быть пересмотрена:
	ИСПДн включает в себя совокупность содержащейся в базе данных информации и обеспечивающих ее обработку с помощью информационных технологий и технических средств, соответствующих действующему законодательству.
	ИСПДн обеспечивает формирование, автоматизированную обработку, хранение и предоставление данных о деятельности ГАПОУ МИК.
	ИСПДн содержит:
	информацию о деятельности ГАПОУ МИК;
	инструкции по работе с ИСПДн;
	информацию о планируемых перерывах в работе ИСПДн;
	иную информацию, размещение которой не противоречит законодательству Российской Федерации.
	Параметры ИСПДн, содержащие ПДн, определяющие уровень защищенности ПДн приведены в таблице 1.
	В соответствии с актом классификации и исходя из вышеуказанных характеристик, в ИСПДн установлен 4 уровень защищенности ПДн (УЗ4).
	Определение уровня исходной защищенности ИСПДн.
	Под уровнем исходной защищенности понимается обобщенный показатель, зависящий от технических и эксплуатационных характеристик ИСПДн.
	Уровень исходной защищенности ИСПДн определен экспертным методом в соответствии с «Методикой определения актуальных угроз безопасности персональных данных при их обработке в информационных системах персональных данных» (далее – Методика), утвержденной...
	Для определения уровня исходной защищенности производится оценка этих характеристик по трем качественным показателям: «Высокий», «Средний» и «Низкий».
	В соответствии с Методикой уровень защищенности определяется следующим образом:
	1.1.1. При составлении перечня актуальных угроз безопасности ПДн каждой степени исходной защищенности ставится в соответствие числовой коэффициент(Y1), а именно:
	1.1.2. Технические и эксплуатационные характеристики ИСПДн, определяющие уровень исходной защищенности ИСПДн, приведены в таблице 2.

	1.2. Соотношение характеристик ИС, соответствующих разным уровням защищенности, определенные на основании данных таблицы 3:
	1.3. Уровень исходной защищенности ИС: низкий. Таким образом, коэффициент исходной защищенности Y1 = 10.
	1.4. Взаимодействие ИСПДн с другими информационными системами не предполагается.
	Модель нарушителя представляет собой абстрактное описание нарушителей информационной безопасности как источников угроз безопасности, а также предположения об их возможностях, которые могут быть использованы для разработки и проведения атак, и ограниче...
	Целью построения Модели нарушителя является определение типа возможного нарушителя безопасности персональных данных при их обработке в ИСПДн.
	В качестве объектов атак рассматриваются защищаемая информация, сопутствующая информация, программное обеспечение ИСПДн, технические средства ИСПДн, помещение, в котором расположены технические средства.
	В зависимости от имеющихся прав доступа нарушители могут иметь легитимный физический (непосредственный) и (или) логический доступ к компонентам информационной системы и (или) содержащейся в них информации или не иметь такого доступа.
	С учетом наличия прав доступа и возможностей по доступу к информации и (или) к компонентам информационной системы расположенных в контролируемой зоне (далее – КЗ) нарушители подразделяются на два типа:
	При построении модели нарушителя принимались следующие ограничения и предположения о характере действий нарушителей:

	несанкционированный доступ (далее – НСД) может быть следствием как случайных, так и преднамеренных действий;
	нарушитель, планируя атаки, скрывает свои несанкционированные действия от лиц, контролирующих соблюдение мер безопасности;
	проведение работ по разработке, созданию способов и средств атак в организациях, специализирующихся в области разработки и анализа ПО, СЗИ и СКЗИ, не является целесообразным для нарушителей с учетом высокой стоимости разработки и создания способов и с...
	В таблице 3 представлены потенциальные нарушители ИСПДн.

	Таблица 3
	В качестве нарушителей информационной безопасности ИСПДн имеет смысл рассматривать исключительно субъектов, перечисленных выше, действующих либо самостоятельно, либо вступивших в сговор между собой. Модель нарушителя информационной безопасности ИСПДн ...
	Возможности каждого нарушителя (субъекта) по реализации угроз безопасности информации характеризуются его потенциалом. Потенциал нарушителя определяется компетентностью, ресурсами и мотивацией, требуемыми для реализации угроз безопасности информации в...
	В зависимости от потенциала, требуемого для реализации угроз безопасности защищаемой информации, обрабатываемой в ИСПДн, нарушители подразделяются на:

	нарушителя, обладающим базовым (низким) потенциалом - возможности уровня одного человека, подразумевается, что для реализации атак могут использовать информацию только из общедоступных источников, а также могут приобретать и использовать специальные с...
	Возможные потенциалы нарушителей и соответствующие им возможности приведены в приложении № 1.
	Характер и объем информации, хранимой и обрабатываемой в ИСПДн, является недостаточным для возможной мотивации следующих нарушителей к реализации угроз различного типа (например, утечки информации по техническим каналам утечки информации):
	1) внешний нарушитель с высоким потенциалом - специальные службы иностранных государств (нарушитель 1);
	2) внешний нарушитель со средним потенциалом - преступные (хакерские) группы (нарушитель 2);
	3) внутренний нарушитель с высоким потенциалом. Нарушители данной категории не рассматриваются в настоящей Модели угроз, так как предполагается, что данная категория внутренних нарушителей имеет возможности уровня предприятия/группы предприятий/госуда...
	Исходя из приложения № 1, настоящей Модели угроз, актуальными нарушителями являются:
	1) внешний нарушитель с усиленным базовым (средним) потенциалом:
	разработчики ИСПДн и программного обеспечения - нарушитель 4.
	2) внешний нарушитель с базовым (низким) потенциалом:
	физическое лицо, не являющееся служащим министерства – нарушитель 3;
	бывшие работники (пользователи) - нарушитель 8.
	3)  внутренний нарушитель с усиленным базовым (средним) потенциалом:
	администратор ИСПДн - нарушитель 6;
	администратор безопасности - нарушитель 7.
	В ИСПДн требуется обеспечить доступность и целостность защищаемой информации.
	В соответствии с нормативными документами ФСТЭК России возможно возникновение или умышленная реализация  несанкционированного доступа к информации.
	При обработке информации в ИСПДн за счет реализации ТКУИ возникновение угроз безопасности информации невозможно.
	Угрозы несанкционированного доступа к информации.
	Угрозы непосредственного доступа к информации. Возможные угрозы непосредственного доступа:
	Угрозы удаленного доступа. Возможные угрозы удаленного доступа:

	Анализ возможных угроз.
	В качестве исходного перечня возможных уязвимостей и угроз безопасности информации используется банк данных угроз безопасности информации, сформированный ФСТЭК России (http://bdu.fstec.ru/).
	Угрозы утечки информации по техническим каналам характеризуются высокой стоимостью оборудования, необходимого для их реализации, и высокой квалификацией нарушителя. Цели и задачи ИСПДн, характер и объем защищаемой информации, хранимой и обрабатываемой...
	Технологии, не применимые в ИСПДн:
	виртуализация;
	беспроводной доступ;
	мобильные технические средства;
	грид-система;
	суперкомпьютер;
	гипервизор;
	хранилища больших данных;
	облачные технологии;
	промышленные роботы;
	WSDL-интерфейс;
	утечка информации с неподключенных к сети Интернет компьютеров;
	одноразовые пароли;
	АСУ ТП;
	станки ЧПУ.
	Перечень возможных угроз безопасности информации и определение их актуальности в ИСПДн представлен в приложении № 3.
	По каждому виду угрозы, экспертным путем (опрос специалистов) определена опасность (ущерб) в соответствии с правилами в таблице 4.
	1.4.1. Результаты изучения вероятности реализации угроз и опасности угроз приведены в приложении № 3.
	1.4.2. С учетом полученных числовых коэффициентов Y1 и Y2 по каждому виду угрозы безопасности информации рассчитан числовой коэффициент реализуемости угрозы Y по формуле (1) и определена вербальная интерпретация реализуемости конкретной угрозы безопас...
	1.4.3. При определении степени опасности угроз утечки информации по техническим каналам связи учитывались границы контролируемой зоны (КЗ) и размещение технических средств.
	1.4.4. Определена актуальность угроз безопасности информации на основании коэффициента реализуемости угрозы (Y) и показателя опасности угрозы по каждому ее виду, сделан вывод об актуальности угроз в соответствии с правилами в таблице 7.
	В результате проведенных мероприятий по анализу и выявлению актуальных угроз безопасности информации, сведений, содержащихся в ИСПДн, и структурно-функциональных особенностей ИСПДн, было установлено экспертным путем, что угрозы 1-го типа и 2-го типа н...
	Выявленные актуальные угрозы безопасности информации в ИСПДн относятся к угрозам 3-го типа: угрозы, не связанные с наличием недокументированных (недекларированных) возможностей в системном и прикладном программном обеспечении, используемом в ИСПДн.
	Таким образом, согласно приложению № 3, приведенной в настоящей Модели угроз было выявлено 120 актуальных угроз безопасности. Актуальные угрозы безопасности информации в ИСПДн приведены в таблице 8.
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